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Federica Mogherini

High Representative of the 
Union for Foreign Affairs and 

Security Policy and Vice-
President of the Commission

The internet has been a global force for human development since the early days of its 

inception. Yet, in recent times, we are all increasingly aware of the threats circulating 

on the web. I am convinced that cyberspace can be at the same time safe and open, 

and that the opportunities of global connectivity outnumber its dangers by far. If we 

want to preserve and expand these opportunities, we must also invest in the security 

and the governance of our cyberspace.

Getting prepared is essential: cyber-attacks have already caused huge economic loss, 

and directly affected thousands of Europeans‘ daily lives. This is why we have recently 

updated the European Union‘s Cyberecurity Strategy. Our main focus is what we call 

‘resilience‘. We want to prevent cyber-attacks, to make sure that we know how to react, 

and to minimise their impact. To do so, we are investing in better capabilities, more 

research, more training and exercises on how to respond to an attack.

We all know that this is essentially a national competence. But we also know that 

cybersecurity transcends borders by definition. Cyber-attacks easily spread from one 

country to the next. European cooperation is essential, for at least two good reasons. 

First of all, cooperation is the best way to ensure higher cybersecurity standards all 

across our Union: in cyberspace, we are as strong as the weakest link of the chain. 

Secondly, joint investment and research among European Member States can help us 

develop more advanced capabilities, in a field where technological progress is constant 

and incredibly fast.

Over the last year, we have set up a number of tools to help Member States invest 

together, so that the impact of their investments can be maximised. The European 

Security and Defence College is currently working on a ‘Cyber education, training, 

evaluation and exercise platform‘, in close cooperation with the EU institutions, 

Member States and NATO. And there is a strong focus on cybersecurity in the first set 

of cooperative projects launched in the framework of the new permanent structured 

cooperation we have established on defence.
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Cybersecurity is also central to our cooperation with NATO: we share threat alerts and 

briefings, we work together on training, and we coordinate our exercises on hybrid 

threats.

The present handbook gives an overview of the state of affairs in European  

cybersecurity. It was edited and published by the Ministry of Defence of Austria during 

the Austrian Presidency of the Council of the European Union. It is the fifth handbook 

in the series of CSDP publications – an important step forward towards the creation of 

a common European security culture.

In a global context where security is never just a matter of traditional defence and where 

the real world merges with the cyberworld, cybersecurity is a collective responsibility. 

It calls on each and every one of us, citizens of Europe, to invest in the most powerful 

tool we have to exercise our sovereignty, advance our interests and stand by our values: 

our European Union.
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When the digital era began, the positive prospects were overwhelming: new possibilities 

for communication, more opportunities for businesses, easier access for everyone to 

everything without borders. But very soon, challenges, risks and threats also developed 

in cyberspace. Viruses, worms and Trojans, to name but a few, were targeting private as 

well as public networks, companies and individuals. Over time, cyberspace has become 

more sophisticated, more imaginative and international.

The same actors are present in cyberspace as in the real world: the military, criminals, 

individuals, terrorists, diplomats, hackers, the police and so on. Several areas of expertise 

have developed over time: cyber defence, cyber diplomacy, cyberterrorism, cybercrime. 

What is common to cyber threats and risks is their borderlessness and the global 

spread of users. Whereas early cyber threats focused on hacking computers (criminal 

intent), present-day cyber-attacks ranging from cyber-war to manipulating behaviour 

(political intent) have completed the picture. In other words, there is a wide range of 

‘cyber-enabled‘ security challenges which are rooted in or accelerated by technology.

Hitherto at least, human beings are involved in most activities in cyberspace. With 

artificial intelligence, this picture may well change – which does not necessarily mean 

that the risks and threats will diminish.

The basic building blocks of the response to system threats are well known: reducing 

the likelihood of attacks by making them harder to carry out, increasing public  

awareness, and increasing the chances of getting caught, while at the same time 

reducing the impact of attacks through effective networks, procedures and protocols 

and better-designed systems and software.

To achieve all these goals, training and education in the cyber domain is essential. 

Austria therefore very much welcomes the establishment of the new Cyber Education, 

Training, Evaluation and Exercise (ETEE) platform within the European Security and 

Defence College, which will provide basic to advanced-level training for officials from EU 

Member States and partner countries. The Cyber ETEE platform will not be able to score 

quick wins, but in the medium to longer term it will provide our Member States with the 

knowledgeable personnel needed to tackle the threats encountered on the internet.

Mario Kunasek

Federal Minister for Defence 
of the Republic of Austria
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In the academic year 2017/18 Austria remained the main supporter of the ESDC, and I am 

proud therefore to present the fifth handbook in this publication series, which is provided 

by the Austrian Ministry of Defence for the students of the college. The handbook series 

is an exemplary means of transferring knowledge, sharing best practices and stimulating 

discussions on CSDP-related subjects, now even in cyberspace.

I wish the readers of this publication all the best in their professional work, good luck in 

future deployments and a pleasant experience reading the articles by various European 

experts on cyber- and security-related issues.
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The development of the internet can be seen as a milestone in the new digital era. We 

live in an age of ever greater interconnectivity, and are ever more dependent on online 

services. Without the internet many critical services, including public administration, 

would not function. Our societies rely on the confidentiality, integrity and availability 

of our systems. There are many social and economic benefits to this interconnectivity, 

but it also brings new risks – in new forms but also crucially on a new scale.

To protect our societies, we must focus on cybersecurity. But cybersecurity lies at the 

interface between internal/external, public/private and civil/military, which makes it 

complex and challenging. At the same time, the number of cyber-professionals is not 

growing at the same speed as the digital market. 

Europe is facing a cybersecurity skills gap, with an expected shortfall of 350 000 people 

by 2022. Addressing this skills gap is central to ensuring effective resilience. So cyber 

must be mainstreamed and prioritised in education and training. The European Security 

and Defence College (ESDC) is ready to make its contribution. The newly established 

Cyber Education, Training, Evaluation and Exercise (ETEE) platform within the ESDC 

family will facilitate this joint endeavour.

Recent years have seen one eye-opening event after another: in Estonia, an orches-

trated attack on the whole country in 2007; Stuxnet, the first big cyber-attack in the 

digital battlefield, which targeted Iran and was uncovered in 2010; ransomware (e.g. 

Cryptolocker, WannaCry, NotPetya), which has affected private and public sector IT 

systems around the world; the Sony hack, a cyber-attack on commercial infrastructure in 

2014; the Snowden affair, which highlighted the need to strengthen privacy in cyberspace; 

the Cambridge Analytica scandal, which brought the vulnerability of our democracies 

to our attention, to name but a few. We have learned that cyber-attacks are becoming 

more strategic and can endanger our critical infrastructure and – perhaps to an even 

greater extent – our democratic institutions.

The cross-border nature of these threats and risks means that cooperation has never 

been more important; the private and public sectors and civilian and military sectors 

Jochen Rehrl

National Expert at the  
European Security and 

Defence College

Preface of the editor



11

need to work together, swiftly and efficiently. The European Union has a clear role to play 

in leading efforts both at home and internationally. There are essentially two types of 

threat which have to be addressed: those based on systems (‘physical‘ cyber threats, i.e. 

the hacking of electronic tools, systems and databases) and those based on behaviours 

(e.g. hacks and leaks designed to change public opinion, use of fake news, misuse of 

targeted messaging). The latter – in my view – pose a greater challenge to our societies, 

to our democratic values and therefore to our way of life.

Democracy is based on citizens‘ participation in the political process. In the future, 

electoral campaigns will increasingly be fought online in a way that would have been 

hard to imagine even a few years ago. Never has it been easier for political parties to 

get their messages across using the internet and social media, tools which have made it 

possible not only to reach large numbers of people but also, increasingly, to micro-target 

individuals with tailor-made messages.

The public is becoming more aware of the challenge posed by cyber-attacks and 

cyber-interference, which have become more frequent and more damaging, are too easy 

to perpetrate and at the same time too hard to trace and attribute. But is the public also 

ready to draw the necessary conclusions? Some 95 % of successful attacks are enabled 

by some type of human error. Cybersecurity begins at home, with simple cyber-hygiene 

practices such as choosing safe passwords, checking attachments and backing up. Not 

rocket science, but these things can make a real difference.

This handbook gives a snapshot of the state of affairs at European level (chapters 1  

and 2), but also gives some food for thought on topics which are relevant in our daily lives 

(chapter 3). When putting it together, I was again able to rely on experts from all over 

Europe with a broad range of professional backgrounds, who are willing and able to share 

their knowledge and experience. They are the ones to be thanked for this publication. 

Saying ‘thank you’ is just a small sign of appreciation for their tremendous contribution, 

not only in the transfer of knowledge but also in facilitating the establishment of a 

common European security culture.
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In particular, I would like to thank:

•	 Lt Gen. Franz Leitgeb, Head of the Austrian Military Representation in Brussels, 

and his team;

•	 Maj. Gen. Johann Frank, Defence Policy Director of the Austrian Ministry of 

Defence and Sports, and his Directorate for Security Policy;

•	 Mr Oliver Rentschler, Ms Federica Mogherini‘s Deputy Head of Cabinet;

•	 Mr Gabor Iklody, Director of the Crisis Management and Planning Directorate;

•	 the English editing service of the General Secretariat of the Council; 

•	 Mr Roman Bartholomay, head of the Austrian print shop, and his team,  

in particular Mr Axel Scala and Ms Eva Kutika;

•	 Mr Dirk Dubois, Head of the ESDC, and my colleagues in the ESDC Secretariat,  

in particular Ms Alexandra Katsantoni.

Lastly, I am more than grateful for the support of my family, my wife Bernadeta and 

my children Julia and Maximilian. I would like to thank them for their patience and 

understanding, in particular during the 2018 summer holidays and the following weekends 

because the vast majority of the work has been done outside office hours.

I hope that this new publication in the handbook series of the Austrian Ministry of 

Defence will meet your expectations and will again serve as a reference document for 

present and future cyber-experts on the common security and defence policy of the 

European Union.
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The EU began work on its first comprehensive cybersecurity strategy in 2012-2013. 

The development of the strategy took place in the wider context of the ‘cyber awakening’ 

in 2010-2013, when many advanced economies realised the gravity of cybersecurity 

challenges for their national security and economies – and the EU was no exception.

Compared to NATO, which produced its first cyber-defence policy as early as 2008 and 

adopted its second policy in 2011, the EU strategy came into being relatively late, in 

2013. Whereas NATO’s cyber-policy process was mostly limited to the protection of its 

own networks, the EU strategy process in 2012-2013 included all major EU competence 

areas and could be viewed as an authoritative whole-of-government cyber policy.

2013 Cybersecurity Strategy

Prior to the 2012-2013 strategy process, the EU had already produced several Council 

conclusions and a number of other policy documents on sectoral topics, the results of 

which were most notable in the Justice and Home Affairs policies on harmonising the 

fight against cybercrime. The EU Cybersecurity Strategy 2013, which took the form of 

a Joint Communication entitled ‘Cybersecurity Strategy of the European Union: An 
Open, Safe and Secure Cyberspace’, was one of the first joint efforts by the European 

Commission (EC) and the High Representative of the Union for Foreign Affairs and 

Security Policy (HR) in the post-Lisbon era, showcasing the EU’s ability to work in a 

truly interinstitutional manner.

The strategy managed to bring together very different cyber policy areas under a single 

umbrella document and articulate the direction of EU policies on cybersecurity to the 

wider public. As a tangible added-value element, the first strategy was accompanied 

by the Commission legislative initiative that resulted in the Directive on Security of 

Network and Information Systems, which set the minimum requirements for Member 

States’ cyber preparedness and included compulsory cyber protection of most critical 

services and infrastructures.

1.1  Two generations of EU cybersecurity strategies

by Heli Tiirmaa-Klaar 
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In addition, the strategy articulated the EU’s international cyber-policy and cyber-defence 

objectives for the first time. It also established clear guidance on how to further address 

cybercrime. The five chapters of the document were drafted by various Commission 

departments and the EEAS according to their respective areas of competence – DG 

CNECT in the internal market, DG HOME in justice and home affairs and the EEAS in 

Common Foreign and Security Policy.

The cybersecurity strategy 
of 2013 was accompanied by 
the Commission legislative 
initiative that resulted in the 
Network and Information 
Security (NIS) Directive.
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Roles and responsibilities

Responsibility for implementing the first EU Cybersecurity Strategy was divided  

between the departments involved. DG CNECT was responsible for activities related 

to new cyber legislation, industrial policies, research and development and awareness-

raising. DG HOME was in charge of updating EU policies on addressing cybercrime, and 

facilitating cooperation between the national law enforcement authorities’ cybercrime 

units. As a major addition to the EU cyber landscape, the European Cybercrime Centre, 

or ’EC3’, was established within Europol shortly after the adoption of the first strategy 

in 2013. This allowed for better police coordination on cyber issues and strengthened 

operational ties between the relevant national entities, as well as enhancing the EU’s 

ability to conduct large-scale operations to fight cybercrime.

Cyber-Defence Policy Framework

The EEAS had responsibility for cyber defence and international cyber-policy-related 

objectives. As a notable achievement, the EU Cyber-Defence Policy Framework was 

adopted in 2014, with five objectives:

1.	 supporting the development of Member States’ cyber-defence 

capabilities related to CSDP;

2.	 enhancing the protection of CSDP communication networks used by EU entities;

3.	 promoting civil-military cooperation and synergies with wider EU cyber policies, 

relevant EU institutions and agencies and the private sector;

4.	 improving training, education and exercise opportunities;

5.	 enhancing cooperation with relevant international partners, especially NATO.
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EU-NATO cooperation

In the area of EU-NATO cooperation, annual high-level consultations and staff-to-staff 

meetings have been taking place since 2012. In February 2016, the EU and NATO signed 

a technical arrangement (TA) between CERT-EU, the Computer Emergency Response 

Team of the EU, and NCIRC, NATO’s Computer Incident Response Capability. The TA 

aims at facilitating technical information sharing to improve cyber-incident prevention, 

detection and response in both organisations. The EU-NATO Joint Declaration from 

summer 2016 set specific objectives for furthering cyber-defence cooperation: fostering 

interoperability of cyber defence in missions and operations; strengthening cooperation 

on training and exercises; promoting cooperation on cyber-defence research and 

technology innovation; and mainstreaming cyber aspects into crisis management.
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for furthering cyber-defence 
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The EU’s international cyber policy

The first strategy also established the EU’s international cyber policy which, in addition to 

protecting a free and open internet, had the objectives of promoting existing international 

law, norms of responsible state behaviour and confidence-building measures in cyber-

space and advancing cooperation with the EU’s strategic partners. Six cyber dialogues 

were launched with the US, China, Japan, South Korea, India and Brazil. Topics covered 

during the dialogues included, inter alia, international security in cyberspace, cyber 

resilience, addressing cybercrime, internet governance and cybersecurity standards.

An important landmark in helping to guide the EU’s collective efforts in relation to global 

cyber policy and offer more detailed objectives in foreign policy issues was the adoption 

of the Council conclusions on cyber diplomacy in 2015.

The EU’s cybersecurity capacity-building programmes

Lastly, possibly the most remarkable achievement at global level was the successful 

launch of the EU’s cybersecurity capacity-building programmes. Since 2013, the EU 

has invested around EUR 80 million in cybersecurity capacity building, contributing 

significantly to the strengthening of global cybersecurity. The EU has developed an 

efficient model and has been allocating an increasing amount of funds to addressing 

cybercrime globally, together with the Council of Europe. In addition to promoting 

the Budapest Convention on Cybercrime and training law enforcement officials, new 

programmes have started to strengthen technical and organisational cyber-incident 

response capacities in developing countries. The capacity-building efforts have also 

played a key role in building strong partnerships with third countries and have helped 

to promote the notion of open, free and secure cyberspace.

Upgrading the EU Cybersecurity Strategy in 2017

Although not all the objectives set by the first strategy had been attained by 2017, the 

global cyber-threat environment had evolved in 2016-2017. Disruptive cyber operations 

against critical infrastructures, democratic institutions and the ’Internet of Things’ (IoT), 

massive botnet attacks and global ransomware cases like ’WannaCry’ and ’NotPetya’ 

raised awareness around cyber risks. It became quite clear that the EU needed to adapt 

to the new reality and take a more pro-active approach to cyber threats.
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Thanks to the leadership of Commission Vice-President Andrus Ansip, a reviewed EU 

Cybersecurity Strategy was adopted in September 2017, together with a package of new 

proposals. The updated strategy, also known as the HR and EC’s Joint Communication 

on ’Resilience, Deterrence and Defence: Building strong cybersecurity for the EU’, 
focuses on the creation of new technological capabilities via research, innovation and 

skills development and on the improvement of cooperation at EU level.

An ambitious path ahead

Substantive support from the Commission to Member States was provided for by the 

establishment of the EU Network of Cybersecurity Research and Competence Centres, 

with dual-use technology development aspects included. Ambitious plans for upgrading 

ENISA, the European Network and Information Security Agency, were announced, and 

a proposal was made to set up a certification framework for assessing cybersecurity of 

ICT products. The regulative steps of certification and IoT security are not only important 

standard-setting activities for both civilian and defence-related cyber technologies; 

they could also potentially have an impact on the overall European cybersecurity 

environment. In the field of defence, the cyber-defence training and education platform 

was identified as a key priority in addressing the Member States’ current skills gap in 

the area of cyber defence.
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In June 2017, under the work stream of deterrence, Foreign Affairs Council conclusions 

on a framework for a joint EU diplomatic response to malicious cyber activities (the 

’Cyber Diplomacy Toolbox’) were adopted, together with implementation guidelines that 

aimed to facilitate the decision-making process, including the process for collectively 

assessing the information, and implement a coherent EU approach to using CFSP 

measures to respond to malicious cyber activities. The EEAS coordinates and prepares 

regular exercises on toolbox implementation. In April 2018, the Foreign Affairs Council 

adopted Council conclusions condemning recent malicious activities, including WannaCry 

and NotPetya. The conclusions stressed the need for the application of international 

law in cyberspace and for adherence to norms of responsible state behaviour in order 

to maintain international peace and stability in cyberspace.

Building national cyber resilience

The strategy review also provided for an increase in EU support for building national 

cyber resilience in third countries. In order to better mobilise the EU’s collective expertise, 

a capacity-building network should be set up, comprising the Member States’ cyber 

authorities, the EEAS, COM, EU agencies, academia and civil society. For better political 

guidance and prioritisation of EU efforts in assisting third countries, Council conclusions 

on EU cyber capacity-building guidelines were adopted in 2018 as a follow-up document 

to the strategy. The universalisation of the Budapest Convention on Cybercrime would 

be a key outcome of these efforts.

Conflict prevention and stability in cyberspace

At international level, the EU will continue to promote a strategic framework for conflict 

prevention and stability in cyberspace. It will focus on the strict application in cyber-

space of international law, in particular the UN Charter and international humanitarian 

law, the full implementation of universal non-binding cyber norms, rules and principles 

of responsible state behaviour, and the development and implementation of regional 

confidence-building measures. The OSCE is the most advanced regional organisation in 

this regard, with two sets of practical transparency and cooperation measures under 

implementation.
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EU-NATO cyber-defence cooperation remains a key priority as regards ensuring 

civil-military synergies and complementarity of efforts. Priorities include fostering 

interoperability in terms of cyber-defence requirements and standards, strengthening 

cooperation on training and exercises, and harmonising training requirements. Both 

organisations will also foster cyber-defence R&T innovation cooperation and liaise on 

crisis-management-related cyber issues. The cornerstone of EU-NATO cooperation 

remains the technical arrangement on cybersecurity information sharing between  

NCIRC and CERT-EU.

The cornerstone of 
EU-NATO cooperation 
remains the technical 

arrangement on 
cybersecurity information 

sharing between NCIRC 
and CERT-EU.
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The application of international law to cyberspace is amongst the most highly  

controversial and politicised issues in international cybersecurity. This was most 

clearly illustrated in 2017, when 25 governmental experts forming the ‘United Nations 

Group of Governmental Experts on Developments in the Field of Information and Tele

communications in the Context of International Security’ (UN GGE) were unable to agree 

on the text of their joint report due to a disagreement over whether certain international 

law concepts apply in the cyber context. In the absence of a common understanding 

of the legal rules that bind the actions of states in this domain, disputes regarding the 

lawfulness of states’ cyber operations, or responses thereto, are likely to continue.

Evolution of cybersecurity as a national security issue

Cybersecurity emerged as an international security issue in 1998, when the Russian 

Federation introduced a draft resolution entitled ‘Developments in the field of information 

and telecommunications in the context of international security’ at the United Nations 

General Assembly’s First Committee.1 Upon the recommendation of the First Committee, 

the General Assembly adopted the resolution in 1999.2

1	 Russian Federation, revised draft resolution ‘Developments in the field of information and 
telecommunications in the context of international security’, U.N. Doc. A/C.1/53/L.17/Rev.1 
(2 November 1998).

2	 Developments in the field of information and telecommunications in the context of 
international security, U.N. Doc. A/RES/53/70 (4 January 1999).

1.2  International law of cyber defence

by Liis Vihul
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Although it is not directly apparent, the text is widely considered to be the first attempt 

by Russia to fashion a global regime for the control of cyber arms. Unconvinced of the 

sincerity of the Russian proposal and lacking a sense of urgency in dealing with cyber 

issues, other states treated it with relative indifference. It was only in 2007, after Estonia 

was targeted by a two-month distributed denial of service campaign, that cybersecurity, 

including the question of how international law applies to cyber activities, became a 

mainstream international relations topic.

The international community, including both states and academia, soon began to query 

whether the use of cyber capabilities to harm other states or entities was consistent with 

international law and to consider how victim states were entitled to defend themselves. 

Global discussions on those matters took place predominantly under the United Nations 

umbrella in the format of the UN GGE. In the Euro-Atlantic space, both the European 

Union and NATO issued several statements 

on the applicability of international law to 

cyber activities. Additionally, some states 

have unilaterally set out their views on the 

interpretation and application of international 

law to the cyber domain.

Insofar as academic efforts to articulate the 

legal rules governing cyber activities are 

concerned, the most comprehensive resource is 

the ‘Tallinn Manual 2.0 on the International Law 

of Cyber Operations’, produced by an interna-

tional group of legal scholars and practitioners 

at the invitation of the Tallinn-based NATO 

Cooperative Cyber Defence Centre of Excel-

lence in 2009-2017.

Liberal democracies committed to the rule of law approach the issue from the premise 

that cyber activities are subject to pre-cyber international law. In other words, to the 

extent that international law is technology-agnostic – and most of its principles and rules 

governing politico-military activities are – there is no reason to exclude cyber activities 

from its ambit. In its 2013 Cyber Security Strategy, the European Union committed 

to applying existing international law in cyberspace. Likewise, NATO’s Wales Summit 

Declaration of 2014 recognised that international law applies to cyber activities. Both 

organisations, as well as many likeminded individual countries, continue to maintain 

this position.
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Is international law applicable in cyberspace?

At the global level, in 2013 the UN GGE, which comprised national experts from 15 

nations, concurred that ‘International law, and in particular the Charter of the United 

Nations, is applicable and is essential to maintaining peace and stability and promoting an 

open, secure, peaceful and accessible ICT environment.’3 Two years later the subsequent  

UN GGE, consisting of representatives from 20 states, affirmed this position.4 Both 

groups included experts from the UN Security Council’s five permanent members and 

the reports of each were subsequently ‘noted’ and ‘welcomed’ by the UN General 

Assembly. Thus, at least as of late 2015, there appeared to be global consensus that 

cyber activities were subject to extant international law, although additional work was 

needed to understand precisely how international law governed them.

An expanded UN GGE of 25 nations met in 2016-17. Despite the broad consensus 

cited above, international law proved to be the one discussion item that ultimately 

prevented the group from reaching agreement and issuing a consensus report. This 

was significant since, up to that point, the so-called ‘Western approach’ - rejecting 

the need for a cyber treaty - had tended to dominate the international law narrative. 

Yet, this Western approach had never been universally embraced. In 2009, under the 

auspices of the Shanghai Cooperation Organisation (SCO), Russia, China, Kazakhstan, 

Kyrgyzstan, Tajikistan and Uzbekistan adopted the Agreement on Cooperation in the 

Field of International Information Security. Moreover, in 2011 and 2015, four and six 

SCO member states, respectively, submitted an ‘International code of conduct for 

information security’ to the UN General Assembly for adoption. Although the voluntary 

code was never adopted by the General Assembly, it suggested that the UN should 

play a prominent role in ‘encouraging the development of international legal norms for 

information security,’5  thereby making it clear that, in the estimation of Russia, China, 

and their likeminded partners, extant international law was inadequate to govern the 

cyber domain.

During the 2016-17 UN GGE, Russia and China did not deny the applicability of inter-

national law to cyber activities, since doing so would have directly contradicted their 

earlier position. The liberal democracies in the UN GGE nevertheless took the view that 

3	 Report of the Group of Governmental Experts on Developments in the Field of Information 
and Telecommunications in the Context of International Security, paragraph 19, U.N. Doc. 
A/68/98 (24 June 2013).

4	 Report of the Group of Governmental Experts on Developments in the Field of Information 
and Telecommunications in the Context of International Security, paragraphs 24-29, U.N. 
Doc. A/70/174 (22 July 2015).

5	 Letter from the Permanent Representatives of China, Kazakhstan, Kyrgyzstan, the Russian 
Federation, Tajikistan and Uzbekistan to the United Nations Addressed to the Secre-
tary-General, paragraph 2(12), U.N. Doc. A/69/723 (13 January 2015).
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the opposition to the report’s text regarding international law undid previous progress. 

Accordingly, consensus could not be achieved and the fifth UN GGE collapsed.

Today, it is difficult to clearly identify where the international community stands with 

respect to applying international law in the cyber domain. On the macro level, liberal 

democracies are likely to continue to insist on the applicability of existing law, while 

refusing to open the door to cyber treaty negotiations. Yet, for extant law to play a 

meaningful role in preventing cyber conflict and ensuring international peace and security, 

mere acceptance that the law applies will not suffice. In particular, states will need to 

articulate the parameters of certain key international law rules and principles more 

clearly. Some of those rules and principles have been accepted by all states, whereas 

others have prompted heated debates within the UN GGE. This obstacle aside, the 

broader question is where Russia, China and their likeminded partners are going with 

their apparent desire to craft new legal rules, in particular a treaty regime.

The normative significance of sovereignty

With respect to the uncertainty regarding the substantive rules of international law, 

one of the most-referenced international law concepts in the 2013 and 2015 UN GGE 

reports is that of sovereignty. As such, at least on the surface, sovereignty appears 

uncontroversial. Yet states understand ‘sovereignty’ in different ways: this facilitates 

references to sovereignty in the consensus reports, but renders its practical application 

difficult. Authoritarian and other states that are concerned about the transmission of 

information from foreign sources into, or made available in, their territories generally 

interpret sovereignty as a right to be free from outside interference and influence. For 

them, sovereignty protects their so-called information space.

At the Cyber Conference 
2018 in Tallinn, one 

panel was dedicated 
to international law in 

cyberspace. In the picture: 
Mr Erki Kodar, Ms Liis Vihul, 

Ms Ianneke Borgersen 
Karlsen and Dr Asaf Lubin.
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For liberal democracies, such an understanding of sovereignty is unacceptable from 

a policy perspective because it is contrary to their commitment to human rights, in 

particular freedom of expression. Rather, liberal democracies view sovereignty as a 

foundational principle of international law. It entails sovereign equality, whereby all 

states are equal before the law. Other international law rules and principles, such as 

the rules regarding jurisdiction, the prohibition of intervention, and the obligation of 

due diligence are also derived from the principle of sovereignty.

From an operational perspective, the most pressing question with regard to sovereignty 

is whether it acts as a stand-alone legal ‘rule’ that places substantive limits on states’ 

cyber activities. This issue has been addressed in some detail by academics, but only 

by a handful of states thus far. If, as in the United Kingdom, it is decided that this is 

not the case, the threshold at which offensive cyber activities violate international law 

will be relatively high: unless they constitute a prohibited intervention or use of force, 

they are likely to be held as lawful. According to the opposing view, certain cyber 

operations that would not amount to an unlawful intervention or use of force, may 

nevertheless constitute a violation of sovereignty. The first position legitimises many 

cyber operations that would be qualified as unlawful according to the second. Thus, 

while the former provides greater operational leeway, the latter can be said to contribute 

more meaningfully to cyber stability by requiring greater restraint on the part of states.

A derivative of the principle of sovereignty, the obligation of due diligence, is likewise 

controversial. The obligation requires that states do not knowingly allow the use of their 

territories for cyber activities that are harmful to other states. Should a malicious cyber 

activity that seriously harms another state be underway, the territorial state would be 

obligated to take all reasonably available measures to put an end to the cyber operation. 

Several major cyber powers, including Russia, China, the United States and the United 

Kingdom, appear hesitant to accept or even reject the legally binding nature of the due 

diligence obligation. However, numerous others, including France, Germany, Finland, the 

Netherlands and Spain, recognise due diligence as an international law rule. Neverthe-

less, while states disagree over whether due diligence forms a part of the corpus of 

international law, they seem to agree that, as a policy matter, it is desirable for states 

to take action vis-à-vis malicious cyber activities that originate from their territories. 

This was affirmed in the 2015 UN GGE report, which stated that ‘States should not 

knowingly allow their territory to be used for internationally wrongful acts using ICTs.’6

6	 Report of the Group of Governmental Experts on Developments in the Field of Information 
and Telecommunications in the Context of International Security, paragraph 13(c),  
U.N. Doc. A/70/174 (22 July 2015).
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The applicability of two further international law rules that stem from the principle 

of sovereignty, the prohibition of intervention and prohibition of the use of force, is 

uncontested in the cyber context. According to the former, states are not allowed 

to coercively interfere in the internal or external affairs of other states. This would 

be the case, for instance, if election results in another country were altered by cyber 

means. The prohibition of the use of force, a customary international law rule codified 

in Article 2(4) of the UN Charter, is generally understood to at least proscribe states’ 

cyber operations where such operations result in injury to or the death of persons, or 

physical damage or the destruction of objects. With regard to damage, states that have 

addressed the matter publicly appear to be comfortable extending the prohibition beyond 

physical consequences, although they have not definitively set forth their threshold of 

unlawfulness with respect to non-physical consequences.

Countermeasures

Whereas a degree of controversy surrounds the aforementioned international law 

obligations, certain key rights are even more contentious. In particular, disagreement over 

whether states are permitted to engage in ‘countermeasures’ in response to unlawful 

cyber activities, or act in self-defence when subjected to cyber ‘armed attacks’ - topics 

that had proven to be difficult discussion points in earlier UN GGE sessions - led in part 

to the collapse of the GGE’s most recent iteration.

Countermeasures are acts that would otherwise be unlawful, but are deemed not to be 

unlawful to the extent that they are undertaken in the context of a response to another 

state’s unlawful conduct. They are a means of self-help designed to enable a state that 

has suffered from a violation of the law to return the situation to one of lawfulness. By 

way of example, if a state has unlawfully intervened in another state’s internal affairs by 

directing a large-scale distributed denial of service operation against its governmental 

information systems during an ongoing referendum, the target state is entitled to 

employ countermeasures in order to induce the wrongdoing state to terminate the cyber 

operations in question. The countermeasure in such a situation could entail a ‘hack back’ 

that would otherwise be unlawful, or, for instance, denying the malicious state’s civil 

aircraft landing or overflight rights that the victim state would otherwise be obliged to 

confer pursuant to an international agreement.

Self defence

Provided for in Article 51 of the UN Charter, a state’s right to self defence arises in the 

cyber context when a hostile cyber operation amounts to an ‘armed attack’. An armed 

attack is generally considered to be a higher threshold than that of the use of force: 



33 Strategies, policies and concepts

only ‘the most grave’ use of force constitutes an armed attack. In other words, the 

injury, death, damage, or destruction that a malicious cyber operation results in must 

be significant. Faced with a cyber armed attack, the victim state is permitted to resort 

to force, including cyber operations at the ‘use of force’ level, to defend itself.

Despite the fact that both countermeasures and self defence are permissible only in 

exceptional circumstances and subject to numerous restrictions, some states refuse to 

acknowledge their applicability in the cyber context. The debate over their applicability 

has become highly politicised. Most ‘Western powers’ see a deterrent value in a common 

understanding that certain malicious cyber operations may be met with robust responses. 

Other states view insistence on the recognition of countermeasures and self-defence as 

an attempt to legitimise their potential responses to what they perceive to be malicious 

cyber activity.

‘Nothing in the present Charter shall impair the inherent right of individual or collective 

self-defence if an armed attack occurs against a Member of the United Nations, until 

the Security Council has taken measures necessary to maintain international peace and 

security. Measures taken by Members in the exercise of this right of self-defence shall be 

immediately reported to the Security Council and shall not in any way affect the authority 

and responsibility of the Security Council under the present Charter to take at any time such 

action as it deems necessary in order to maintain or restore international peace and security.’ 

Art. 51 of the UN Charter, Chapter VII — Action with respect to Threats to the Peace, 

Breaches of the Peace, and Acts of Aggression.

Applicability of international humanitarian law

Finally, a debate that is devoid of legal merit, but which nevertheless persists in 

cyber diplomacy, concerns the applicability of international humanitarian law to cyber 

operations conducted during armed conflicts. Cyber operations will increasingly manifest 

on the battlefield, as illustrated, for instance, by Israel’s alleged manipulation of the 

Syrian air defence system in 2007 as part of Operation Orchard/Operation Out of the 

Box, Russia’s use of cyber operations in its ongoing armed conflict in Ukraine and its 

conflict with Georgia in 2008, and the United Kingdom and the United States’ cyber 

operations against Da’esh. Because they occurred in the context of either international 

or non-international armed conflicts, all were governed by international humanitarian law. 

Countries that object to the applicability of international humanitarian law allege that its 

endorsement legitimises cyber warfare. They contend that, rather than focusing on how 

to wage wars, states should focus on preventing them. This line of argument ignores the 

reality that wars do break out and that limits must be imposed on the cyber operations 

that are certain to occur as a result thereof.
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Despite the fact that the 2016-17 UN GGE was unsuccessful, primarily due to 

disagreements over international law, discussions at the multilateral level are likely  

to continue. The challenge for states committed to the rule of law will be to 

maintain the current international legal architecture and prevent its further erosion.  

Additionally, those states hoping to reduce the range of cyber activity must be more 

open to accepting the obligations of international law, such as due diligence, restrictions 

on their own cyber activities, and the requirement to respect the sovereignty of other 

states. Finally, all states, whether acting unilaterally or via international organisations, 

must be more forthcoming as to their interpretation of international law in the cyber 

context if international law is to have a meaningful effect in cyberspace.
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1.3  Military concept for cyber defence in CSDP

by Neil Powell

In our everyday lives, we have become increasingly aware of the prevalence of cyber 

threats, be they from criminals or hacktivists or potentially state-sponsored. Major 

incidents such as the distributed denial-of-service (DDoS) attack on the managed 

DNS provider Dyn in October 2016, which left several major US and European sites, 

including PayPal, Spotify, and Twitter, inaccessible for hours, and the global ‘WannaCry’ 

ransomware attack in June 2017 have highlighted vulnerabilities and the wide-ranging 

effects of attacks through cyberspace. 

From a military perspective, communication and information systems (CIS) are a critical 

enabler for all operational domains and nearly every capability has become dependent 

on the confidentiality, integrity and availability of ICT-based systems. The use of and 

open access to a safe and secure cyberspace (mostly seen as the internet) is also 

fundamental and critical for EU CSDP operations and missions. Operational success and 

mission assurance are reliant on having available functioning and uncontested CIS. At 

the same time, various kinds of adversaries are conducting cyber operations directly 

or indirectly against the EU’s critical communications networks (including missions and 

operations) to impair the functioning and decision-making ability of CSDP structures. 

Therefore, appropriate cyber measures and capabilities have to be put in place to face 

and counter these threats. Cyber resilience and preparedness is a major task for CSDP 

operations and missions.
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The EU cyber defence concept

The EUMS, as the EU and EEAS’ provider of military expertise, developed a new version 

of the EU Concept for Cyber Defence for Military Operations and Missions, which was 

endorsed by the EUMC in November 2016. The aim of the concept was to reflect the 

specific organisational and procedural aspects of military planning and military force 

generation as well as addressing the requirements for MS’ provision of cyber capabilities 

for CSDP activities. Subsequently, a complementary concept for the implementation of 

cybersecurity for civilian missions was developed by the Civilian Planning and Conduct 

Capability (CPCC). In September 2017, the European Commission and EEAS issued a 

Joint Communication entitled ‘Resilience, Deterrence and Defence: Building strong cyber

security for the EU’. This was, in essence, a significant update to the original 2013 EU 

Cybersecurity Strategy affirming, inter alia, the importance of cyber resilience for CSDP.

Before proceeding, it is useful to understand that the EU and the EEAS use the term 

‘cybersecurity’ as a general term primarily related to the civilian context, whereas ‘cyber 

defence’ is generally used for military cyber aspects. Nevertheless, the two concepts are 

closely connected as they address the same threats, follow the same basic principles 

and require similar measures and procedures.

Cyber defence in planning 

The first principle for ensuring effective cyber security and defence is to consider cyber 

aspects as early as possible within the EU’s crisis management and planning processes. 

Cyber aspects must therefore be included in the overall threat evaluation when planning 

a potential operation or mission. Cyber threat intelligence should be provided by the EU’s 

strategic intelligence structures, based around EEAS INTCEN, including the Hybrid Fusion 

Cell, and the EUMS Intelligence Directorate, and supported by information sharing with 

other trusted organisations; these could include the EU’s cyber information hub (CERT 

EU), military partners, such as NATO, and of course MS’ own cyber information providers.

Together with intelligence experts, the EUMS cyber defence team will assess the 

information provided and support the operation/mission planning teams, inserting a 

cyber narrative into initial planning documents (notably the Crisis Management Concept 

and the Initiating Military Directive). This provides a sound basis for further detailed 

planning by the designated operation or mission commander and their staff – supported 

by further intelligence and a more in-depth analysis of threats and risks from cyberspace 

in the area of operations. The commander is then able to make an informed decision 

on the importance of cyber defence and to define, in the concept of operations and 

the operation or mission plan, how an effective defence against potential threats from 
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cyberspace can be achieved. The necessary resources and capabilities can then be 

requested to ensure the resilience and protection of the enabling CSDP IT systems and 

networks. 

As the EUMS does not provide or deploy any operational cyber capabilities, these must 

first be requested from MS supporting the CSDP activity through the force generation 

process. If MS are unable to provide the required expertise or systems, other options, 

including requesting EU partners’ assistance or outsourcing to commercial providers, 

will need to be considered.

Cyber defence in conduct 

The implementation of cyber defence in CSDP involves much more than simply 

providing some protection mechanisms in the networks. The term ‘capabilities’ has 

therefore been considered in the Cyber Defence Concept in a broader context, covering 

doctrinal, organisational, training/exercise, material, leadership, personnel, facilities 

and interoperability aspects (using the DOTMLPF-I scheme). Besides ‘simple’ material 

protection it is primarily concerned with the preparation of systems, structures, 

procedures and, in particular, the personnel involved, in order to ensure their awareness 

Cyber defence organisation within the Common Security and Defence Policy.
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of and education on threats from cyberspace. This cyber resilience and the related 

capabilities must be established and sustained so that they are available, tested and 

able to deploy prior to the start of any planning process for a new operation or mission.

As during the planning phase, organisational elements and procedures to ensure effective 

cyber defence must also be put in place during the conduct phase of operations and 

missions. Therefore, structures known as ‘cyber cells’ should be established within every 

OHQ/FHQ, to provide a continuous assessment of the cyber threat information received 

from the supporting intelligence structures. A cyber cell should advise decision-makers 

in the HQ, providing agreed and appropriate actions or reactions. Therefore, the cells 

work closely with the security operation centres (SOCs), which are responsible for 

running the risk management for the mission’s networks, observing the networks and 

identifying, prioritising and mitigating risks. Standard operating procedures (SOPs) are 

needed to complement these organisational elements, and will ensure that both the 

strategic and the operational level of missions and operations act and react in a timely 

and effective manner.

Military command 
and control 
structures.
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There is also an important distinction between CSDP military operations and missions. 

For an operation, an OHQ will be nominated from one of the permanently offered HQs 

by certain MS (or NATO under Berlin+ arrangements). The relevant MS will then be 

responsible, inter alia, for the establishment and support of appropriate cyber-defence 

measures for the OHQ and subordinate FHQs. However, with the formation of the 

Military Planning and Conduct Capability (MPCC) in 2017, within the EUMS structure, 

the MPCC Director (the second hat of DG EUMS) is now responsible for military missions 

and therefore for ensuring that cyber-defence aspects are properly addressed for the 

HQ, in Brussels, as well as for subordinate mission force HQs (MFHQs).  

Next steps for cyber defence in CSDP 

Capability development

The Cyber Defence Concept addresses various aspects of an effective cyber-defence 

capability at a high level and this has to be translated into actionable work packages. 

One major aspect is the development of more tangible requirements and cyber 

capability packages which can be implemented by potential providers – including MS 

and commercial providers. During the major work to develop the new Requirements 

Catalogue (2017), which is used to identify the full range of CSDP military requirements 

across a number of illustrative scenarios, the need for cyber-defence capabilities emerged 

as a high priority.

Subsequently, this has provided the basis for the development of specific cyber-defence 

capabilities led and supported by studies carried out by the European Defence Agency 

(EDA) and its cyber-defence project team. In addition, specific cyber-defence capabilities 

have been proposed for development by MS through the permanent structured 

cooperation (PESCO) initiative.
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SOP development

Whilst the Cyber Defence Concept provides the basic understanding for appropriate 

preparatory actions and responses to cyber threats, the next step is to develop SOPs 

between the EUMS and operational stakeholders at HQ level. Consequently, the 

development of the EU ‘Standard Operating Procedure (SOP) for Cyber Defence at HQ 

Level’ has already started under the lead of the EUMS and is expected to be completed 

by the end of 2018. The SOP is based on lessons identified in various EU military 

operations and missions and best practices derived from other organisations. Its aim 

is to provide a set of procedures and best practice examples which will be valid for all 

HQ levels and for all phases of an operation/mission. A core element of this SOP is a 

‘Cyber Incident Response and Reporting Regime’ which will include: detailed guidance 

and examples on how to establish a Cyber Defence Organisation for CSDP and how 

to prepare for, detect and analyse, react to and recover from cyber incidents; a Cyber 

Incident Criticality Matrix; and a structured and mandatory reporting mechanism for 

cyber incidents, coherent with civilian missions and other EU institutions.

Education, training and exercises

The most important aspect of resilience is to prepare the people involved, since the 

human element is the most common ‘cyber-vulnerability’. Consequently, education, 

training and exercises are essential components of cyber resilience. This not only includes 

basic education for ICT users and training for deep specialists (‘the geeks’) but also 

training for others who need to better understand the cyber environment for CSDP. 

This includes decision-makers, operational planners and legal and political advisers. 
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Consequently, with the support of the EUMS and the MS, the Cyber Discipline within 

the EU Military Training Working Group, the European Security and Defence College 

(ESDC) and the EDA are working together on new initiatives to design, develop, conduct 

and evaluate training activities and exercises; these range from awareness training 

up to courses for high-level decision-makers. There is also now a clear expectation in 

exercises, such as the MILEX annual exercises, that cyber play will be a key component. 

Cooperation with partners

Cooperation with civilian and military partners is essential, to share information and 

exchange ideas. While cyber expertise from industry and academia is linked into the 

processes mainly by the EDA and the ESDC, the EUMS interacts closely with NATO on 

military aspects of cyber defence both informally as well as formally via the EU-NATO 

Joint Declaration Implementation Plan, adopted by Council conclusions in December 

2016. This gives huge impetus not only to the common use and development of training 

and exercises by the two organisations, but also to exchanges and involvement in cyber 

policy work and cyber information sharing, to increase synergies, avoid duplication and 

allow the organisations to understand each other’s mechanisms. The EU-NATO Parallel 

and Coordinated Exercises (PACE) also have cyber security and defence as essential 

components for exercise play. Furthermore, mutual participation in cyber-focused 

exercises including the ENISA-organised CYBER EUROPE and NATO CYBER COALITION 

has now started.
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Conclusion

The success of cyber security and defence in CSDP operations and missions remains 

dependent on a combination of state-of-the-art technology, organised and effective 

structures and procedures and, of course, educated, aware and competent staff. These 

capabilities will need continual investment to maintain their effectiveness. Moreover, in 

this dynamic and evolving environment, these capabilities need to be underpinned by 

close cooperation and information-sharing, both with external partners, such as NATO, 

and internally across MS and other EU institutions. Taken together, this will provide the 

basis for strong cyber resilience for CSDP: being prepared to deter and counter cyber 

threats and also able to respond and recover quickly and effectively in order to ensure 

operational effectiveness.

Cyber resilience for CSDP 
means: being prepared 

to deter and counter 
cyber threats and able to 

respond and recover quickly 
and effectively to assure 

operational effectiveness.
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1.4  Integrating cybersecurity in civilian CSDP missions

In the last few years we have all experienced the recurrent feeling of living in a digital 

age, where everything is connected and needs to be synchronised online: we are more 

and more dependent on internet services in our offices, when we travel and in our private 

life. That is clearly bringing many economic benefits and faster communications, though 

also new risks which need to be taken into account properly.

The European Union started working on countering those risks back in 2013 with the 

first EU Cybersecurity Strategy. Since then a number of directives have been drafted to 

translate the general strategy into the various EU policy areas with their more specific 

and operational requirements. One of the first areas was the EU’s Common Security and 

Defence Policy activities, which include civilian and military missions and operations. 

As soon as 2014 the European External Action Service (EEAS) developed the EU Cyber 

Defence Policy Framework (CDPF), which has been the main guide for strengthening 

cyber defence resilience and capabilities in the CSDP through the introduction of better 

governance for the different stakeholders working in the EEAS universe.

by Enrico Introini

The EU’s mission 
personnel as well as 
the host country’s 
personnel must receive 
continuous training to 
develop the necessary 
level of preparedness 
and cyber resilience.
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It also quickly became clear that the specific characteristics of military and civilian 

missions required further work on adapting the general policy and associated require-

ments to the environment and governance specific to CSDP missions. In November 2016, 

the ‘EU Concept on Cyber Defence for EU-led Military Operations and Missions’ was the 

first attempt to tackle the need for specific guidelines to strengthen the capabilities of 

CSDP military missions and operations in cyber defence.

There was still the need to cover the specific nature of civilian CSDP activities and their 

different needs in terms of cybersecurity to those of military missions. In order to meet 

this need during 2017, the EEAS working document ‘Integrating cyber security in the 

planning and conduct of civilian CSDP missions’ was drafted and eventually endorsed 

by the Political and Security Committee (PSC) on 12 July 2017.

EU concept paper on cybersecurity in civilian missions

The EEAS working document on integrating cybersecurity in civilian missions mainly 

complements the concept paper on military CSDP (cyber defence in EU-led military 

operations and missions), by highlighting the importance of translating high-level 

commitments to strong cybersecurity into concrete operational steps. The aim of the 

concept paper is to set the parameters for enhanced cybersecurity in civilian missions 

and promote a greater emphasis on cyber issues from mission planning right through 

to execution.
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Many of the challenges addressed in the military concept are also applicable to civilian 

missions and so have been discussed in the document, such as the need for cyber 

intelligence and cyber threat analysis, for integrating cybersecurity in the planning 

and conduct of missions and operations, for developing appropriate networks and 

technologies, and for training.

There are also some significant differences, of course, like the fact that Member States 

are responsible for providing equipment in military operations, whereas civilian missions 

acquire equipment through the CFSP budget. On the military side, the lead nation ensures 

that the CIS used in a given mission meets a certain minimum level of interoperability 

and security requirements, while this is not yet the case in all civilian missions. Another 

difference is that there is no single interconnected network for civilian CSDP missions, 

but a collection of separate and standalone CIS, one for each mission.

The vision behind the document is that strategic planners and heads of mission should 

first be able to identify areas where cyber-attacks may impair mission conduct, security 

of personnel or fulfilment of mission mandates and then ensure that necessary steps 

are taken to provide the mission with the capabilities to prevent, react, mitigate and 

recover quickly from such attacks.

Cyber intelligence and cyber threat assessment

Intelligence reports with information about cyber threats that a mission could possibly 

face should be an integral part of the preparation phase before the mission is launched. 

In the CSDP area, the main providers of this type of information are the EEAS INTCEN, 

the Intelligence Directorate of the EU Military Staff (EUMS) and the Hybrid Fusion Cell, 

all acting together in the Single Intelligence Analysis Capability (SIAC) format. They are 

supported by Member States’ intelligence structures, CERT-EU expertise and information 

about cyber threats.

A cyber threat assessment should be available early in the planning phase to define a 

cybersecurity risk profile that will help with determining the needs of the mission in terms 

of setting up the correct cyber protection. This analysis should include the presence of 

hostile actors and their cyber capabilities in the area where the mission will operate. 

As a first step the general regional threat assessment that INTCEN provides about the 

security in the area of operations of the CSDP mission should include an assessment of 

the cyber threats with an indication of the threat level.
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Cybersecurity in the planning process

It is very important to start considering the cybersecurity requirements as soon as 

possible from the beginning of the planning process. The main reason is to have 

cyber aspects included in the CSDP planning documents and in particular in the crisis 

management procedures. The analysis to assess the security situation and required 

measures should include an evaluation of the requirements for cybersecurity based on 

input from INTCEN.

Afterwards, the budget impact statement (BIS) should include details of the cyber threat 

level and the overall security situation (based on a cyber threat assessment), the required 

level of classification for communications, the required level of protection of information 

assets and the interoperability and classification levels needed for cooperation with 

other international stakeholders (EU DEL, Europol, Frontex, military CSDP operations/

missions). All those details and requirements will help in establishing the mission’s needs 

in terms of cybersecurity and their budgetary impact.

In order to implement cybersecurity best practices at mission level, it could be helpful  

to introduce further cyber-related requirements directly in the operation plan (OPLAN), 

one of the main planning instruments for each mission. This will in turn require designating 

a focal point for cybersecurity in each mission, establishing pre-deployment training 

including cyber awareness elements, defining general procedures for all staff members 

concerning cybersecurity and an SOP on cyber hygiene, or requesting the establishment 

of a communication plan for cybersecurity incidents and the creation of an SOP for 

incident reporting. 

Cybersecurity in the conduct phase

In general, the new and continuous developments in the cyber area, such as zero-day 

vulnerabilities, exposure of weaknesses in CIS components, new modes of attack and new 

methods of protection, mean that the parties involved need to follow these developments 

closely through continuous training, so that they can develop the necessary level of 

preparedness and cyber resilience.

Handling of EU classified information (EUCI) requires providing physical security for the 

civilian mission premises corresponding to the given level of classification. In particular, 

EUCI data must be stored in accordance with the security rules of the EEAS applicable to 

each classification level  and this should be reflected in the architecture of the mission’s 

network (e.g. segregation of networks using physical and logical architectures). 
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A number of technical requirements and basic architectural design considerations should 

be implemented following the agreed IT security standards set out inter alia in Council 

document 10578/12 ‘Information Assurance Security Guidelines on Network Defence’. 

These include the need to protect the local intranet from a direct connection to the 

internet, the need for a network-wide strong password policy, the requirement to have 

an accurate and updated inventory of permitted IT equipment and software, the need 

for a unique sign-on mechanism covering all the systems used, permanent monitoring 

of all logging on to the network and proper procedures for the arrival and departure of 

normal and privileged users.

These will always be non-exhaustive requirements, which is why the concept paper 

recommends also putting in place all feasible technical protection measures, including 

device-oriented and boundary-oriented methods for intrusion detection and intrusion 

prevention, security-hardened firewalls, web filtering against dangerous content and a 

malware and antivirus protection policy on removable media. Another important point 
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tackled in the EEAS working paper is the establishment of a regular campaign on security 

audits, penetration testing, application vulnerability assessment, and security awareness 

raising for mission staff.

Security governance is also important in the conduct phase, so a business continuity 

plan (BCP) and a disaster recovery plan should be developed and implemented to ensure 

the continuation of the mission and rapid recovery in the event of a disaster occurring. 

Cyber attacks and incidents should be analysed and associated standard operating 

procedures (SOPs) are needed in order to provide appropriate reporting to the relevant 

hierarchy and to the broader EU cyber community.

As regards the implementation of technical protection measures in mission networks, 

further collaboration and support could be sought through the advanced services offered 

by CERT-EU, which could progressively be extended to cover all civilian missions. It is 

also understood that the CIS and the measures to ensure cybersecurity in the mission 

itself will often be provided in the form of contracted services, including in the fields 

of cyber threat intelligence, penetration testing and vulnerability assessment, security 

audit, monitoring services and logging analysis. Any such purchased services must 

comply with the standards and requirements needed by the CSDP structures, including 

civilian missions, and must in all circumstances operate under the appropriate EU security 

Awareness of 
cybersecurity 

will not be enough 
if the right equipment 

is not available.
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clearances. In the longer run the needs of civilian CSDP missions could be included in 

ongoing work with the EUMS on civ-mil cooperation aimed at establishing security 

standards and minimum requirements for CIS networks and interconnected IT systems.

Way ahead

The 10 civilian missions currently active are independent legal entities with their own 

budget and independent IT network (not interconnected with those of other missions). 

The Civilian Planning and Conduct Capability (CPCC) in the EEAS holds the main 

responsibility for the planning and conduct of CSDP civilian missions and one of its  

current objectives is to harmonise and standardise the IT architecture and the 

cybersecurity posture of CSDP missions. This objective is complex mainly owing to the 

governance and budgetary constraints related to the CSDP missions that have, over 

the years, produced a range of different IT architectures and cyber security solutions.

The work of standardisation was started in 2018, through a cybersecurity survey in 

the missions aimed at establishing a central inventory of the different solutions and 

equipment used in the cybersecurity area. The CPCC is also involved in the work on 

establishing a cybersecurity capability maturity model (C2M2), which would be offered 

as a service under the inter-institutional cyber framework contract to all European 

institutions and would be a powerful tool for measuring and then harmonising the 

different levels of cybersecurity maturity in CSDP civilian missions.

Civilian CSDP missions 
have established security 
standards and minimum 
requirements for CIS 
networks and 
interconnected 
IT systems.

Ph
ot

o:
 E

ur
op

ea
n 

U
ni

on
 /

 E
U

BA
M

 2
01

8



Handbook on Cybersecurity50

The EEAS concept paper on cybersecurity for civilian missions has suggested creating  

a focal point for cyber issues in the CPCC structure to ensure that cybersecurity in 

missions is planned, implemented and monitored in a satisfactory manner. In line with 

this, the CPCC appointed a new officer in September 2017 who deals mainly with 

cyber-defence capabilities enforcement and cybersecurity coordination for civilian 

missions. According to the concept paper, there is also a need to designate focal points 

for cybersecurity in each civilian mission embedded in the mission security department 

structure; based on this advice, a number of missions have already nominated their 

local focal point. In the longer run, consideration should be given to creating dedicated 

‘cyber cells’ in the context of civilian crisis management both at HQ and mission level.

During the last months of 2017, the CPCC supported the adoption of the new inter-

institutional cyber framework contract within all missions, thereby making CSDP 

civilian missions formal participants in the contract. The CPCC has been monitoring the 

harmonisation of its use in the different missions. A number of civilian missions already 

procured a number of services (IT security audits, cybersecurity products and services) 

under this framework contract during 2018. 

A number of missions have already signed a specific service level agreement (SLA) 

with CERT-EU in order to benefit from their advanced services of network surveillance, 

penetration testing and incident handling. The CPCC will promote and support the 

spreading of CERT-EU advanced services amongst all the other civilian missions in  

the next few years.

CPCC’s objective is 
to harmonise and standardise 

the IT architecture and 
cybersecurity posture.
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The implementation of the measures suggested in the concept paper ‘Integrating cyber 

security in the planning and conduct of civilian CSDP missions’ is also progressing thanks 

to the current review of the OPLAN of civilian missions and the inclusion of a special 

paragraph related to cybersecurity. This new paragraph has already been inserted in  

the updated OPLAN of several missions and the process will be extended to other 

missions in the coming months.

Significant improvements have also been secured on cybersecurity governance at HQ 

level, with the civilian CSDP missions permanently represented in the EEAS Cyber Task 

Force and in the EEAS Cyber Governance Mechanism. This will definitely help with 

presenting the needs and requirements of civilian CSDP missions at corporate level, 

with a view to including them in the global governance of cybersecurity at European 

level. Several benefits could derive from this inclusion, including the possibility to 

extend standardised procedures on incident management, participation in European 

cybersecurity exercises for civilian CSDP missions, access to jointly developed cyber-

awareness or technical cyber security online training, better inclusion of civilian CSDP 

missions in common cybersecurity projects (e.g. the USB Kiosk sanitising project, and 

next-generation classified networks projects).
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1.5  Cyber resilience as a key challenge for the 
EU and its Member States

by Arnold Kammel

Connected society and the Internet of Things (IoT) continue to challenge the status quo 

of information security practices for states and citizens. The number of transactions 

conducted via the internet is steadily increasing, with millions of citizens participating 

and making use of the possibilities of the virtual world. However, besides its positive 

impact on the daily lives of citizens, the misuse and vulnerability of the internet have 

gained importance for policy-makers including within the EU policy framework, and the 

concept of cybersecurity has become an issue. Already in 2008, the Implementation 

Report on the European Security Strategy named cybersecurity as a key challenge and 

called for a comprehensive EU approach.1 Today, as cybersecurity incidents such as 

1	 Report on the implementation of the European Security Strategy, ‘Providing Security in a 
Changing World’, S407/08, 5.
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malicious attacks are increasing rapidly, cyberspace appears more and more vulnerable. 

Cybercrime is consistently listed as a top concern of CEOs worldwide. According to the 

European Commission, in 2016 there were more than 4 000 ransomware attacks per 

day and 80 % of European companies experienced at least one cybersecurity incident. 

The economic impact of cybercrime has risen five-fold over the past four years alone.2

Generally it can be witnessed that cyber-attacks are not only increasing in number 

but also in sophistication. Contrary to that development, awareness and knowledge of 

cybersecurity is still insufficient. 51 % of European citizens feel uninformed about cyber 

threats and more than two thirds of companies have no basic understanding of their 

exposure to cyber risks.3

For years, the threat of being a victim of a cyber-attack was either ignored or was 

addressed simply with basic IT solutions, such as antivirus or anti-malware programs and 

firewalls. As cyber incidents became more evident, organisations responded with more 

investment in prevention, which meant developing more robust IT solutions designed 

to keep malware and other malicious activities out of networks and to avoid a possible 

total blackout of not only the IT, but also possibly critical, infrastructure. However, it has 

become obvious that measures related to cybersecurity alone are not enough, and cyber 

resilience has become a key topic. The idea of resilience is an analysis of what happens 

before, during and after a digitally networked system encounters a threat. Having 

resilient systems therefore means being able to prepare for, withstand, rapidly recover 

and learn from deliberate attacks or accidental events in the online world. Cybersecurity 

is therefore an important element of resilience; however, cyber-resilient organisations 

recognise that operating safely online goes far beyond just technical measures.

2	 http://europa.eu/rapid/press-release_IP-17-3193_en.htm
3	 http://www.consilium.europa.eu/en/policies/cyber-security/
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The EU’s approach to cyber resilience – an overview 

In a more interconnected and globalised world, cyberspace does not stop at national 

borders either and thus no Member State is able to tackle the challenge of cyber-attacks 

and crimes on its own. The EU therefore provides a logical and efficient solution to the 

challenge facing Member States of how to best tackle cybersecurity threats.4

Institutionally, this approach was followed mainly by the setting up of the European 

Network and Information Security Agency (ENISA) in 2004 and the European Cybercrime 

Centre (EC3) at Europol in 2013. In the same year, the EU adopted its first cybersecurity 

strategy5 aiming to improve the resilience of both the public and private sector to cyber 

threats by encouraging a higher degree of cooperation between all stakeholders, greater 

investment in national and private-sector capacities to respond to attacks, further 

development of cyber-defence capabilities, and increased engagement with international 

partners. From that time on, cybersecurity has been among the EU’s top priorities in the 

political field. The strategy presents five key priorities:

1.	 increase cyber resilience

2.	 drastically reduce cybercrime;

3.	 develop EU cyber-defence policy and capabilities;

4.	 develop the industrial and technological resources for cybersecurity;

5.	 establish an international cyberspace policy for the EU and promote core EU values.6

The cybersecurity strategy was complemented by the European Agenda on Security 

2015-2020, which set the fight against cybercrime as one of its three priorities. Also, the 

EU Global Strategy focuses, among other things, on building cyber resilience, including 

through strong cooperation with partners such as NATO.

Furthermore, in September 2017, a Joint Communication by the European Commission 

and the HR entitled ‘Resilience, Deterrence and Defence: Building strong cybersecurity 

for the EU’7 was published, calling for strong cyber resilience. In order to properly deal 

with this challenge, more robust and effective structures to promote cybersecurity and 

4	 Council of the European Union. (16 March 2005). Council Framework Decision on Attacks 
against Information Systems. Official Journal of the European Union. L 69/67.

5	 European Commission and HR. (2013). Joint Communication to the European Parliament, 
the Council, the European Economic and Social Committee and the Committee of the 
Regions. Cybersecurity Strategy of the European Union: An Open, Safe and Secure Cyber-
space. JOIN (2013) 1 final.

6	 European Commission, ‘EU Cybersecurity Initiatives - Working towards a More Secure 
Online Environment’, 2 January 2017, http://ec.europa.eu/information_society/newsroom/
image/document/2017-3/factsheet_cybersecurity_update_january_2017_41543.pdf.
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to respond to cyber-attacks in the Member States but also in the EU’s own institutions, 

agencies and bodies are therefore needed. A more comprehensive, cross-policy approach 

to building cyber resilience and strategic autonomy is also required, with a strong digital 

single market, major advances in the EU’s technological capability, and far greater 

numbers of skilled experts.

In June 2018, the Council agreed on an upgrade of the current European Union Agency for 

Network and Information Security (ENISA) into a permanent EU agency for cybersecurity 

as well as on a mechanism for setting up common European cybersecurity certification 

schemes for specific ICT processes, products and services.

In addition to the cybersecurity dimension, an important decision improving the criminal 

law response to cyber-attacks was taken with the adoption in 2013 of the Directive on 

attacks against information systems.8 The Directive contains minimum rules concerning 

the definition of criminal offences and sanctions in the area of attacks against information 

systems and provides for operational measures to improve cooperation between 

authorities, thus facilitating cross-border cooperation by law enforcement authorities.  

Furthermore, a blueprint for how Europe and Member States can respond quickly, 

operationally and jointly in the event of a large-scale cyber-attack was recommended 

in 2017. It sets out the objectives and modes of cooperation between the Member States 

and EU institutions in responding to such incidents and crises.

7	 European Commission and HR. (2017). Joint Communication to the European Parliament and 
the Council. Resilience, Deterrence and Defence: Building strong cybersecurity for the EU. 
JOIN (2017) 450 final.

8	 Directive 2013/40/EU of the European Parliament and of the Council of 12 August 2013 on 
attacks against information systems.
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In general, in accordance with Article 4 TFEU cybersecurity policy constitutes a ‘shared 

area of competence’ between Member States and the EU, which implies that when the 

EU decides to regulate, EU law takes primacy over any adopted national law. A significant 

amount of digital legislation and policies related to cybersecurity thus originates at the 

EU level.

The NIS Directive and resilience

In 2016, the European Commission proposed the EU’s first ever cybersecurity regulatory 

framework. The Directive on security of network and information systems (NIS Directive) 

was adopted by the European Parliament in July 2016 and provides legal measures to 

enhance and strengthen the overall level of cybersecurity across the EU. It is designed 

to build resilience by improving national cybersecurity capabilities; fostering better 

cooperation between the Member States; and requiring undertakings in important 
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economic sectors to adopt effective risk mitigation and to report serious incidents to 

the national authorities.

The Directive aims to achieve a high standard of network and information systems 

security across the EU. It focuses primarily on regulating ‘OES - operators of essential 

services’ (transport, energy, banking, healthcare) and ‘DSPs - digital service providers’ 

(cloud services, online marketplaces and search engines), and was to be transposed into 

national law by 9 May 2018. For these organisations the NIS Directive highlights two 

primary obligations to ensure the continuity of essential services and avoid large-scale 

blackouts9:

1.	 to take appropriate technical and organisational measures to manage threats to 

networks and information systems

2.	 to notify the authorities ‘without undue delay’ of any significant security incident. 

As it stands, the implementation of the NIS Directive is expected to lead to an overall 

increase in cybersecurity across those sectors that are considered vital for the economy 

and the state.

9	 NIS Directive, recitals 47 and 49.
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The NIS Directive requires all Member States to set up a national/governmental 

incident response team, the Computer Emergency Response Team (CERT). CERTs 

help governments protect critical information infrastructure and play a key role in  

coordinating incident management with the relevant stakeholders at national level. 

Thus, the directive sets out the responsibility of Member States not only to exchange 

information on cyber incidents at EU level but also to develop and implement  

appropriate national cybersecurity strategies and frameworks for the security of network 

and information systems.10

10	 See Joint Communication (2017), 11.
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Conclusion

As the Joint Communication of 2017 states, EU cyber preparedness is central to both 

the digital single market and the security and defence union. Therefore the need for 

‘a Europe that is resilient, which can protect its people effectively by anticipating possible 

cybersecurity incidents, by building strong protection in its structures and behaviour, 

by recovering quickly from any cyber-attacks, and by deterring those responsible’11 has 

been identified. This also requires effective deterrence, which means putting in place a 

framework of measures that are both credible and dissuasive for would-be cyber criminals 

and attackers. It furthermore calls for close cooperation and coordination among EU 

Member States. Although all Member States have a cybersecurity strategy, the levels of 

maturity of adequate incident response capabilities vary among them12 and the measures 

established do not fully overcome the fragmentation between individual Member States.

Finally, in order to effectively tackle the challenge posed by cyber-attacks, not only do 

proper deterrence and cybersecurity measures need to be in place, but resilient societies 

and systems are also particularly important. Besides all the technical developments and 

counter-strategies, this requires above all a high degree of self-awareness regarding 

this top security challenge of the 21st century, which needs to be jointly addressed by 

the EU and its Member States.

11	 Ibid., 20.
12	 ENISA, ‘CSIRTs in Europe — ENISA’, Topic, European Union Agency for Network and 

Information Security, accessed 20 September 2017, https://www.enisa.europa.eu/topics/
csirts-in-europe/csirt-capabilities?tab=details.
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1.6  Data protection and digital security in the 
cyber age

by Emese Savoia-Keleti

In today’s cyber age, data protection is like a railway guard or conductor on a high-speed 

train of data flows, who is responsible for control and safety duties related to the actual 

operation of the train. This responsibility for protecting personal data plays a crucial role 

when it comes to cybersecurity. Safeguarding individuals’ data and ensuring privacy are 

basic requirements and recognised as fundamental rights. 

Introduction to cyber data security

The European Union lays an emphasis on the importance of a connected, open, stable 

and secure cyberspace, in which human rights, fundamental freedoms and the rule of 

law are fully respected and contribute to the social well-being, prosperity and integrity 
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of a democratic society. It should be stressed that cybersecurity is closely interlinked 

with human and fundamental rights, such as the rights to freedom of expression and 

the protection of personal data.

Cybersecurity encompasses all activities necessary to protect network and information 

systems and their users from cyber threats as outlined in a proposal for a Regulation of 

the European Parliament and of the Council on ENISA, the ‘EU Cybersecurity Agency’, and 

repealing Regulation (EU) 526/2013, and on Information and Communication Technology 

cybersecurity certification (‘Cybersecurity Act’). Thus cybersecurity also comprises the 

protection of personal data.

Ensuring security in cyberspace also involves taking precautions: avoiding, handling and 

mitigating security incidents. A data breach can be described as a security incident in 

which sensitive, protected or confidential data is copied, transmitted, viewed, stolen or 

misused by an unauthorised individual. If the data set contains personal information, it 

becomes a personal data breach, which needs to be dealt with by applying appropriate 

damage control measures, just like when following up on other cybersecurity incidents.

When referring to data protection, personal data is defined as information through which 

a natural person can be identified or made identifiable. This not only includes names or 

email addresses, but also medical records, search and driving habits, CVs and political 

interests as well as GPS location data. The combination of profession, organisation and 

country of origin could be considered personal data if those details could be used to 

identify the individual. Personal information can be used in ways we are not always 

aware of. Data protection may seem to be an abstract notion, but it is not as detached 

from our everyday lives as we think. Simply by using the internet, sending an email or 

connecting to social and professional network sites, we are disclosing personal data.

At work, too, data on employees and third parties is collected and traces can be  

tracked. Any EU institution, body, office or agency, or CSDP mission or operation, may 

process personal data when organising a meeting or conference or creating or updating 

a contact list, and would handle data in the course of a human resources or procurement 

procedure, as well as in a crisis situation.

The collection, processing, transmission and retention of personal data may entail certain 

privacy risks such as excessive data collection, the use of personal information for a 

purpose other than that originally specified, unauthorised access or even identity theft. 

Compliance with data protection rules is mandatory: the rules constitute an efficient 

tool for addressing and mitigating such risks.
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Legal aspects

Data protection is never about prohibiting data handling; rather, it provides a framework 

to control what needs to be done in accordance with the applicable principles and rules. 

The right to the protection of personal data is enshrined in Article 8 of the Charter of 

Fundamental Rights of the European Union, which provides that ‘everyone has the right 

to the protection of personal data concerning him or her’. The European Convention 

on Human Rights also guarantees the right to respect for private and family life, home 

and correspondence. Accordingly, CSDP missions and operations are to protect the 

fundamental rights and freedoms of natural persons and in particular their right to privacy 

and data protection with respect to the processing of personal data. This protection is 

to be guaranteed for staff employed by the CSDP missions and operations as well as 

for any third party.

General Data Protection Regulation

The General Data Protection Regulation (GDPR)1, adopted on 27 April 2017, is applicable 

for EU Member States as of 25 May 2018. It also applies to organisations, authorities or 

companies not established in the EU which provide services or offer goods to individuals 

in the EU or monitor their behaviour, regardless of whether or not the processing takes 

place in the EU. The GDPR creates new rights for individuals in the digital sphere. 

Regulation (EC) No 45/2001 currently regulates the processing of personal data by 

EU institutions, bodies, offices and agencies. It is to be replaced by a new regulation 

before the end of 20182, aligned with the GDPR. The new regulation will reinforce the 

protection of personal data.

On the basis of Regulation (EC) No 45/2001, the High Representative of the Union for 

Foreign Affairs and Security Policy adopted a decision, on 8 December 2011, on the 

rules regarding data protection for the European External Action Service. Accordingly, 

the EEAS implements the necessary measures to protect personal data with regard to 

activities involving the collection, processing and retention of such data. 

1	 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on 
the protection of natural persons with regard to the processing of personal data and on the 
free movement of such data, and repealing Directive 95/46/EC – the General Data Protec-
tion Regulation (GDPR).

2	 Proposal for a Regulation of the European Parliament and of the Council on the protection 
of individuals with regard to the processing of personal data by the Union institutions, 
bodies, offices and agencies and on the free movement of such data, repealing Regulation 
(EC) No 45/2001 and Decision No 1247/2002/EC.
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CSDP missions and operations

It must be highlighted that the abovementioned legal instruments do not apply to CSDP 

missions and operations. Article 2(2)(b) of Regulation (EU) 2016/679 (GDPR) provides 

that ‘[t]his Regulation does not apply to the processing of personal data: […] (b) by the 

Member States when carrying out activities which fall within the scope of Chapter 2 

of Title V of the TEU’. Moreover, Recital 15 of Regulation (EC) No 45/20013  determines 

that ‘[w]here such processing is carried out by Community institutions or bodies in the 

exercise of activities falling outside the scope of this Regulation, in particular those laid 

3	 Regulation (EC) No 45/2001 of the European Parliament and of the Council of 18 December 
2000 on the protection of individuals with regard to the processing of personal data by the 
Community institutions and bodies and on the free movement of such data.
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down in Titles V and VI of the Treaty on European Union, the protection of individuals’ 

fundamental rights and freedoms shall be ensured with due regard to Article 6 of the 

Treaty on European Union’. In addition, Recital 10a of the successor of Regulation (EC) 

No 45/2001 provides that ‘[t]his Regulation does not apply to the processing of personal 

data by missions referred to in Articles 42(1), 43 and 44 of the TEU, which implement 

the common security and defence policy. Where appropriate, relevant proposals should 

be put forward to further regulate the processing of personal data in the field of the 

common security and defence policy’. The Council has not yet adopted a decision laying 

down rules relating to the protection of individuals with regard to the processing of 

personal data by the Member States when carrying out activities pursuant to Article 

39 of the Treaty on European Union.

However, data protection measures relevant for CSDP missions and operations have 

been introduced and are being implemented. Those measures are consistent with the 

data protection principles contained in the European Convention on Human Rights,  

the Charter of Fundamental Rights of the European Union and the relevant European 

Union data protection legislation. They can be found in policy documents such as the 

Standard Operating Procedures (SOP) and the Guidelines on Data Protection, and 

they establish rules for the collection, handling and retention of personal data and 

include safeguards to protect the personal data of staff members and third parties. In 

fact, data protection measures relevant for CSDP missions and operations reflect the  

general data protection principles enshrined in the most modern legal instrument on 

data protection applicable for EU Member States – the GDPR.

Implementation

CSDP missions and operations need to collect, process and retain personal data – such as 

names, addresses, other identification details, location data or even sensitive information 

– of both staff and third parties on a daily basis. The protection of the right to privacy 

and consequently the protection of personal data are guaranteed by complying with 

the abovementioned data protection principles and basic requirements.

Personal data must 
be processed fairly 
and lawfully.
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The overview table4 on data protection requirements provides a summary of the principles 

forming the backbone of data protection which are incorporated in the data protection 

legal framework, as described in guidance documents published by the European Data 

Protection Supervisor (EDPS). These requirements reflect the principles of Article 5 of 

the GDPR and are presented here with reference to point 4.1 of the EDPS guidelines on 

the protection of personal data in IT governance and IT management of EU institutions.

Lawfulness, legal grounds and data quality principles

Following these principles, and in the spirit of accountability, data controllers – i.e. 

entities that process personal data, such as missions and operations – must process 

personal data fairly and lawfully in accordance with one of the legal grounds, in particular 

where processing is necessary for the performance of a task carried out in the public 

interest or in the exercise of official authority vested in the mission and operation. Other 

legal bases for processing may include its being necessary for compliance with a legal 

obligation, for the performance of a contract with the data subject or for protecting 

the vital interest of the data subject or another individual. The data subject can also 

consent to data processing.

A number of mission activities involve the collection and processing of personal data, 

e.g. recruitment, the payment of salaries or reimbursements, contractual arrangements 

with suppliers or the organisation of events. Accordingly, anyone processing personal 

data should verify whether the personal data is: 

•	 fairly and lawfully processed for limited and explicit purposes

•	 adequate, relevant and not excessive

•	 accurate and kept up-to-date

•	 not kept longer than necessary

•	 processed in accordance with the data subject’s rights

•	 secure and not transferred to third parties without adequate precautions.

Documenting personal data processes and providing information to data subjects

In order to demonstrate compliance and keep track of activities that involve personal 

data, all entities, including missions, need to record the processing of personal data. 

These records are simply descriptions of the activity. They are also important for  

fulfilling the obligation of informing data subjects. Providing information to the individuals 

4	 See table on page 69-page 70.



67 Strategies, policies and concepts

whose data is processed – whether mission staff or third 

parties – is compulsory, and it is done through ‘privacy 

statements’ or ‘data protection notices’.

Both the records and the privacy statements contain 

information on:

•	 the purpose of the processing

•	 who the data controller, the processor 

and the data protection focal point are

•	 the type of data being processed

•	 to whom data is disclosed, including recipients in third countries

•	 the legal basis on which data is processed

•	 how long the data is stored for

•	 what rights and recourse possibilities exist.

The records document and the privacy statement are compliance tools that help the 

controller, i.e. the mission, to demonstrate compliance according to the accountability 

principle.

Disclosure of data including third-country transfers

Personal data must not be disclosed to any unauthorised third party, whether orally 

or in writing, deliberately or accidentally. Unauthorised disclosure may be treated as a 

disciplinary matter. Accidental, unauthorised and unlawful disclosure must be reported 

immediately. When transferring personal data to entities in third countries, the controller 

should ensure that an adequate level of protection is provided. 

Data security: confidentiality and integrity

The data controller ensures that there are adequate safeguards with respect to the 

protection of the privacy and fundamental rights and freedoms of the individuals 

concerned. When transferring data, the controller needs to make sure that the recipient 

processes personal data solely for the purposes required in accordance with the relevant 

data security principles, in particular those on confidentiality and integrity.
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The data controller ensures that technical and organisational measures are in place in 

order to:

•	 prevent any unauthorised person from gaining access to computer systems 

processing personal data and from using data-processing systems and 

transferring data, as well as to prevent any unauthorised reading, copying, 

alteration or removal of storage media, and any unauthorised disclosure, 

alteration or erasure of stored data;

•	 record which personal data have been communicated, when and to whom;

•	 ensure that authorised users of a data-processing system cannot access any 

personal data other than those for which they have access rights, that it is 

possible to check which personal data have been processed, when and by whom, 

and that personal data can only be processed on behalf of third parties upon the 

instruction of the controller;

•	 design the organisational structure in such a way that it meets the special 

requirements of data protection.

Rights of the data subject in addition to the right of information

In addition to the obligation to provide information to data subjects 

about the processing of personal data, the mission, as data controller, 

must also respect other data subject rights, such as the right to access, 

rectification, erasure and restriction of processing and the right to object 

to processing, in particular with regard to automated decision-making.

For the purpose of protecting the personal data of individuals in a CSDP 

mission, the mission – represented by the head of mission – is the data 

controller responsible for respecting data subject rights and for the 

management, integrity and confidentiality of personal data processed.

Conclusion

Cybersecurity, with a special emphasis on securing and safeguarding virtual personal 

data, is critical. We do not leave the house door open – we lock it to keep away any 

danger. The same applies to data processed in cyberspace. Data is not only personal 

but also vulnerable, and cyber-attacks are far from only being an issue for enterprises, 

governments and authorities. Individuals, both independently and as part of their 

organisations, can be the target of cyber-attacks. That is why preventive measures 

should be put in place, including for the protection of personal data. There are basic and 

well-known methods to protect data, such as changing passwords often, not opening 
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email attachments from unknown addresses, and having up-to-date antivirus, firewall 

and anti-malware systems. At the same time, it is an illusion to assume that zero risk 

can exist in cyberspace. Applying a precautionary approach to protecting personal data 

is therefore paramount, without limiting the opportunities offered by the web. These 

measures will reduce the risks, even if the only way to eliminate risk completely would 

be to go back to using typewriters. A guiding principle for data protection, as a user, 

is to treat other data subjects’ rights and personal data with the same respect as we 

would like to see given to our own data.

Overview table on data protection principles and requirements based on  

Article 5 of GDPR (Ref. 4.1 of EDPS guidelines on IT governance and IT management of  

23 March 2018, https://edps.europa.eu/data-protection/our-work/publications/

guidelines/it-governance-and-it-management_en)

PRINCIPLE REQUIREMENT

1.
Lawfulness,
fairness and
transparency

•	 Keeping transparency in mind when processing the personal data of 
data subjects (individuals whose data is being handled)

•	 Informing data subjects about the processing (purpose, identity of the 
controller, data processed, who has access (including third-country 
transfers), how long data is stored, the legal basis, and rights and 
recourse options)

•	 Making sure that a clear legal basis exists for the processing of 
personal data

•	 Respecting the rights of individuals to access and rectify their data, 
and developing procedures that clearly explain how data subjects can 
exercise their rights at each stage of data processing

•	 Informing data subjects if IT systems will handle their data manually or 
by automated means, and implementing functions in IT systems to re-
spond to access, modification or blocking requests and to objections

2.
Purpose
limitation

•	 Processing personal data only for specified explicit, legitimate and 
limited purposes

•	 Limiting the processing of data to its originally specified purpose

•	 Ensuring purpose limitation if different kinds of data are collected and 
processed for different purposes

•	 Adopting internal rules for the assessment of compatibility needs on a 
case-by-case basis to allow a change of purpose

•	 Communicating clearly to data subjects any change in the originally 
specified purpose of processing their personal data
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PRINCIPLE REQUIREMENT

3.
Data 
minimisation

•	 Ensuring that personal data is adequate, relevant and not excessive for 
the purpose

•	 Limiting categories of personal data chosen for processing to data 
collection that is directly relevant for the originally specified purposes

•	 Applying, if feasible, special privacy-enhancing technologies that allow 
excessive use of personal data to be avoided or enable the use of 
pseudonymised data

4.
Accuracy 

•	 Ensuring that personal data is accurate and up-to-date

•	 Implementing processes to ensure and maintain the accuracy of 
processed data by checking the quality of information uploaded to  
the system before processing

5.
Storage 
limitation

•	 Keeping personal data for no longer than necessary for the originally 
specified purpose

•	 Determining retention time for data kept in a form which permits 
identification

•	 Ensuring that required retention periods are proportionate to the 
purposes of data collection and are limited in time. Separately 
assigning and managing retention times related to data collected  
for different purposes

•	 Designing IT system features to manage the retention time and 
perform the necessary subsequent actions: deletion or anonymisation

6. 
Integrity
and confidentiality

•	 Ensuring that personal data is secure

•	 Performing a security risk assessment and planning for mitigation 
measures

•	 Designing and implementing organisational and technical measures – 
based on risk assessment – to mitigate risks to a level that is accept-
able, avoid processing operations for which mitigation would not be 
effective, and ensure that a clear decision is made by the responsible 
management on which risks are accepted and why. As data protection 
risks are related to the fundamental rights of others, externalisation of 
risks (insurance) is a less viable option than in other risk domains

7. 
Accountability

•	 Making sure that compliance with the principles above can be 
demonstrated



71 Strategies, policies and concepts

Further reading

•	 EDPS 

https://edps.europa.eu/data-protection_en

•	 DG JUST 

https://ec.europa.eu/commission/priorities/justice-and-fundamental-rights/

data-protection/2018-reform-eu-data-protection-rules_en#relatedlinks

•	 GDPR 

https://eur-lex.europa.eu/legal-content/EN/

TXT/?qid=1528874672298&uri=CELEX%3A32016R0679

•	 Regulation (EC) No 45/2001 

https://publications.europa.eu/en/publication-detail/-/

publication/0177e751-7cb7-404b-98d8-79a564ddc629/language-en

•	 Handbook on European Data Protection Law, European Union Agency for 

Fundamental Rights / Council of Europe, 2018 

http://fra.europa.eu/en/publication/2018/handbook-european-data-protection-law
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Stakeholders
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The European Commission helps to shape the EU’s overall strategy, proposes new EU 

laws and policies, monitors their implementation and manages the EU budget. It also 

plays a significant role in supporting international development and delivering aid.

The European Commission develops and implements EU policies1 by:

•	 proposing laws to the European Parliament and the Council of the  

European Union;

•	 helping EU countries implement EU legislation;

•	 managing the EU’s budget and allocating funding;

•	 ensuring, together with the Court of Justice, that EU law is complied with;

•	 representing the EU outside Europe, together with the EU’s diplomatic service, 

the European External Action Service.

Strategy and policy development2
 

European societies are increasingly dependent on electronic networks and information 

systems. In recent years, digital technology has become the backbone of our economy 

and a critical resource all economic sectors rely on. It now underpins the complex 

systems which keep our economies running in domains such as finance, health, energy 

and transport. Many business models are built on the uninterrupted availability of the 

internet and the smooth functioning of information systems.

Cybersecurity incidents, be they intentional or accidental, could disrupt the supply of 

essential services we take for granted, such as water or electricity. Threats can have 

different origins – from criminal, terrorist or state-sponsored attacks to natural disasters 

and accidents.

1	 https://ec.europa.eu/info/about-european-commission/what-european-commission-does_en
2	 For details, see Comprehensive assessment of EU security policy, SWD (2017) 278 final.

2.1  European Commission: 
the role of the European Commission in cyberspace
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The EU is already working on many of these issues. In 2013, the EU set out a Cybersecurity 

Strategy launching a series of key workstreams to improve cyber resilience3. Its main 

goals and principles – to foster a reliable, safe and open cyber ecosystem – remain valid. 

Since 2013, however, the technological and security landscape of the European Union 

has changed at a very fast pace. With digital technology now an integral part of our 

daily life, the Internet of Things revolution has become a reality, with tens of billions of 

devices expected to be connected to the internet by 2020. Unfortunately, the number 

and diversity of cyber threats is growing at the same time.

In the face of the recent ransomware attacks, a dramatic rise in cybercriminal activity, 

state actors increasingly using cyber tools to meet their geopolitical goals and the 

diversification of cybersecurity incidents, the EU needs to be more resilient to cyber-

attacks and create effective cyber deterrence, including through criminal law, to better 

protect Europe’s citizens, businesses and public institutions.

3	 JOIN(2013) 1 final. An assessment of this strategy is available in SWD (2017) 295.
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Faced with these new challenges, and building on the approaches of the digital single 

market, the Global Strategy, the European Security Agenda4, the Joint Framework on 

countering hybrid threats5 and the Communication on Launching the European Defence 

Fund67, in September 2017, the Commission and the High Representative proposed a 

wide-ranging package of cybersecurity proposals based around three pillars:

•	 building EU resilience to cyber-attacks and stepping up the EU’s  

cybersecurity capacity;

•	 creating an effective criminal law response;

•	 strengthening global stability through international cooperation.

The package included proposals to:

•	 establish a stronger European Union Cybersecurity Agency built on the Agency 

for Network and Information Security (ENISA), to assist Member States in dealing 

with cyber-attacks; 

•	 create an EU-wide cybersecurity certification scheme that will increase the cyber-

security of products and services in the digital world;

•	 develop a blueprint for how to respond quickly and in unison when a large-scale 

cyber-attack occurs;

•	 set up a network of competence centres in the Member States and a European 

Cybersecurity Research and Competence Centre that will help develop and 

roll out the tools and technology needed to keep up with ever-changing threat 

possibilities and make sure our defence is as strong as possible;

•	 adopt the new Directive on combating fraud and counterfeiting of non-cash 

means of payment to provide for a more efficient criminal law response to 

cybercrime;

•	 use the Framework for a Joint EU Diplomatic Response to Malicious Cyber 

Activities and other measures to strengthen international cooperation on cyber

security, including by deepening the cooperation between the EU and NATO;

•	 drive high-end skills development for civilian and military professionals by 

providing solutions and templates for digital training at national level and  

setting up a cyber-defence training and education platform.

4	 COM(2015) 185 final.
5	 JOIN(2016) 18 final.
6	 COM(2017) 295.
7	 The approach is also substantiated by independent scientific advice provided by the 

European Commission’s Scientific Advice Mechanism High Level Group of scientific advisors 
(see references below).
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Since September 2017, a number of other legislative proposals have been adopted by 

the Commission.

To further support the deterrence objective of the EU cybersecurity strategy, in April 

2018, the Commission proposed new rules to make it easier and faster for police and 

judicial authorities to obtain the electronic evidence (such as emails or documents 

located in the cloud) that they need to investigate, prosecute and convict criminals and 

terrorists. The new rules will allow law enforcement authorities in EU Member States to 

track down leads online and across borders more effectively, while providing sufficient 

safeguards for the rights and freedoms of all concerned.

Most recently, in September 2018, building on the ambitious cybersecurity initiatives 

announced in 2017, the European Commission proposed the creation of a Network of 
Cybersecurity Competence Centres and a new European Cybersecurity Industrial, 
Technology and Research Competence Centre to invest in stronger and pioneering 

cybersecurity in the EU.

EU resilience to cyber-attacks.
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The mission of this proposal is to help the EU retain and develop the cybersecurity 

technological and industrial capacities necessary to keep its digital single market secure. 

This goes hand in hand with the key objective of increasing the competitiveness of the 

EU’s cybersecurity industry and turning cybersecurity into a competitive advantage of 

other European industries.

By managing cybersecurity funds under the next multiannual financial framework  

(2021-2027), this initiative will help to create a cybersecurity industrial and research 

ecosystem that is interconnected and Europe-wide. It should encourage better 

Benefits of the digital single market. 
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cooperation between relevant stakeholders (including between civilian and defence 

cybersecurity sectors) to make the best use of existing cybersecurity resources and 

expertise throughout Europe – including those of the more than 660 cybersecurity 

expertise centres across all the Member States that responded to a recent survey 

conducted by the European Commission.

The initiative should also help the EU and Member States take a proactive, longer-term 

and strategic approach to cybersecurity industrial policy that goes beyond research 

and development. This approach should not only help stakeholders to come up with 

breakthrough solutions to the cybersecurity challenges faced by the private and public 

sectors, but also support the effective deployment of these solutions.

Furthermore, the Commission’s proposal will allow relevant research and industrial 

communities, as well as public authorities, to gain access to key services such as testing 

and experimentation facilities, which are often beyond the reach of individual Member 

States due to insufficient financial and human resources. It will also contribute to closing 

the skills gap and to avoiding brain drain, by ensuring that those individuals with the 

most talent have access to large-scale European cybersecurity research and innovation 

projects, thereby providing interesting professional challenges.
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Programme brings 
EUR 9.2 billion investment 
between 2021-2027. 
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Support for implementation of EU legislation

The Commission is already helping to reinforce the EU’s deterrence of and resilience 

and response to cyber-attacks, including by supporting the effective implementation of 

the first EU cybersecurity law: the Directive on Security of Network and Information 
Systems (NIS Directive).

Over the past few years, the European Commission has adopted a series of measures 

to raise Europe’s preparedness to ward off cyber incidents. The adoption of the NIS 

Directive was a key step towards building European-level cybersecurity resilience. The 

Directive was adopted in July 2016; Member States had until May 2018 to transpose it 

into their national laws and six months more to identify operators of essential services. 

Its objective is to ensure that network and information systems within the EU have a 

high common level of security.

The four cornerstones of the NIS Directive are:

•	 Improving national cybersecurity capabilities – Member States will be required to 

adopt a national NIS strategy defining the strategic objectives and appropriate 

policy and regulatory measures to be implemented in relation to cybersecurity. 

Member States will also be required to designate both a national competent 

authority for the implementation and enforcement of the Directive, and one or 

Graphic: European Commission
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more computer security incident response teams (CSIRTs) responsible for handling 

incidents and risks.

•	 Improving cooperation – The Directive creates a ‘Cooperation Group’, composed 

of representatives of the Member States, the Commission and the EU Agency 

for Network and Information Security (ENISA), to support and facilitate strategic 

cooperation and the exchange of information among Member States and to 

develop trust and confidence. The Commission provides the secretariat for 

the Cooperation Group. Similarly, the CSIRTs from the various Member States 

together form the CSIRTs Network, whose task is to promote swift and effective 

operational cooperation on specific cybersecurity incidents and share information 

about risks. ENISA provides the secretariat for the CSIRTs network.

•	 Security and notification requirements for operators of essential services – 

Businesses with an important role in society and the economy, referred to in the 

Directive as ‘operators of essential services’, will have to take appropriate security 

measures and report serious incidents to the relevant national authority8.

•	 Security and notification requirements for digital service providers – Important 

digital businesses, referred to in the Directive as ‘digital service providers’ (DSPs), 

will also be required to take appropriate security measures and report serious 

incidents to the competent authority. The Directive will cover the providers of 

the following services: online marketplaces, cloud computing services, and search 

engines.

In the field of deterrence, the Commission is also working to ensure full implementation 

of Directive 2013/40/EU on attacks against information systems9. The objectives 

of this Directive are to subject attacks on information systems in all Member States to 

effective, proportionate and dissuasive criminal penalties, and to improve and encourage 

cooperation between judicial and other competent authorities. For that purpose, the 

Directive establishes minimum rules concerning the definition of criminal offences and 

the relevant sanctions, and obliges Member States to establish a network of national 

operational points of contact. 

8	 The NIS Directive covers the following sectors: energy – electricity, oil and gas; transport 
– air, rail, water and road; banking – credit institutions; financial market infrastructures – 
trading venues and central counterparties; health – healthcare providers; water – drinking 
water supply and distribution; digital infrastructure – internet exchange points (which 
enable interconnection between the internet’s individual networks), domain name system 
service providers and top-level domain name registries.

9	 Replacing Council Framework Decision 2005/222/JHA.
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EU funding10

EU financial support in the field of cybersecurity focuses on three main strands: research 

and innovation, infrastructure, and capacity building in third countries.

Research and innovation

Between 2014 and 2016, the EU invested EUR 160 million (in cybersecurity research 

and innovation projects) under the Horizon 2020 Research and Innovation Framework 
Programme.

The EU will also invest up to EUR 450 million of Horizon 2020 funding in cybersecurity 

research and innovation under the contractual Public Private Partnership on Cyber
security for the period 2017-2020. This partnership was signed in July 2016 by the 

Commission and the European Cyber Security Organisation (ECSO)11, as one of the 

16 initiatives put forward in the Commission’s Digital Single Market Strategy. Its goal 

is to stimulate European competitiveness and help overcome cybersecurity market 

fragmentation through innovation, by building trust between Member States and 

industrial actors, and by helping align supply and demand for cybersecurity products 

10	 For details, see Comprehensive assessment of EU security policy, SWD (2017) 278 final.
11	 The ECSO is a fully self-financed not-for-profit association (ASBL) under Belgian law. It was 

launched on 13 June 2016 in Brussels and became a legal counterpart for the contractual 
PPP in July 2016. Since its launch, more than 190 members have joined the organisation, 
including large European and global companies, SMEs and start-ups, research centres, 
universities, clusters and associations, and local, regional and national administrations.
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and solutions. It aims to gather industrial and public resources to deliver excellence 

in research and innovation and maximise the use of available funds through greater 

coordination with Member States and regions. Cybersecurity market players are expected 

to invest three times the amount already invested in the partnership by the EU, bringing 

the total investment to EUR 1.8 billion.

Cybersecurity and privacy form part of two strands of the Horizon 2020 programme. 

Under the societal challenge ‘Secure societies – Protecting freedom and security of 
Europe and its citizens’, the two relevant strands are the Digital Security strand and 

the Fighting Crime and Terrorism strand.

The Digital Security strand focuses on increasing the security of current applications, 

services and infrastructures by integrating state-of-the-art security solutions or 

processes, and supporting the creation of lead markets and market incentives in Europe. 

Security is also a ‘digital focus area’ under other Challenges (privacy and security in 

e-health; energy; transport; innovative security solutions for public administrations). 

The aim is to ensure the integration of digital security into these application domains.

The Fighting Crime and Terrorism strand focuses on increasing knowledge of the 

cybercrime phenomenon: its specific characteristics, the cybercrime economy (including 

unlawful markets and use of virtual currencies) and the ways in which law-enforcement 

authorities can fight it more efficiently and prosecute offenders with more solid evidence 

from specialised forensic activities.

Projects on dedicated digital security building blocks (such as the 2014 calls for 

proposals on cryptography and security-by-design) are funded under the Leadership in 
Enabling and Industrial Technologies strand. Security is also integrated as a functional 

requirement in specific technologies, such as the Internet of Things, 5G, the cloud, etc.

Infrastructure

EU funding is also available for infrastructure projects. For the 2014-2020 period, the 

European Structural and Investment (ESI) funds provide for a contribution of up to 

EUR 400 million for investments in trust and cybersecurity. The ESI funds can finance 

security and data protection investments to enhance interoperability and interconnection 

of digital infrastructures, electronic identification, and privacy and trust services.

Cybersecurity is one of the areas supported under the Digital Service Infrastructures 

(DSIs) stream within the Connecting Europe Facility (CEF). The funded projects 

deploy trans-European digital services based on solutions such as e-identification and 

interoperable health services. One of the aims is to achieve cross-border cooperation 
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in cybersecurity, enhancing security and thus also trust in cross-border electronic 

communication, and thereby contributing to the creation of the digital single market.

In 2014-2016, the EU invested about EUR 20 million in such projects; an additional 

investment of EUR 12 million is earmarked for a call for proposals due to open in May 2017.

Cybercrime projects

The Commission supports the fight against cybercrime by funding cybercrime projects 

through tools such as the Internal Security Fund (ISF), the successor to the Specific 

Programme ‘Prevention of and Fight against Crime’ (ISEC), for the period 2014-2020. This 

fund has a total budget of just over EUR 1 billion available for funding actions under its 

Police instrument, including the fight against cybercrime. Concrete actions to be funded 

through this instrument include setting up and running IT systems, acquiring operational 

equipment, promoting and developing training schemes, and ensuring administrative and 

operational coordination and cooperation.

Capacity building in third countries

The Commission has also launched capacity building initiatives in third countries, 

recognising the strong link between increased cyber resilience and sustainable 

development. The objectives of these initiatives are to increase third countries’ technical 

capabilities and preparedness and establish effective legal frameworks to address cyber-

crime and cybersecurity problems, while at the same time enhancing their capacity for 

effective international cooperation in these areas. The Commission has partnered with 

the Council of Europe and EU Member States for the implementation of these actions.

At a global and trans-regional level, these initiatives are financed by the Instrument 
contributing to Stability and Peace (IcSP). Cybersecurity and combating cybercrime 

have been identified as areas of priority for this instrument since 2013, with an allocation 

of EUR 4.5 million for 2013, and an indicative allocation of EUR 21.5 million over the 

period 2014-2017. This includes EUR 9 million for the GLACY+ project run by the Council 

of Europe (in partnership with INTERPOL) between 1 March 2016 and 27 February 2020, 
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which aims to strengthen the capacities of states worldwide to apply legislation on 

cybercrime and electronic evidence and enhance their ability to engage in effective 

international cooperation in this area.

The Commission has also used other instruments to support specific regions. For 

example, it has used the European Neighbourhood Instrument (ENI) to help Eastern 

Partnership countries (Armenia, Azerbaijan, Belarus, Georgia, Moldova and Ukraine) to 

set out strategic priorities related to the fight against cybercrime. The Instrument for 

Pre-accession Assistance (IPA) will provide EUR 5 million for the CyberProceeds@IPA 

project run by the Council of Europe between 15 December 2015 and 14 June 2019, 

which aims to strengthen the capacity of authorities in south-eastern Europe and Turkey 

to search, seize and confiscate cybercrime proceeds and prevent money laundering on 

the internet. More actions are set to be rolled out in these areas in the coming years, 

some of them through other financing instruments12.

International cooperation

Coordinated EU action at international level in the field of cybersecurity is ensured 

by the European External Action Service (EEAS) and Commission services, together 

with the Member States. Through this action, they seek to uphold EU core values and 

12	 For details, see Comprehensive assessment of EU security policy, SWD (2017) 278 final, p. 7.
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promote the peaceful, open and transparent use of cyber technologies. The HR, the 

Commission and the Member States engage in policy dialogue with international partners 

and with international organisations such as the Council of Europe, the Organisation 

for Economic Cooperation and Development (OECD), the Organisation for Security and 

Cooperation in Europe (OSCE), the North Atlantic Treaty Organisation (NATO) and the 

United Nations (UN).

The EEAS and Commission services, in close cooperation with the Member States, also 

establish links and dialogues on international cyber policy, security of information and 

communication technologies with key strategic partners such as Brazil, China, India, 

Japan, the Republic of Korea and the United States.

Operational cooperation and capabilities

Many EU organisations have started to include a cybersecurity perspective in their 

policies and/or operations. The European Commission itself has no operational 

capabilities13, but the EU has specialised agencies and capabilities at its disposal to 

support its action on cybersecurity, including ENISA, the European Cyber Crime Centre 

(EC3) at Europol and the Computer Emergency Response Team (CERT-EU), which will 

be presented later.

A number of instruments have already been put in place to mainstream cybersecurity 

issues at EU level, covering:

•	 horizontal legislation

•	 sectoral policy initiatives (e.g. in the energy and transport field)

•	 international relations

•	 research and innovation

•	 EU agencies and bodies.

The most important of these have been presented above.

As a consequence, many organisations in the EU ecosystem are involved in cybersecurity 

and some are gaining expertise in this area. Within the European Commission, two 

main directorates-general are tasked with addressing cybersecurity and cybercrime  

13	 This overview is based on open sources and SWD(2017) 500 final, part 1/6, Impact 
Assessment, accompanying the proposal for a Regulation on ENISA, the ‘EU Cybersecurity 
Agency’, and repealing Regulation (EU) 526/2013, and on Information and Communication 
Technology cybersecurity certification (‘Cybersecurity Act’), pp. 35-38.
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(DG CONNECT and DG HOME), while at least eight have launched initiatives at sectoral 

level. The EEAS, which manages the EU’s diplomatic relations with countries outside 

the EU and conducts the Common Foreign and Security Policy, handles cyber defence 

insofar as it relates to state activities and multinational or multilateral organisations 

(UN, NATO, OECD, etc.).

Below are some of the Commission departments involved in cybersecurity:

The Directorate-General for Communications Networks, Content and Technology 
(DG CONNECT) is the Commission department responsible for developing a digital 

single market to generate smart, sustainable and inclusive growth in Europe. It manages 

policy, regulation and research in the area of information and communication technology, 

and specifically cybersecurity (with a focus on cybersecurity resilience). It also supports 

the transposition and implementation of the NIS Directive and the implementation of 

funding under Horizon 2020 and the Connecting Europe Facility (see EU funding section 

above for details).

The Directorate-General for Migration and Home Affairs (DG HOME) aims to 

build an open and safer Europe, so that all activities necessary and beneficial to the 

economic, cultural and social growth of the EU can develop in a stable, lawful and secure 

environment. In particular, in the field of cybersecurity, DG HOME focuses on:

•	 developing and implementing policies against cybercrime, including aspects  

of criminal law;

•	 reducing vulnerabilities;

•	 dealing with (criminal) threat alerts;

•	 raising awareness; 

•	 providing ransomware-prevention advice;

•	 dealing with issues related to deterring and investigating cybercrime, as well  

as the judicial follow-up.

The Directorate-General for Energy (DG ENER)14 focuses on developing and 

implementing policies that deliver secure, sustainable and competitive energy for Europe.

The Joint Research Centre (JRC) provides independent scientific evidence, advice and 

support throughout the whole EU policy cycle. DG JRC’s activities also cover the energy 

and cybersecurity sectors.

14	 https://ec.europa.eu/energy
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The Directorate-General for Mobility and Transport (DG MOVE)15 works together 

with Member States and stakeholders to address a vast array of transport policies. 

Cybersecurity and cyber resilience with regard to different modes of transport – air, 

land (rail and road) and maritime – are emerging issues in this field.

The Directorate-General for Financial Stability, Financial Services and Capital 
Markets Union (DG FISMA)16 is in charge of initiating and implementing EU policy 

in the area of financial services, including banking and finance. As such, DG FISMA 

is also tasked with presenting sector-specific legislative initiatives, some of which 

address cybersecurity. Specifically, DG FISMA works on payment security and on the 

implementation of the financial acquis, which also covers other cybersecurity aspects 

strictly related to financial services.

The Directorate-General for the Internal Market, Industry, Entrepreneurship and 
SMEs (DG GROW) is responsible for completing the internal market for goods and 

services and helping turn the EU into a smart, sustainable, and inclusive economy by 

implementing the industrial and sectoral policies of the flagship Europe 2020 initiative. 

It also aims to  foster entrepreneurship and growth by reducing the administrative 

burden on small businesses,  facilitating access to funding for small and medium-sized 

enterprises (SMEs) and supporting access to global markets for EU companies.

As far as EU agencies and bodies are concerned, four main actors deal with cybersecurity, 

cybercrime and cyber defence: ENISA, CERT-EU, the European Defence Agency (EDA) 

and EC3. These bodies will be presented in detail in the following chapters. There are 

also at least a further four that are gaining experience in cybersecurity in sectors like 

energy, transport and finance17.

Increased cooperation and a more coordinated approach between the EU institutions, 

agencies and bodies is needed to unite their efforts and increase the effectiveness and 

efficiency of their contribution to the EU’s overall cyber resilience.

15	 http://ec.europa.eu/transport/index_en.htm
16	 http://ec.europa.eu/dgs/finance/
17	 European Agency for the Cooperation of Energy Regulators (ACER), European Aviation 

Safety Agency (EASA), European Union Agency for Railways (ERA), European Banking 
Authority (EBA), European Securities and Markets Authority (ESMA), European Insurance and 
Occupational Pensions Authority (EIOPA), For more details, see Annex 9 (mentioned above).
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Set up in 2004 as an agency of the Council of the 

European Union, the European Defence Agency 

(EDA) supports its 27 Member States - all EU 

countries except Denmark - in improving their 

defence capabilities through European cooperation. 

The EDA has become the hub for European defence 

cooperation with expertise and networks allowing 

it to cover the whole spectrum: from harmonising 

requirements to delivering operational capabilities; 

from research and innovation to developing technology demonstrators; from training 

and exercises to maintenance and support for CSDP operations. It also works towards 

strengthening the European defence industry and acts as a facilitator and interface 

between Member States’ military stakeholders and wider EU policies with an impact 

on defence.

2.2  European Defence Agency: 
cyber defence capability development

by Jorge Domecq

EDA’s annual conference in 
2017 dealt with ‘Security 

in the digital age: the 
added value of European 

cooperation’. In the picture: 
EDA’s Chief Executive 

Jorge Domecq opening the 
conference.
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The mission

In May 2017, Member States agreed to further reinforce the agency’s mission as:

•	 the main intergovernmental prioritisation instrument at EU level in support of 

defence capability development; 

•	 the preferred cooperation forum and management support structure at EU 

level for participating Member States to engage in technology and capability 

development activities;

•	 the interface coordinating military views in wider EU policies to the benefit of the 

defence community and a central operator with regard to EU-funded defence-

related activities.

The mandate

In 2013 the European Council approved the EU Cybersecurity Strategy: An Open, Safe 

and Secure Cyberspace. Among other things, it called for an assessment of operational 

EU cyber-defence requirements and  the development of EU cyber-defence capabilities 

and technologies to address all aspects of capability development - including doctrine, 

leadership, organisation, personnel, training, technology, infrastructure, logistics and 

interoperability.  The strategy led to the EU Cyber Defence Policy Framework. The 

Council conclusions on the development and implementation of the strategy proposed 

43 different work strands and the EDA was given responsibilities in: 

•	 supporting the development of Member States’ cyber-defence capabilities related 

to the Common Security and Defence Policy;

•	 promoting civil-military cooperation and synergies with wider EU cyber policies, 

relevant EU institutions and agencies as well as with the private sector;

•	 raising awareness through improved training, education and exercise 

opportunities for the Member States; 

•	 cooperating with relevant international partners, notably with NATO, as 

appropriate.

The strategy identifies the EU Military Staff (EUMS) and the European Security and 

Defence College (ESDC) as coordination partners, and it also encourages closer 

coordination and cooperation between the Agency and the European Network and 

Information Security Agency (ENISA), Computer Emergency Response Team (CERT EU) 

and the European Cyber Crime Centre (EC3). The EDA also works in close cooperation 

with the European External Action Service (EEAS), the European Commission and the 

relevant EU agencies and bodies, as well as liaising closely with NATO and its Cooperative 

Cyber Defence Centre of Excellence (CCDCOE).
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The Capability Development Plan

The EDA’s and Member States’ main prioritisation tool is the Capability Development Plan 

(CDP), which is updated regularly (last revision: June 2018) and serves as a key reference 

for cooperative projects and programmes funded by the EU and Member States. In the 

cyber-defence domain, the CDP puts the focus on:

•	 supporting Member States in building a skilled military cyber-defence workforce;

•	 ensuring the availability of proactive and reactive cyber-defence technology;

•	 enabling cross-cutting activities in other domains and with other organisations.

The Agency works with Member States on these priorities by:

•	 agreeing on a strategic context case that outlines the capability landscape, 

and by detailing the programme to be conducted by the Cyber Defence Project 

Team and the Ad Hoc Working Group (AHWG) for Cyber Defence Research 

and Technology;

•	 engaging with other stakeholders at EU and extra-EU level (for instance NATO, 

within the remit of the 2016 EU/NATO Joint Declaration);

•	 promoting collaboration between Member States either by using internal project 

management vehicles or by supporting the definition of permanent structured 

cooperation (PESCO) projects;

•	 using its own operational budget to promote coordination and research studies 

in support of Member States’ capability development.

The capability projects

Capability projects are initiated and conducted under the direction and guidance of 

Member States within the EDA’s Cyber Defence Project Team. Examples:

Cyber Ranges Federation

Increased mutual availability of virtual cyber defence training and exercise ranges  

(Cyber Ranges) for national cyber defence specialists’ training is an emerging need for 

many Member States. These ranges are multi-purpose environments supporting three 

primary processes: knowledge development, assurance and dissemination.
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The Cyber Ranges Federation project aims to create a federation of ranges, with the 

intention of leveraging three complementary functionality packages: Cyber Training 

& Exercise Range, Cyber Research Range as well as Cyber Simulation & Test Range 

functionalities.

Training & exercises

Following a structured cyber-defence training need analysis, the EDA develops, pilots 
and delivers a variety of cybersecurity courses from basic awareness to expert level.

The Cyber Defence Training & Exercises Coordination Platform (CD TEXP) is a project 

intended to facilitate the pooling and sharing of training and exercises at European level, 

building on an EDA-developed collaborative platform.

The Senior Decision Maker’s Course was developed and consolidated in 2017. Its objective 

is to enhance senior decision makers’ knowledge and understanding with respect to their 

roles and responsibilities in the cybersecurity and defence domains, in order to equip 

them with what is needed to assume their responsibilities with regard to cyber defence 

aspects in the context of EU Common Security and Defence Policy (CSDP) military crisis 

management operations (CMOs).

Based on an EDA feasibility study, a Cyber Education, Training and Exercise Platform has 

been established within the framework of the European Security and Defence College 

(ESDC). This platform will act as a virtual coordination platform linking and coordinating 

existing and emerging cyber training facilities in EU Member States.

The research and technology projects

Research and technology (R&T) projects are initiated and conducted by Member States 

within an EDA Ad Hoc Working Group and include the following:

Cyber Defence Strategic Research Agenda (CSRA)

Cybersecurity technologies are relevant to both the civil and the military domain 

(‘dual-use’). Considering ongoing and future civil research, for example within the EU 

research framework programmes, and the high resilience required in defence, it will be 

crucial to precisely target R&T efforts on specific military aspects.
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Cyber situation awareness

The aim of the deployable Cyber Situation Awareness Package (CySAP) for the head

quarters project is to integrate information originating from various sources and to 

provide a common and standardised cyber-defence planning and management platform, 

that allows commanders and their staff to perform cyber-defence-related tasks in their 

day-to-day business.

Advanced persistent threats (APTs)

An advanced persistent threat (APT) is a prolonged, focused cyber-attack on a specific 

target intended to compromise that target’s system and gain information from or 

about the target. The target can be a person, an organisation or a business. Traditional 

cybersecurity measures such as defence-in-depth, firewalls and antivirus cannot protect 

against an APT attack, and leave organisations vulnerable to data breaches.

Governments and their institutions are among the most prominent targets for APT 

malware, mostly aimed at cyber espionage. Intrusions are either discovered too late or 

not at all. Early detection is crucial to properly manage the risk imposed by APTs. After 

a very successful feasibility demonstrator, the EDA is leading a follow-on project with 

a group of interested Member States to develop an even more capable solution as an 

operational prototype.

Figure 1: Intended features of the CySAP prototype
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Digital forensics for military use

The collection and evaluation of digital evidence in a military context is becoming more 

and more important in order to learn lessons from previous attacks, to attribute attacks 

to perpetrators, to harden military information infrastructures and to improve online 

analysis capabilities. In order to address these issues, the EDA launched a Deployable 

Cyber Evidence Collection and Evaluation Capacity (DCEC2) project aimed at developing 

a technical demonstrator for a digital forensics capability for the military, based on 

specific requirements of deployed military operations, such as force protection, agility 

and rapidity.

The future

Cybersecurity is evolving at an unprecedented pace: new threats are identified almost 

every day, new tools are developed, new approaches to secure assets and networks 

are tested and proposed.

As threat actors improve their strategies and introduce new technologies, defenders 

will need a more structured approach and a better consolidation of their efforts. The 

asymmetric nature of the cyber domain will play an even more important role: as  

attackers can produce disruptive effects with investments sometimes 100 or even  

1 000 times lower than those of the defenders, there is a strong need for improved 

Figure 2: DCEC2 forensics domains
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cooperation between organisations in areas such as information sharing, burden sharing, 

and technical integration.

In such a dynamic and challenging environment, the EDA will continue to support Member 

States in their efforts to build efficient and effective capabilities. In this respect, the 

Cyber Defence Project Team and the Cyber Research and Technology Ad Hoc Working 

Group constitute an excellent platform allowing experts to coordinate their efforts. Due 

to the increased use of information and communication technologies, the importance of 

addressing cyber-defence aspects in many other domains will become ever more urgent. 

Summary of seven overall future military capability requirement trends.
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by Catherine de Bolle1, Jelmer Brouwer2 and Nicole van der Meulen3 

Coordinating the European law enforcement response to cybercrime

With technology and the internet increasingly facilitating the organisation and 

coordination of criminal activities, the nature of organised crime has fundamentally 

changed. The use of new technologies by organised crime groups (OCGs) has not 

only altered the modi operandi of traditional forms of crime, it has also resulted in the 

emergence of a whole new set of cyber-dependent crimes. These developments pose 

significant challenges for law enforcement agencies both in Europe and worldwide.

The borderless nature of the internet allows for criminal activities that are transnational 

and therefore require responses that transcend national boundaries. As the European 

Union Agency for Law Enforcement Cooperation, Europol is particularly well placed to 

play a leading role in the fight against the many forms of cybercrime threatening the 

safety of European citizens. It does so by offering operational and analytical support 

and coordination for Member States’ cross-border investigations, as well as through 

prevention and awareness measures.

Europol: the European Union Agency for Law Enforcement 
Cooperation

Europol is the EU’s law enforcement 

agency, assisting the Member States 

in their fight against serious international crime and terrorism. Founded as an inter

governmental organisation in 1999, it has been an EU agency since 2010, making it 

ultimately accountable to the Justice and Home Affairs (JHA) Council and the European 

Parliament. Europol is not a European police force and it does not have executive powers. 

Instead, it provides coordination and support to the law enforcement agencies of EU 

1	 Executive Director, Europol.
2	 Research Officer, Strategic Analysis Team, Europol.
3	 Senior Strategic Analyst, EC3, Europol.

2.3  EUROPOL: the role of Europol in cyberspace
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Member States. All EU Member States have liaison officers seconded to the Europol 

headquarters in The Hague, where police officers share information with each other and 

with Europol crime analysts.

Europol serves as a support centre for law enforcement operations, a hub for information 

exchange and a centre for law enforcement expertise. It achieves this by offering 

operational coordination and support, a platform for the fast and secure exchange 

of operational and strategic crime-related information, and a range of analytical 

products. Each year Europol provides operational support and expertise to over 60 000 

international investigations by law enforcement agencies. Meanwhile, strategic analysis 

products – such as the EU Serious and Organised Crime Threat Assessment (SOCTA), 

Internet Organised Crime Threat Assessment (IOCTA) and EU Terrorism Situation and 

Trend Report (TE-SAT) – not only provide Europe’s law enforcement community with 

a detailed account of current and emerging threats, but they also play a key role in 

informing decision makers at EU level in setting the priorities in the fight against crime.

In recent years, Europol has set up several dedicated centres that focus on specific 

threats facing the EU. The European Serious Organised Crime Centre (ESOCC) focuses on 

a range of threat areas related to economic and property crimes and illicit commodities. 

The European Migrant Smuggling Centre (EMSC), covering crimes related to migrant 

smuggling and trafficking in human beings, is part of the ESOCC. The other centres 

are the European Cybercrime Centre (EC3) and the European Counter Terrorism Centre 

(ECTC). Although EC3 is the main centre with regard to cybercrime, various teams in 

the other centres also play an important role in securing cyberspace and protecting 

European citizens from cyber-related criminal threats.

EC3: fighting the multifaceted cybercrime threat

Based on a feasibility study commissioned by the 

European Commission and carried out by RAND Europe, 

Europol established the European Cybercrime Centre 

(EC3) in 2013. Since its inception, EC3 has evolved into a 

fully-fledged centre, playing a leading role in fighting cybercrime. To ensure cybercrime is 

approached from a holistic perspective, EC3 comprises three different units: Operations, 

Strategy and Forensic Expertise.
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Within the Operations Unit, there are five different teams, including three analysis 

projects (APs). The first team (AP Cyborg) focuses on cyber-dependent crime, which is 

any form of crime that cannot be carried out in the absence of the internet. The second 

team (AP Terminal) focuses on payment fraud, including card-present and card-not-

present fraud. The third team (AP Twins) focuses on online Child Sexual Abuse (CSA). 

The fourth and fifth teams are the Cyber Intelligence Team and the Dark Web Team. 

Both cut across the different operational teams and support them.

The main focus of the operational teams is to support the Member States in their 

investigations. A good example of this is the arrest of the leader of the OCG behind the 

Carbanak and Cobalt malware attacks. The OCG used malware attacks targeting financial 

institutions in more than 40 countries, cashing out over one billion euro. Its leader was 

arrested by the Spanish police in March 2018, after a complex international investigation 

coordinated by Europol and involving various law enforcement agencies from around the 

world, the European Banking Federation and private cybersecurity companies.

The operational teams lead and coordinate a number of recurring actions. Prime examples 

of these are the European Money Mule Action (EMMA) and the Global Airline Action Days 

(GAAD). Another good example is the Victim Identification Taskforce (VIDTF) initiative, 

where experts gather at Europol’s headquarters to identify victims of CSA. Supported 

by specialised Europol staff, they use advanced techniques and software and their 

knowledge and expertise to find vital clues in the enormous amount of CSA material 
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online. During the 2017 edition, 25 experts from 16 countries and 21 law enforcement 

organisations located 10 offenders and victims in 9 different countries. Since the first 

edition in 2014, more than 50 victims from 14 different countries have been identified 

and saved.

The investigation of cybercrime also requires capabilities in the area of forensics. Within 

EC3’s Forensic Expertise Unit, various specialists therefore assist Member States with 

digital forensics as well as document forensics, with a focus on operational support and 

research and development.

The third unit of EC3, the Strategy Unit, focuses on the strategic elements of fighting 

cybercrime. Tackling cybercrime requires a comprehensive approach that combines 

intelligence from both public and private parties; therefore the unit’s Outreach & Stake-

holder Management Team is concerned with establishing partnerships. Through the 

establishment of partnerships, the team helps to combine efforts by various stakeholders.
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The Strategy & Development Team, on the other hand, focuses on strategic analysis 

of cybercrime threats. The team uses horizon scanning to determine how innovative 

technological developments can introduce new opportunities for cybercrime and how law 

enforcement can respond to this. Another crucial element of the Strategy & Development 

Team is its prevention and awareness stream, which aims to ensure a coordinated 

approach to campaigns across the EU. The Strategy & Development Team also focuses 

on enhancing the knowledge and skills of law enforcement officials by coordinating 

relevant training courses. Finally, both teams within the Strategy Unit ensure that the 

law enforcement voice is heard regarding policy and legislative developments, as they 

communicate the challenges faced by law enforcement to relevant policymakers.

To ensure there is coordination across the different agencies within the EU dealing with 

cybercrime and cybersecurity, EC3 has a Programme Board. This provides EC3 with 

direction on how to achieve its goals and fulfil its officially assigned tasks, building 
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on partnerships, shared responsibility and cooperation with all Board members. The 

Programme Board is the main platform where the activities of the various actors in 

the domain of strengthening cybersecurity and fighting cybercrime can be aligned. 

Members comprise different EU institutions, agencies and bodies, as well as international 

organisations like Interpol.

Working alongside EC3 is the Joint Cybercrime Action Taskforce (J-CAT), established 

in 2014 and working on the most important international cybercrime cases that affect 

EU Member States. Based at Europol’s headquarters, J-CAT consists of a standing 

operational team of cyber liaison officers from several EU Member States and non-EU 

partners, complemented by EC3 staff. The objective of J-CAT is to drive intelligence-led, 

coordinated action against key cybercrime threats and targets by facilitating the joint 

identification, prioritisation, preparation and initiation of cross-border investigations 

and operations by its partners.
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One of Europol’s most successful recent operations was coordinating the takedown in 

July 2017 of two of the largest criminal dark web markets, AlphaBay and Hansa, by the 

Federal Bureau of Investigation (FBI), the US Drug Enforcement Agency (DEA) and the 

Dutch National Police. The operations took months of preparation and coordination and 

were among the most sophisticated takedown operations ever carried out. Following 

the arrest of two administrators of Hansa, Europol supported the Dutch National Police 

in taking over the marketplace and covertly monitoring all criminal activities taking 

place. During the same period, AlphaBay was shut down and many of its users moved 

to Hansa. Europol played a coordinating and de-conflicting role in both investigations, 

providing technical and forensic support, as well as hosting coordination meetings and 

secure communication channels for the exchange of information during the operations. 

The double takedown severely disrupted criminal enterprises around the world, led to 

the arrest of key figures involved in online criminal activity and yielded large amounts 

of intelligence leading to further investigations.
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Although EC3 is the main Europol centre for all issues related to cybercrime, other 

centres also deal with cyber-related criminal activities. Two of the main threats that 

are tackled by teams outside EC3 are online intellectual property crime and the use of 

the internet by terrorist organisations.

IPC3: countering intellectual property crimes on the internet

Intellectual property (IP) crime is a widespread phenomenon in the EU, as cheap fake 

copies of popular goods remain highly popular with consumers. Counterfeit and pirated 

products are estimated to constitute 5 % of all imports to the EU. Poly-criminal OCGs are 

increasingly involved in IP crimes, producing a wide range of counterfeit and sub-standard 

goods that are distributed on EU markets. This creates risks for consumers’ health and 

safety and affects legitimate economies as a result of unpaid taxes, reduced revenues, 

decreased sales volumes and job losses.

Graphic: http://www.arena-international.com/Journals/2017/10/16/k/f/v/Chris-Vansteenkiste---Europol.pdf 
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IP crime increasingly takes place online. Nowadays online marketplaces are the main 

distribution channel for counterfeit goods, with products usually sent directly to 

customers via postal and express freight services. Infringements of digital content are 

nowadays also mostly disseminated online, through BitTorrent networks which facilitate 

illegal downloads or streaming of IPR-protected content without the consent of the 

rights holder. Another common infringement method involves the illegal distribution of 

television channels using internet protocol television (IPTV) technology. Over the last 

few years Europol has coordinated a number of operations against criminal networks 

illegally distributing pay-TV channels across the EU, shutting down servers and arresting 

suspects.

In July 2016 Europol and the European Union Intellectual Property Office (EUIPO) 

launched the Intellectual Property Crime Coordinated Coalition (IPC3), hosted within 

Europol’s ESOCC. The coalition provides operational and technical support to law 

enforcement agencies and other partners in a number of ways. It facilitates and 

coordinates cross-border investigations, monitors and reports online crime trends  

and emerging modi operandi, and raises awareness of IP crime among the public and 

law enforcement authorities.
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One of Europol’s main operations in the area of IP crime is the annual Operation In Our 

Sites (IOS), launched in 2012 to target the sale of counterfeit goods on the internet and 

online piracy. Coordinated by IPC3, the operation has resulted in a total of 7 776 websites 

being seized to date. In 2017, through increased cooperation with anti-counterfeiting 

associations and brand owner representatives, joint investigations by IPC3, the US 

National Intellectual Property Rights Coordination Center, Interpol, 27 EU Member States 

and third parties resulted in the seizure of over 20 520 domain names offering counterfeit 

goods and online piracy on e-commerce platforms and social networks.

EU IRU: tackling terrorist and violent extremist content online

In recent years terrorist organisations have increasingly turned to the internet and 

social media to share knowledge, raise money, recruit followers and propagate and 

glorify acts of terrorism and violent extremism. In particular, al-Qaeda and Da’esh have 

managed to share their propaganda with a wide variety of audiences both through 

encrypted communication applications and on public social media networks. Da’esh 

has also developed a sophisticated communications strategy on social media, although 

recent territorial losses have caused a decline in the release of new propaganda material. 

Nonetheless, the organisation still employs a robust network of core supporters who 

are responsible for maintaining an uninterrupted online presence for the terrorist 

organisation.

To tackle this phenomenon, EU Justice and Home Affairs ministers mandated Europol 

to establish a European Union Internet Referral Unit (EU IRU) within the ECTC. Created 

in 2015, one of the aims of the EU IRU is to flag terrorist and violent extremist content 

online and refer it to online service providers in order for it to be removed if it breaches 

their terms of service. The unit focuses on referring content in Arabic, Russian and 

Turkish issued by al-Qaeda or Da’esh. It also supports competent authorities in the 

Member States with strategic and operational analysis. Since its creation, the EU IRU 

has expanded its activities by providing internet investigation support to high-profile 

terrorism investigations in Member States.

On 25 April 2018, the EU IRU coordinated a joint action against the Da’esh propaganda 

machine, carried out by law enforcement authorities of six EU Member States, Canada 

and the US. The action resulted in the takedown of major Da’esh media outlets, including 

Amaq News Agency, the main mouthpiece of the terrorist organisation. The action  

followed previous takedowns in 2016 and 2017 and severely compromised the ability of 

Da’esh to distribute terrorist material. It also resulted in the seizure of digital evidence 

that is expected to help identify the administrators behind IS media outlets and 

potentially radicalised individuals.
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Conclusion

Although cybercrime and the criminal abuse of cyberspace continue to take place, the 

law enforcement response can claim some success. Thanks in part to the support and 

coordination of Europol, law enforcement agencies across the EU and beyond have 

demonstrated that a coordinated, intelligence-led and adaptive approach, involving 

multiple sectors and partners, can result in significant success in fighting cybercrime. 

As these threats are unlikely to diminish in the near future, Europol will continue to play 

a leading role in the fight against cybercrime and work towards making Europe a safer 

place for its citizens.
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In September 2017 the European Centre of Excellence 

for Countering Hybrid Threats (HybridCoE) started its 

first capability year in Helsinki, Finland. The HybridCoE’s 

vision is to be the leading facilitator and enabler building 

participants’ capabilities and enhancing EU-NATO cooperation 

in countering hybrid threats.

The tasks of the new centre of excellence include bringing clarity into security debates 

and finding solutions as to how countries can improve their civil-military capabilities; 

enhancing resilience against forces that try to polarise societies in ways that undermine 

democracy and democratic countries’ decision-making, improving preparedness for 

attacks that seek to weaken different alliances and states; finding better ways to build 

solidarity among nations and share best practices and expertise; as well as seeking to 

improve coordinated responses. This is just one development among many promoted 

by both the EU and NATO, as well as their individual Member States, in response to the 

2.4  European Centre of Excellence for 
Countering Hybrid Threats: 
cyber in the realm of hybrid threats

by Matti Saarelainen and Hanna Smith

At the official  
inauguration ceremony,  

the four speakers  
were first to sign the  
centre’s guest book. 

From left to right:  
Mr Sauli Niinistö, 

President of Finland; 
Mr Jens Stoltenberg, 

Secretary General of NATO; 
Ms Federica Mogherini, 

EU’s High Representative  
and Mr Juha Sipilä, Prime 

Minister of Finland
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changing security environment. These measures are an indication that there is indeed a 

need to reassess, inspect and review existing methods for countering security threats. 

The functions of HybridCoE include the following:

•	 investigate and examine hybrid influencing targeted at Western democracies by 

state and non-state actors, map participants’ vulnerabilities and improve their 

resilience and response;

•	 conduct tailored training and arrange scenario-based exercises for practitioners 

aimed at enhancing the Member States’ individual capabilities, as well as 

interoperability between and among Member States, the EU and NATO for 

countering hybrid threats;

•	 conduct research and analysis into hybrid threats and methods to counter 

such threats;

•	 engage with and invite dialogue with governmental and non-governmental experts 

and practitioners from a wide range of professional sectors and disciplines with 

the aim of improving situational awareness of hybrid threats.
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What characterises hybrid threats?

Changes occurring in the security environment are among the causes of an increased 

feeling of insecurity and reasons why ‘hybrid threat’ has become a household concept to 

indicate today’s threats to democratic states. HybridCoE characterises hybrid threats as 

coordinated and synchronised action that deliberately targets democratic states’ and 

institutions’ systemic vulnerabilities through a wide range of means. Activities exploit the 

thresholds of detection and attribution as well as the border between war and peace. 

The aim is to influence different forms of decision-making at local (regional), state or 

institutional level to favour and/or achieve the agent’s strategic goals while undermining 

and/or hurting the target.

A major part of the changes in the ways influence can be achieved comes from the 

revolutions in fast-developing technologies, giving rise to new domains such as cyber-

space where national and international rules of the game have to be thought out. One 

enabler for using synchronised and coordinated action with multiple means (hybrid 

Actors
(State, non-state, 

proxies)
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(Identifying weaknesses)
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threats) is cyberspace. In the realm of hybrid threats, cyber is one of the channels that 

can be used for hostile influencing and illegal activity.

Humans have always tried to influence thinking, but the means and areas in which 

influence is exerted are changing fast. Cyberspace and virtual worlds are products of our 

time and thus something new. This has major implications for security thinking. Cyber-

security covers many domains such as infrastructure protection, new media landscape 

elements, effects of digitalisation, cyberspace intelligence as well as network-based 

action, the dark side of globalisation, which favours weaker states and non-state actors. 

But as Mariarosaria Taddeo, Research Fellow at the Oxford Internet Institute, University 

of Oxford, and the Deputy Director of the Digital Ethics Lab and Faculty Fellow at the 

Alan Turing Institute, has pointed out, ‘Cyber-attacks are escalating in frequency, impact 

and sophistication. State actors play an increasingly large role in this escalating dynamics, 

as they use cyber-attacks both offensively and defensively’. It can therefore be stated 

that cyberspace is now used by all actors and activity is increasing.

Digitalisation provides opportunities and threats

It is important to bear in mind that while cybersecurity provides many opportunities, 

for example to European companies, and opens up new possibilities for developing 

technologies, it is at the same time one of the greatest challenges of the future due 

to threats relating to it. The unique nature of cyberspace makes it an ideal domain for 

cyber-attacks and influence activities for all kinds of actor - state and non-state actors, 

politically- or profit-motivated groups or individual hackers. 

Furthermore, cyberspace has compressed geography and timelines. This change, along 

with other factors, has highlighted the need to understand different political and strategic 

cultures as well as the need for better preparedness and foresight. Information produced 

in one country can be interpreted in another country in very different ways. The internet 

has become a new battlefield where rules are still being formulated. These elements 

are one of the best ways of proving that, in today’s security environment, internal and 

external security aspects are more closely intertwined with each other than they have 

been in recent decades.

For example, information-influencing operations by hostile actors in democratic states 

have been conducted by using the ‘vilify and amplify’ approach. Here, different parts of 

the hostile actor’s systems generate, gather and amplify material which is designed to 

undermine the target, while maintaining a degree of plausible deniability. This method 

has already been used for decades. However, cyberspace, deniable websites and social 

media have made the use of this technique - in several different ways - much easier to 

deploy today. At the same time, in cyberspace the attribution aspect has become very 
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problematic, if not impossible. Cyber-attacks are often launched in different stages 

and involve globally distributed networks of machines, as well as pieces of code that 

combine different elements provided (or stolen) by a number of actors. The tactics and 

nature of cyberspace makes deterrence against cyber threats extremely complicated.

Another worrying trend is that terrorists have adopted the use of cyberspace to further 

their objectives. Online activities have been used to boost their agenda, distribute 

propaganda, collect intelligence information, recruit new members, raise funds and 

radicalise potential supporters. Cyberspace has also been used for the purposes of 

communication and planning of attacks. This emphasises the fact that network-based 

action is one of those security challenges that should be considered most seriously.

What is the nature and intensity of cyber-attacks?

It should be noted that the nature and intensity of cyber-attacks vary from low- to 

high-end attacks, as do the cyber capabilities used. So far, terrorist groups have only 

been able to conduct low-end cyber-attacks with low-end cyber capabilities by defacing 

websites and breaking into social media accounts. The vast majority of state activities 

in cyberspace have also remained below the level of high-end cyber-attacks. But Piret 

Pernik, research fellow at the International Centre for Defence and Security (ICDS) in 

Tallinn, has noted that ‘long-term low-level cyber-attacks can cumulatively produce 

large-scale damage’.  It is noteworthy that state actors do have the high-end cyber 

capabilities to launch, for example, a large-scale destructive cyber-attack against critical 

infrastructure, but so far the majority of state-actor activity has also remained below 

the high-end capabilities. 

During the last couple of years, advanced persistent threats (APTs) have gained a lot 

of attention. These long-term cyber operations, the purpose of which is to stay below 

detection, are carefully targeted and multiple techniques are combined in order to 

obtain the desired end-result. The operations are expensive, complex and require a lot of 

resources, which is why they have so far rarely been used by non-state actors. However, 

state-sponsored freelance groups and organised criminals, that collect valuable infor-

mation/intelligence, steal intellectual property, pilfer sensitive financial data and even 

transfer cash in attacks aimed at banks have also been detected. APT actors have made 

the attribution aspect relating to cyber threats even more complex, if not impossible.

How to counter these challenges in the cyber domain?

To begin with, it should be kept in mind that different kinds of cyber-attack require 

different kinds of protection measure. Disinformation influencing can be countered 
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by improving resilience - for example, by improving media literacy ability, providing 

education, and by paying attention to the regulation of journalistic standards, and 

regular fact-checking in order to reveal false narratives and sources of fakes. Exposing 

influence attempts is also an effective countermeasure. In turn, the detection of advanced 

persistent threats, for example, requires highly specialised expertise and investment 

in technology. Therefore, the countermeasures also need to be combined and viewed 

from different angles.

Deterring cyber threats cannot be done by traditional means of deterrence. Traditional 

deterrence does not address the global reach, anonymity, or the distributed and inter-

connected nature of the cyber domain. However, if deterrence is considered in a creative 

way and adapted to new domains such as cyber and the changing security environment, 

there is still a lot that can be done. In cyberspace as in all influencing channels belonging 

to the realm of hybrid threats, active countering strategies need to be developed 

which include better detection, retaliation, and demonstration capabilities, resilience 

building including legal frameworks - both international and national, collaboration and 

network-building among the like-minded and alliances, as well as recovery strategy. 

Furthermore, as Jarno Limnell, professor of cybersecurity in Finland’s Aalto University, 

has pointed out, inter-agency cooperation such as civil-military, public-private, etc. needs 

to be enhanced further. A culture of shared responsibility will strengthen the democratic 

states. It can become a powerful tool to counter hybrid threats.

See also the Strategic Analysis Papers of the Hybrid CoE. One of the most recent editions deals 
with cyber deterrence and can be downloaded from: 

https://www.hybridcoe.fi/wp-content/uploads/2018/06/Strategic-Analysis-2018-6and7-Taddeo.pdf



Handbook on Cybersecurity118

The European Security and Defence College, led 

by the 28 EU Member States, is a network college 

consisting of 140 partners within and outside 

the European Union. During a special meeting on  

6 February 2018, the 28 Member States represented 

in the Steering Committee of the European Security 

and Defence College (ESDC) decided to create a 

Cyber Exercise, Training, Exercise and Evaluation 

(ETEE) Platform. Where does this platform come 

from and what exactly is it supposed to do? What 

about all those other actors that are already active in this field? What is the added 

value of this new area for the ESDC? Won’t it distract the focus of the ESDC from its 

core tasks?

The origins of the Cyber ETEE platform

Looking back at the origins of this initiative leads to a more or less random choice: 

which is the first document to mention? For the purposes of this article, we go back to 

the EU Cyber Defence Policy Framework adopted by the Council on 18 November 2014. 

Paragraph 4 of this document relates to improving training, education and exercise 

opportunities for the Common Security and Defence Policy (CSDP)1 and gives specific 

roles and tasks to the EEAS, together with the EDA and the ESDC. However, we could 

also have started in 2013, with the Cybersecurity Strategy of the European Union2. The 

overall aim of the strategy was to create additional education and training opportunities 

related to the EU CSDP for different audiences. At the same time, synergies needed to 

be created with different stakeholders such as ENISA, EUROPOL, ECTEG and CEPOL. 

Closer cooperation between the ESDC and NATO was also promoted in this field.

1	 Council of the European Union, Doc ST15585/14of 18 November 2014, p.11.
2	 Joint communication to the European Parliament, the Council, the European Economic 

and Social Committee and the Committee of the Regions, Cybersecurity Strategy of the 
European Union: An Open, Safe and Secure Cyberspace, document JOIN(2013) 1 of February 
2013, and the related General Affairs Council conclusions of 25 June 2013.

2.5  The European Security and Defence College: 
Cyber Education, Training, Evaluation and 
Exercise platform

by Dirk Dubois
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The Joint Communication on Resilience, Deterrence and Defence3 talks about the creation 

of a cybersecurity competence network with a European Cybersecurity Research and 

Competence Centre. This centre, to be established in 2018, would play a significant role 

in training and would initially be set up by the Commission as a Horizon 2020 project 

with a budget of EUR 50 million. By February 2018, no concrete steps had been taken 

to create such a network and the understanding in the ESDC Steering Committee was 

that the ESDC would create the network. However, the legal basis4 of the ESDC doesn’t 

allow the use of Commission funds other than from the CFSP budget.

3	 Joint Communication on Resilience, Deterrence and Defence: building strong Cybersecurity 
for the EU, (JOIN(2017) 450 final) of 13 September 2017.

4	 Council Decision (CFSP) 2016/2382 of 21 December 2016.

The Joint Communication can be found on: 
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52017JC0450

From an idea to a decision

Graphic: Jochen Rehrl
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A third source for the creation of the Cyber ETEE platform can be found in a study on 

the EU Cyber Defence Centre for the CSDP, performed by Rand Europe at the request of 

the European Defence Agency5 and the subsequent Collegiate View of the EU Military 

Committee6. This study, based on input from the Member States and from the EDA itself, 

identifies seven core functions of Cyber ETEE for the CSDP, namely:

1.	 Thought leadership and research

2.	 Coordination and liaison

3.	 Identification and setting of requirements

4.	 Design and delivery of the CD ETEE initiatives and programmes for CSDP

5.	 Guidance and consultancy services

6.	 CD ETEE field development and capacity building

7.	 Networking and scholarships

These functional clusters are further split into 24 core tasks.

5	 RandEurope: Update Study on the EU Cyber Defence Centre for CSDP. Final Project Report. 
October 2017.

6	 EUMC Collegiate View, Document EEAS (2017) 1371 Rev 3 of November 2017.

Envisaged tasks for the 
Cyber ETEE platform 

Graphic: Jochen Rehrl
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During consultations in the summer of 2017 between the Rand project team and the 

ESDC staff, it became clear that most of these tasks could be covered using existing 

ESDC structures and procedures. Some tasks would, however, require more time to 

implement and certain aspects, such as research, would have to be completely reliant 

on resources made available through the ESDC network.

The main concern of the Member States during the discussions leading up to the decision 

on 6 February was to make certain that there would be no duplication/competition 

between the efforts of the Cyber ETEE platform and the work done by the European 

Commission. 

The aim of the Cyber ETEE platform

Taking into account the different elements mentioned above, the Member States agreed 

on the final aim of the Cyber EYEE platform as follows:

‘To address cyber security and defence training among the civilian and military personnel, 

including for the CSDP requirements for all CSDP training levels as identified by the EU 

Military and Civilian Training Groups, and upscaling the training opportunities for the 

Member States. The detailed tasks and functions for this platform have been identified 

in Ref 2, 3 and 6.

The inauguration ceremony 
of the platform was held on 
20 and 21 November 2018 in 
the Museums of Fine Arts in 
Brussels. 

(in the picture: 
Mr. Dirk Dubois/ESDC,  
Mr. Jorge Domecq/EDA,  
Mr. Gustav Lindstrom/EU ISS 
and Mr. Jochen Rehrl/ESDC)

Photo: European Security and Defence College/Michael Chia
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At a later stage and depending on the further development of such a concept, the Cyber 

ETEE platform could advance ETEE opportunities for wider cyber defence workforce 

(so-called Cyber Reserve).’ 1

Although the CSDP remains in the text, it is clear that the role of the platform is not 

limited to the CSDP alone. Also, it is clear that the platform needs to address a generalist 

public, and should not be limited to high-ranking officials. On the contrary, the aim is 

to address the training requirements of all levels - from working level to senior decision 

makers - with courses ranging from awareness level through to technical courses and 

specialised courses. In the field of cyber security as in normal life, we should avoid 

exacerbating the differences between civilian and military cyber security. The challenges 

and risks for both are similar and this is even more the case for our critical infrastructure. 

It therefore makes sense that we educate, train and exercise together, as has always  

been the case for ESDC activities.

This ambitious aim should be addressed in a cost-effective way, without creating 

duplication of effort with other organisations. In spring 2018, the Member States agreed 

to increase the staff of the ESDC Secretariat gradually by six people spread over two 

years. The initial intent was to work with Seconded National Experts, in line with ESDC 

tradition. However, if these Experts cannot be made available, it will be possible to 

recruit contract staff so that the strict deadline of having an initial capability by the 

end of 2018 can be met.

At the same time, the necessary funds were made available to start work on the  

project. Here lies the main advantage of working in the way the ESDC does: the whole 

project would represent a cost to the EU budget of around EUR 500 000 per year, or 

approximately 1 % of what the Commission was originally willing to contribute in the Joint 

Declaration of 2017. In other words, the Member States have committed themselves to 

offering the necessary courses to the ESDC by pooling and sharing their resources and 

foregoing the additional funding by the Commission, which could then be used in other 

ways. At the same time, the Commission committed to investigating ways to support 

the efforts of the Cyber ETEE platform.

Coordination and cooperation

Now that the resources have been identified, it is time to identify the different stake-

holders and their expectations for the platform. The ESDC Secretariat sent out a 

questionnaire to the Member States with a view to identifying the specialised institutes 

1	 Document ESDC 2018/013 Rev 1 - Cyber ETEE Platform.
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they would like to have join the ESDC network. An initial meeting was held in June 2018 to 

establish a working program for the coming years. The elements of the work programme 

are derived not only from the documents mentioned above, but also from the input of 

the so-called ‘discipline leader’ on cyber defence training identified by the EU Military 

Training Group. As soon as it is set up, the civilian training group will also be invited 

to provide its input. The work programme also covers the challenges and expectations 

identified by the Member States.

Although the ESDC already had a limited offer of cyber courses in its portfolio, and some 

highly qualified training providers in this field in its network, other actors are far more 

dedicated to the cyber field. From the very beginning of setting up the platform, the 

ESDC team contacted these entities one by one. Reactions from partners such as the 

EDA were predictable, as they had been extremely supportive of the ESDC completing 

this task from the beginning. Others, such as EUROPOL and CEPOL, had already been 

cooperating with the ESDC over the course of many years. Other entities with fewer 

links with the ESDC immediately reacted in a positive way to this initiative. On the EU 

side, initial meetings were held with representatives from the European Cybercrime 

Training and Education Group (ECTEG) and from the European Union Agency for Network 

and Information Security (ENISA). All agreed that they were willing to share their  

experience and expertise - to the extent permitted by their own legal basis – with the 

new platform. In particular, ENISA saw huge added value in the experience of the ESDC in 

organising training activities. In addition to their experience in the field of cyber security 

and defence, they were immediately willing to share the taxonomy they had developed 

over the years. This would in principle allow them to speak the same ‘language’ when 

talking about cyber incidents. Talks with EU CERT and other stakeholders are going to 

take place in the immediate future and in any case before the declaration of the Initial 

Operating Capability of the platform.

Mirroring the initial task contained in the EU Cyber Defence Policy Framework of 2014, 

Member States also requested that the ESDC coordinate its efforts with the relevant 

NATO services and certified Centres of Excellence. So far, informal contacts have been 

established with both the NATO Communications and Information Agency (NCIA) and the 

Cooperative Cyber Defence Centre of Excellence (CCD COE) in Tallinn. These contacts 

will need to be deepened and broadened in order to enable their respective training 

activities to be reinforced.

The Joint Declaration of September 2017 cites a potential figure of 350 000 people who 

will need to be trained for the private sector alone. It is clear that even the ESDC’s large 

network, with over 150 training providers, would not be able to train all of those people 

in addition to the requirement for training EU and Member States’ officials.
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When, in future, the concept of a so-called ‘cyber reserve’ is agreed, a large number of 

additional people will need to be trained just to meet the needs of the Member States.

Together with the various stakeholders, we remain committed to setting standards in 

training in a very flexible way, whilst focusing on what really counts at the end of the 

day: being certain that, at the end of an education or training activity, the participant is 

a knowledgeable, skilled, autonomous and responsible person. Making certain that the 

Member States and the EU institutions can count on the outcome of training is the key 

condition for success for the cyber platform, creating economies of scale and exchange 

opportunities for all.

Will the ESDC change?

A final question remains: will this new task endanger the ‘normal’ functioning of the 

ESDC? The question is of course linked to the large influx of new people with varied 

backgrounds into the ESDC Secretariat. However, the training institutes of the network 

and the core team at the Secretariat, covering the traditional ESDC activities, are very 

experienced and have long-standing best practices. The stability of the personnel will 

ensure that the core functions of the College are maintained for the foreseeable future. 

It is also my personal opinion and conviction that we can easily mitigate this risk and 

that the Member States will keep us on track should we deviate from this path. 

Structure of the ESDC including its Cyber ETEE platform

Graphic: Jochen Rehrl
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Hosted by Greece, the ENISA has its seat on the 

island of Crete, and the majority of its staff work 

in the operations office located in the northern 

suburbs of Athens. As a centre of excellence 

that supports the experts in the Member 

States, ENISA was set up in 2004 to work on 

a wide range of cybersecurity topics and to fill 

the gaps that neither public nor private sector 

bodies could fill.

ENISA specialises in EU policy implementation. In this regard, the Agency strongly 

supports the EU Commission and the Member States by giving guidance on the 

technicalities of network and information security, thus contributing to the proper 

functioning of the internal market.

2.6  ENISA – the European Union Agency for 
Network and Information Security

by Udo Helmbrecht

ENISA has its seat on 
the island of Crete. 
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The structure 

ENISA’s Management Board defines the Agency’s general orientation. It is a structure 

composed of representatives of the Member States and the Commission which, among 

other tasks, appoints the Executive Director, establishes the budget and approves 

the work programme. The Agency also has an Executive Board, tasked with preparing 

decisions for adoption by the Management Board on administrative and budgetary 

matters.

An Executive Director, appointed by the Management Board, manages the Agency. Two 

heads of department – the Core Operations Department and the Resources Department 

– assist the ED in his daily work.

The Core Operations Department deals mainly with aspects related to secure infrastruc-

tures and services, information security and data protection, operational security, support 

and analysis, relations with security incident response teams, public affairs and policy.

The Resources Department is responsible for facilities management, finance and 

accounting, human resources, information technology, safety and security, and relations 

with the host Member State.

The ENISA Permanent Stakeholders Group is an advisory body composed of 33 

members appointed from all over Europe. The group advises the Executive Director on 

the development of the Agency’s work programme, and on communication with the 

relevant stakeholders.

In addition, the Executive Director may, in consultation with the Permanent Stakeholders 

Group, establish ad hoc working groups composed of various experts. The ad hoc working 

groups address specific technical and scientific matters.

Our vision

ENISA’s priorities at the moment include critical information infrastructure protection, 

the NIS Directive, capacity-building activities such as the cybersecurity exercises, 

standardisation and certification, provision of consolidated threat information to its 

stakeholder community, identification and dissemination of best practices on how to 

mitigate threats associated with new technologies, and supporting EU legislation such 

as GDPR, eIDAS, and PSD2.
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Over the last decade, society has made a tremendous leap into the evolving age of 

technology. Today we enjoy endless benefits and countless opportunities in all sectors 

of our economy. However, this brings about risks and challenges for EU citizens and 

businesses: data protection issues, cybercrime, and online disinformation to name a few. 

Fortunately, cybersecurity remains high on the agendas of the EU and its Member States, 

and increasingly high budgets are allocated to boosting cyber resilience and supporting 

the European community.

The strategic objectives of the Agency derive from its regulation. The feedback from 

the Member States – both public and private sector – complements these objectives:

•	 Knowledge and information: stay up-to-date on developments in the EU digital 

environment and use the NIS knowledge of the staff to collate the information 

collected, in order to anticipate emerging challenges and better prepare the EU to 

face them; 

•	 Policy development and implementation: support the institutions of the European 

Union and the EU Member States in developing, implementing and reviewing EU 

cybersecurity legislation;

•	 Capacity building: assist the institutions of the European Union and the EU 

Member States in building up and strengthening their NIS capabilities and 

expertise, thus supporting Europe as a whole in sustaining NIS capacities of  

the highest standards;

•	 Community: encourage the development of the European NIS community, which 

is becoming more and more prominent, by promoting and strengthening the 

cooperation between EU Member States, EU institutions, NIS stakeholders and 

the private sector;

•	 Enabler: bolster the impact of the Agency by improving the management of 

its resources and the engagement with its stakeholders at both European and 

international level.



Handbook on Cybersecurity128



129 Stakeholders



Handbook on Cybersecurity130

Our projects

Every year, based on the needs of the stakeholders, ENISA produces deliverables covering 

different areas, with the aim of supporting the EU’s NIS policy. A deliverable could be a 

report, a position paper, a risk assessment or a briefing. ENISA deliverables are compre-

hensive documents that outline key information and provide practical recommendations.

Most deliverables cover areas such as the CSIRT community, cybersecurity, privacy, 

critical information infrastructure protection, resilience, the Internet of Things, threat 

intelligence, cloud computing, risk management and many others. When preparing a 

deliverable, ENISA is supported by experts in that field, including members of academia, 

industry and governmental organisations.



131 Stakeholders

CSIRTs Network

The CSIRTs Network provides a forum where Computer Security Incident Response Teams 

from the Member States can cooperate, exchange information, and build trust. National 

CSIRTs work on improving the handling of cross-border incidents and look for ways to 

respond to specific cybersecurity incidents in a coordinated manner. ENISA provides the 

secretariat for the CSIRTs Network. With its strong expertise in this field, the agency 

regularly supports the meetings and tasks of the Network.

Cyber Europe

As a simulation of large-scale cybersecurity incidents that escalate into EU-wide cyber 

crises, the pan-European exercise Cyber Europe is a sophisticated crisis management 

exercise that ENISA organises for the public and private sectors in EU and EFTA Member 

States. The exercises offer opportunities to analyse advanced cybersecurity incidents, and 

to deal with complex business continuity and crisis 

management situations. Over 600 organisations 

across Europe participate in this exercise every two 

years. In 2018, ENISA organised the fifth edition of 

the exercise.

CSIRTs by country - interactive map
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European Cybersecurity Month

The European Cybersecurity Month (ECSM) is a specific month dedicated to activities 

on cybersecurity and security/privacy awareness. The European Cyber Security Month is 

the EU’s annual awareness campaign, which runs for the entire month of October. ENISA 

and DG CONNECT support the ECSM alongside many partners from all over Europe. 

ECSM aims to raise awareness of cybersecurity threats, promote cybersecurity among 

citizens and provide up-to-date security information through education and sharing of 

good practices.

European Cybersecurity Challenge

The European Cybersecurity Challenge (ECSC) is an integrated element of the ECSM. 

Every year, cyber-talents from participating countries meet to network, collaborate, and 

finally compete against each other to determine which country has the best cyber-talents. 

The challenge consists of security-related tasks – from domains such as web security, 

mobile security, crypto puzzles, reverse engineering and forensics – that the participants 

have to complete. The team with the most points at the end of the challenge wins the 

competition. The challenge also hosts expert talks and a job fair, which have attracted 

a lot of interest from some of the best cybersecurity talents and hundreds of visitors 

from across Europe. 
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Training material

For over a decade, ENISA has been producing cybersecurity 

training material, containing essential material for developing 

skills in the community of incident responders and in the 

field of operational security. Apart from providing training 

material, ENISA organises courses and trains over 200 cyber 

specialists every year.

The future

Recent developments have increased the European Commission’s determination to scale 

up the Union’s response to cyber attacks, improve cyber resilience and increase trust 

in the EU Digital Single Market

Therefore, building on the current Agency, a proposal was put forward to establish a 

European Union Cybersecurity Agency – with a strong mandate, permanent status and 

adequate resources – and to set up an EU cybersecurity certification framework – that 

will, amongst other things,  ensure the trustworthiness of billions of ‘Internet of Things’ 

devices.
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The most important task that the Commission envisages for ENISA is undoubtedly the 

production of ‘candidate schemas’ that will serve as the basis for the certification of 

products and services that are crucial for the Digital Single Market. ENISA is expected 

to work together with the Commission and the Member States to assist them in 

implementing this new proposed certification framework, thereby making it easier for 

businesses to trade across borders and for buyers to understand the security features 

of the product or service.

Equally, this boost foresees the addition of response-oriented tasks, which will enable 

ENISA to play a more active role in supporting Member States in the event of cyber-

attacks. This includes the possibility for the Agency to carry out post-incident analysis 

when requested by the Member States.
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Digital technologies underpin the complex systems which keep our economies running. 

The latest 2018 Digital Economy and Society Index (DESI)1, published by the European 

Commission, reveals that almost half of Europeans (46 %) use the internet to make calls 

while more and more businesses send electronic invoices (18 % compared with 10 % in 

2013) and use social media to engage with customers and partners.

1	 European Commission Fact Sheet on Results of DESI 2018. 
Accessible at: http://europa.eu/rapid/press-release_MEMO-18-3737_en.htm

2.7  CERT-EU: European CERT cooperation

by Georgios Psykakos and Arthur de Liedekerke

The Digital Economy and Society Index (DESI) is a composite index published every year by the European Commission since 2014, 
measuring the progress of EU countries towards a digital economy and society.
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The new digital reality in Europe

Increasing dependence on information technology and the growing interconnectedness 

of our lives have brought about a paradox – a situation where digitisation simultaneously 

offers significant opportunities but exposes our societies to new risks. WannaCry, 

NotPetya, the Mirai botnet… These are some of the infamous examples that have 

highlighted the large-scale impact that malicious cyber activities can have on essential 

sectors such as energy, transport and health.

Our vulnerability to cyber-attacks is a daily reality: it is estimated that, in 2017, Europe 

faced up to 4 000 ransomware attacks per day2. In light of the potential consequences 

of these incidents, strengthening the security and resilience of cyberspace has become 

a priority on the global political agenda.

2	 Remarks of former Director of Europol, Rob Wainwright, during the 
Web Summit in Lisbon, Portugal on 8 November 2017. Accessible at: 
https://www.reuters.com/article/us-portugal-websummit-europol/
fast-growing-cyber-crime-threatens-financial-sector-europol-idUSKBN1D82QS
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Origins and role of CERTs/CSIRTs

The name Computer Emergency Response Team (CERT) is the historic designation given 

to the first such team at Carnegie Mellon University in 1988. The CERT designation is now 

a registered trademark, leading many organisations to adopt the more generic Computer 

Security Incident Response Team (CSIRTs) in their title (although minor differences in 

taxonomy exist, both terms will be used in this article synonymously).

Composed of cyber experts, they are key actors in the prevention of and effective 

response to information security incidents and cyber-attacks. CERTs handle computer 

security incidents, identify vulnerabilities, mitigate threats and promote information 

exchange among the wider cybersecurity community. Today a wide variety of CERTs 

exist, differing in their missions, the constituencies they serve and their authority, 

organisational setup and funding – from governmental and non-governmental entities 

to commercial, military or academic structures.

This article intends to focus mainly on the cooperation 

between national and/or governmental (n/g) CSIRTs and the 

EU’s cyber bodies as well as to provide a concise overview 

of the developments and challenges currently characterising 

the sphere of cybersecurity in Europe.

An ever-evolving cyber threat landscape

Cyberspace is an environment which knows no overarching authority nor stringently 

observed rules and norms. It is widely acknowledged to be the 21st century’s new 

battlefield.

Attacks, which are increasingly sophisticated, can stem from various sources, using 

multiple vectors and taking different forms. Understanding who is behind them, 

identifying the methods being used and having a sound assessment of the nature of these 

threats is essential to mitigate their impact and improve one’s cybersecurity posture.  

The threat landscape snapshot provided below is based on disclosable information 

collected and analysed by CERT-EU’s Cyber Threat Intelligence team and trusted 

partners.
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Threat actors

Threat actors can be broadly divided into the following categories: 

•	 state or state-affiliated groups: these tend to possess advanced capabilities  

and significant resources as well as objectives aligned with the agenda of  

their sponsor;

•	 organised crime: often engage in targeted attacks, driven by profits;

•	 hacktivists: attackers with ideological motivations, seeking to raise awareness  

or benefit their cause through their cyber militancy;

•	 opportunistic: largely amateur criminals or, sometimes, legitimate security  

researchers, looking to expose flaws and exploits.
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Tactics, Techniques and Procedures (TTPs)

The level of sophistication witnessed in the attack landscape is unprecedented. Attackers, 

and the tools they use, are increasingly difficult to detect.

Of major concern are Advanced Persistent Threats (APTs). Typically these involve 

the stealthy penetration of an organisation’s network, with the hackers operating 

methodically and sometimes over lengthy periods of time to obtain data that can be 

exploited.

 

Additionally, the uptake of Internet of Things (IoT) technologies, cloud services and other 

innovations have considerably expanded the attack surface and offer plenty of new 

vulnerabilities to malicious actors. Despite all the technological advances, human action 

and error are often at the root of cybersecurity issues. Phishing attacks and email-based 

social engineering (collecting personal information which is then used for identity fraud) 

tactics are routinely used by attackers to circumvent advanced cybersecurity systems.

Motivations

The motives behind attacks vary widely. Foreign nations may resort to cyber warfare 

or espionage to obtain sensitive information; hacktivists like the Anonymous group can 

target and disrupt particular websites through Distributed Denial of Service (DDoS) 

operations; cybercriminals will often seek to steal data and blackmail individuals or 

businesses.

Geopolitical tensions are a growing factor in cyber risk. The successful shutdown of 

Ukraine’s power grid in 2016 is considered by many sources to be an example of political 

frictions. Cyber warfare has very real advantages: the difficulty of attribution provides 

plausible deniability.

In terms of cyber criminality, the surge in popularity and value of cryptocurrencies 

for instance has seen cryptomining (malware taking advantage of someone else’s 

computational power to generate cryptocurrency) soar as a popular form of cyber-

crime. Ransomware, too, remains extremely profitable, with the preferred method of  

distribution being spam email campaigns.

However, other intrusions seemingly have no other intention but to have a destructive 

effect and obliterate data, as demonstrated by the 2017 Nyetya wiper malware.
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Targets

All industries are targets. Nevertheless, some sectors with activities of a more sensitive 

nature, such as critical infrastructure, healthcare institutions and financial entities, are 

particularly under attack.

While the notorious 2018 examples of attacks against Singapore’s government health 

database and the cyberheist in Mexico, which saw thieves siphon more than USD 15 

million out of several banks, have made headlines around the world, many more go 

unnoticed or unreported for fear of reputational damage.

Graphic: European Political Strategy Centre (EPSC)
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The state of play of EU cybersecurity cooperation

The cybersecurity challenges we face do not respect or recognise borders – they are 

common problems in any interconnected society. The transnational character of these 

security threats has led to calls for better cybersecurity governance and more robust 

defences through enhanced cooperation between national, European and international 

actors.

Avoiding duplicative structures, striking a balance between Member State sovereignty 

and EU competences, respect for principles such as that of subsidiarity these are some 

of the many elements that have to be factored into the collective and wide-ranging 

approaches being developed. Today, although the main tools to combat cybersecurity 

challenges remain largely in the hands of Member States, a growing number of initiatives 

are being taken to address them at EU level.

Ramping up EU-level collaboration 

The NIS Directive and the CSIRT Network

Improving collaboration and coherence of cooperation on IT security between Member 

States and the EU institutions was precisely the rationale behind the European Union’s 

2016 Network and Information Security (NIS) Directive3, the first EU-wide legislation 

on cybersecurity.

Among other rules, it creates an NIS Cooperation Group involving the European 

Commission, EU Member States and ENISA (the European Union Agency for Network  

and Information Security) to facilitate coordination on information security; it requires 

the EU Member States to adopt a national strategy on the security of network and 

information systems; and it stipulates that a single point of contact per country be 

nominated in order to liaise and ensure cross-border cooperation with other Member 

States.

3	 Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 
concerning measures for a high common level of security of network and information 
systems across the Union. Accessible at: https://eur-lex.europa.eu/legal-content/EN/TXT/
HTML/?uri=CELEX:32016L1148&from=EN
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Of particular interest is Article 12, which establishes the CSIRTs Network, comprising 

28 national CSIRTs, one per Member State, and CERT-EU, the body responsible for  

protecting the EU institutions, bodies and agencies against cyber-attacks. ENISA provides 

secretarial and support functions to this group.

The CSIRTs Network role is to foster operational cooperation, notably in terms of 

information exchange, provide a forum where members can discuss the handling  

of cross-border incidents and build trust. Now in its second year of existence, the 

Network is fully functional and has been tested both during cyber exercises and  

routine business, supported by tools and infrastructure (i.e. the MeliCERTes platform) 

developed with funding from the Connecting Europe Facility (CEF) programme.

Graphic: European Political Strategy Centre (EPSC)
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The blueprint

In September 2017, the European Commission presented a ‘Recommendation on 

Coordinated Response to Large-Scale Cybersecurity Incidents and Crises’4 calling for 

the creation of an EU Cybersecurity Crisis Response Framework to ‘identify the relevant 

actors, EU institutions and Member State authorities, at all necessary levels – technical, 

operational, strategic/political’ in order to develop an adequate, coordinated response 

to highly disruptive cybersecurity incidents.

Although not a legally binding policy document, it lays down suggestions for Member 

States and EU actors in terms of joint incident handling and analysis, shared situational 

awareness and timely decision-making. It also offers insights into how existing crisis 

management mechanisms could be made more coherent to improve responsiveness in 

4	 Commission Recommendation (EU) 2017/1584 of 13 September 2017 on coordinated  
response to large-scale cybersecurity incidents and crises. Accessible at:  
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32017H1584&from=EN

Cybersecurity Incident/Crisis Response at EU level

Graphic: ANNEX to the Commission Recommendation on Coordinated Response to Large Scale Cybersecurity Incidents and Crises. C(2017) 6100 final, p 10.



145 Stakeholders

the case of EU-wide cyber-attacks. The CSIRTs Network, the national CSIRTs of individual 

Member States and relevant EU cyber agencies and bodies – such as CERT-EU, ENISA 

and Europol’s EC3 to name but a few – are identified prominently throughout the text 

with a view to emphasising the need for collaborative interaction between them.

Fostering international partnerships

The need to expand collaboration beyond the Member States of the EU and engage in 

cyber dialogues with third countries was recognised as early as 2013 with the Cyber

security Strategy5 and was later reaffirmed in the Council conclusions on cyber diplomacy 

in 2015. Platforms for dialogue and cooperation on cybersecurity have therefore been 

set up with major actors, states and international organisations alike.

The European Government CERTs Group

The European Government CERTs group (EGC) is an informal association of government 

CERTs in Europe, with a largely technical focus. It comprises a number of representatives 

of EU Member States, CERT-EU and members from non-EU countries such as Switzerland 

(SWITCH CERT) and Norway (NorCERT). With a restrictive membership process based on 

mutual trust, similarities in constituencies and demanding criteria in terms of maturity, 

this group exchanges sensitive information relating to IT security incidents and malicious 

code threats and vulnerabilities.

NATO-EU cooperation

In the face of common challenges and with 22 EU Member States also being NATO allies, 

a Joint Declaration was signed in July 2018, listing hybrid threats and cybersecurity as 

areas of enhanced cooperation and interoperability. In the current strategic environment, 

CERT-EU, along with entities in the European External Action Service (such as the 

Intelligence Centre, the Hybrid Fusion Cell, etc.), the European Defence Agency (EDA) 

and the EU Military Staff (EUMS), hold regular staff-to-staff meetings and discussions 

on policy alignment and exchange best practices.

5	 Cybersecurity Strategy of the European Union: An Open, Safe and Secure Cyberspace - 
JOIN(2013) 1 final - 7/2/2013
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Since 2016, CERT-EU has enjoyed a particularly close relationship with its counterpart at 

NATO, the Computer Incident Response Capability (NCIRC). A Technical Arrangement, 

signed in 2016, facilitates technical information sharing between these two bodies. 

Routine exchanges of threat indicators and threat alerts, mutual briefings and 

participation in joint exercises (LockedShields, PACE) are among the key features of 

their cooperation.

Working with the private sector

The targets of cyber-attacks are often companies, and their consequences frequently 

affect critical infrastructure or essential businesses in the hands of the private sector; 

many of today’s cybersecurity products are the result of commercial endeavours and 

research. Involving private sector CSIRTs in cybersecurity governance is therefore crucial: 

not only do they possess considerable, industry-specific knowledge and participate in 

general awareness-raising efforts concerning cyber hygiene but they are also often able 

to deploy resources and capabilities at a greater scale than many countries.

Although some barriers to information sharing exist, notably due to legal rules and 

issues of trust, fruitful cooperation between the private and public communities does 

happen. Two main multilateral forums enable EU bodies and n/g CSIRTs to engage with 

the private sector: at the regional level, the Task-Force - Computer Security Incident 

Response (TF-CSIRT) and, at the global level, the Forum for Incident Response and 

Security Teams (FIRST).

Signing ceremony of the  
2nd EU-NATO Joint 

Declaration on  
July 10, 2018. 

 
From left to right:  

Mr Donald TUSK, President 
of the European Council;  
Mr Jens STOLTENBERG, 

Secretary General of NATO;  
Mr Jean-Claude JUNCKER, 
President of the European 

Commission.
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TF-CSIRT

TF-CSIRT is a regional forum which has been promoting collaboration and coordination 

between CSIRTs in Europe and neighbouring regions since 2000. It enables sharing of 

statistical data about incidents in order to observe common trends, provides education 

and training and assists new teams in developing their organisational and technical 

capabilities.

FIRST

FIRST, formed in 1990, is an international confederation of CSIRTs from the government, 

commercial, and academic sectors with the goal of establishing better communication 

and coordination between incident response teams. Today, FIRST consists of about 300 

teams spread across more than 60 countries that develop and share technical information, 

tools, methodologies, processes and best practices.

Reasons and incentives for 
both the private and the 
public sector.

Graphic: ENISA: Public Private Partnerships (PPP). Cooperative models. p 10.
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A comprehensive approach to cybersecurity 

Hybrid threats and the diversity and intensity of attacks which we face today have 

blurred the boundaries between the realms of civilian and military matters, and of cyber 

criminality and traditional crime. This has created the need for a comprehensive, holistic 

approach to the digital domain.

Sharing a common, high-level goal – the security of our societies – the cybersecurity 

community, law enforcement, the military and intelligence services increasingly work 

together on cyber matters. Only by involving all relevant stakeholders can the EU hope 

to achieve a safer cyberspace.

This is precisely the spirit of the 2017 ‘Resilience, Deterrence and Defence: Building 

strong cybersecurity for the EU’ Joint Communication6, which states that ‘cybersecurity 

is a common societal challenge, so that multiple layers of government, economy and 

society should be involved’ and calls for ‘a more comprehensive, cross-policy approach 

to building cyber-resilience and strategic autonomy’.

The Memorandum of Understanding signed between the EDA, ENISA, Europol’s EC3 

and CERT-EU in May 2018 marks a tangible milestone in these cooperation efforts. It 

foresees exchanges of staff, mutual participation in joint exercises, information sharing 

and involvement in cross-sectoral policy work.

6	 JOINT COMMUNICATION TO THE EUROPEAN PARLIAMENT AND THE COUN-
CIL Resilience, Deterrence and Defence: Building strong cybersecurity for the EU 
– JOIN2017/0450. Accessible at: https://eur-lex.europa.eu/legal-content/EN/TXT/
HTML/?uri=CELEX:52017JC0450&from=EN

The Memorandum of 
Understanding was signed 

by Udo Helmbrecht,  
ENISA’s Executive Director,  

Jorge Domecq, Chief 
Executive of the EDA,  

Steven Wilson, Head of EC3 
and Ken Ducatel, CERT-EU’s 

Acting Head.  
HR/VP Federica Mogherini 

and Commissioner for Digital 
Economy and Society,  

Mariya Gabriel supervised 
the ceremony.
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Looking to the future

The World Economic Forum’s Global Risks Perception Survey of 2017-2018 shows that 

large-scale cyber-attacks are now seen as the third most likely global risk for the world. 

This is telling of the heightened concern with which our societies view cyber. 

A slew of challenges for Europe’s cybersecurity community lie ahead. First among them, a 

projected gap of 350 000 skilled security personnel by 20227. Significant investments in 

areas such as high performance computing are also needed in order to develop the EU’s 

capabilities and enhance its cyber maturity. Moreover, cooperation efforts sometimes 

appear too fragmented or hampered by a lack of trust among stakeholders.

However, there are many encouraging signs indicating that awareness of this challenge 

and the resources dedicated to addressing it are increasing. The EU’s proposal for the next  

2021-2027 Multiannual Financial Framework has earmarked EUR 9.2 billion in investments 

7	 The Global Information Security Workforce Study, produced by the Center for Cyber Safety 
and Education (Center) and (ISC)². Accessible at: https://iamcybersafe.org/wp-content/
uploads/2017/06/Europe-GISWS-Report.pdf

Graphic: World Economic Forum Global Risks Perception Survey 2017–2018
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for key strategic digital capacities, such as artificial intelligence, high-performance 

computing and cybersecurity. As part of the proposed ‘EU Cybersecurity Act’,  

discussions are also ongoing to give ENISA a permanent mandate and significantly 

bolster its resources.

Lastly, in July 2018, in the framework of a permanent structured cooperation (PESCO) 

project, seven Member States signed a Declaration of Intent to set up an EU Cyber 

Rapid Response Force, pooling experts from the participating countries to reinforce 

neutralisation and investigation efforts in the event of a significant cyber incident.
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The security policy directorate (SECPOL) of 

the European External Action Service (EEAS) 

includes a cyber sector responsible for the 

formulation, implementation and coordination 

of cyber security and defence issues under the 

Common Foreign and Security Policy (CFSP).

Among others, the cyber sector supports the establishment of a strategic framework 

for conflict prevention, cooperation and stability in cyberspace that is based on the 

application of existing international law,  in particular the UN Charter in its entirety, for 

the development and implementation of universal norms of responsible state behaviour, 

and for regional confidence building-measures between states. It does so as part of 

its engagement within the UN, the OSCE and the ASEAN regional forum, and through 

bilateral dialogues organised yearly with Brazil, China, India, Japan, South Korea, and 

the US. 

The cyber sector supports the implementation of the Framework for a joint EU diplomatic 

response to malicious cyber activities (the ‘cyber diplomacy toolbox’). The framework is 

expected to encourage cooperation, facilitate mitigation of threats, and influence the 

behaviour of potential aggressors in the long term. The framework makes use of the 

CFSP measures, including restrictive measures, to respond to malicious cyber activities.

The cyber sector is also active on cyber defence issues, coordinates the implementation 

of the cyber defence policy framework and assists the EEAS cyber governance board. 

The latter was created in 2017, is chaired by the EEAS Secretary General and aims at 

improving the coordination, enhancing the protection and strengthening the resilience 

of the CSDP CIS and networks.

Other entities within the EEAS with cybersecurity related tasks include the EU Military 

Staff (EUMS), the Civilian Planning and Conduct Capability (CPCC), the Military Planning 

and Conduct Capability (MPCC), the Single Intelligence Analysis Capacity (SIAC) and 

the CERT-EU.

2.8  Other cyber stakeholders

compiled from internet sites

2.8.1  Security Policy Directorate within the EEAS (SECPOL)
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2.8.2  EU Institute for Security Studies (EUISS)

The European Union Institute for Security Studies 

(EUISS) is the Union’s agency dealing with the 

analysis of foreign, security and defence policy 

issues. Its core mission is to assist the EU and 

its Member States in the implementation of the 

Common Foreign and Security Policy (CFSP), 

including the Common Security and Defence Policy 

(CSDP) as well as other external action of the Union.

The Institute was set up in January 2002 as an autonomous agency under Council Joint 

Action 2001/554/CFSP [now regulated by Council Decision 2014/75/CFSP] to strengthen 

the EU’s analysis, foresight, and networking capacity in external action. The Institute 

also acts as an interface between the Union institutions and external experts – including 

security actors – to develop the EU’s strategic thinking. The EUISS is now an integral 

part of the structures that underpin the further development of the CFSP/CSDP.

The Institute is funded by the EU Member States according to a GNI-based formula. 

It is governed by a Board chaired by the High Representative of the Union for Foreign 

Affairs and Security Policy (HR/VP). The Political and Security Committee (PSC) exercises 

political supervision – without prejudice to the intellectual independence and operational 

autonomy of the EUISS.

The Institute has a close working relationship with the European Security and Defence 

College. Besides contributing to ESDC training modules and related outputs such as the 

ESDC Handbooks, the Institute’s directors were twice elected chairs of the College’s 

Executive Academic Board (2005-2006 and 2016-2017).

In the area of cybersecurity, the EUISS is currently implementing the EU Cyber Direct 

project with two other partners in support of EU cyber diplomacy and cyber resilience. 

The Institute’s three latest publications on cybersecurity include ‘Building capacities 

for cyber defence’, ‘Hybrid threats and the EU - State of play and future progress’ and 

‘The cybridisation of EU defence’. All publications can be downloaded via the EU ISS 

homepage www.iss.europa.eu. 
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2.8.3  European Cybercrime Training and Education 
Group (ECTEG)

The ECTEG is composed of European Union and 

European Economic Area Member States’ law 

enforcement agencies, international bodies, academia, 

private industry and experts. In November 2016, the 

ECTEG became officially an international non-profit 

association with founder members from the law 

enforcement and academic world. When the group was  

established, CEPOL, Europol, Eurojust and  

Interpol were defined as permanent members.

Funded by the European Commission and working in close cooperation with Europol’s 

EC3 and CEPOL, both members of the advisory group, the ECTEG’s activities aim to:

•	 support international activities to harmonise cybercrime training across 

international borders;

•	 share knowledge and expertise and find training solutions;

•	 promote standardisation of methods and procedures for training programmes  

and cooperation with other international organisations;

•	 collaborate with academic partners to establish recognised academic 

qualifications in the field of cybercrime and work with universities that have 

already created such awards, making them available across international borders;

•	 collaborate with industry partners to establish frameworks whereby their existing 

and future efforts to support law enforcement by the delivery of training are 

harmonised into an effective programme that makes the best use of available 

resources;

•	 provide training and education material and reference trainers to international 

partners, supporting their efforts to train law enforcement on cybercrime issues 

globally.
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2.8.4  The European Union Agency for Law Enforcement 
Training  (CEPOL)

CEPOL is an agency of the European Union 

dedicated to developing, implementing 

and coordinating training for law 

enforcement officials. CEPOL’s official 

name is the European Union Agency 

for Law Enforcement Training. Its head

quarters are located in Budapest, Hungary.

CEPOL contributes to a safer Europe by facilitating cooperation and knowledge sharing 

among law enforcement officials of the EU Member States and, to some extent, of third 

countries, on issues stemming from EU priorities in the field of security; in particular, 

from the EU policy cycle on serious and organised crime.

CEPOL brings together a network of training institutes for law enforcement officials in EU 

Member States and supports them in providing frontline training on security priorities, 

law enforcement cooperation and information exchange. CEPOL also works with EU 

bodies, international organisations and third countries to ensure that the most serious 

security threats are tackled with a collective response.

The agency’s annual work programme is built with input from this network and other 

stakeholders, resulting in topical and focused activities designed to meet the needs 

of Member States in the priority areas of the EU internal security strategy. Moreover, 

CEPOL assesses training needs to address EU security priorities.

CEPOL constantly strives to offer innovative and advanced training activities by inte-

grating relevant developments in knowledge, research and technology, and by creating 

synergies through strengthened cooperation. CEPOL’s current portfolio encompasses 

residential activities, online learning (i.e. webinars, online modules, online courses, etc.), 

exchange programmes, common curricula, research and science.

Several aspects of cybersecurity are covered in the annual work programme, such as 

‘cross cutting aspects of cyber investigations’, ‘first responders and cyber forensics’ and 

‘cybercrime’. In 2017, CEPOL concluded a MoU with the European Security and Defence 

College.
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To many observers, ensuring cybersecurity is an emerging security challenge. This view 

is probably reinforced by the media’s growing coverage of malicious cyber incidents 

worldwide while policymakers raise concerns over hybrid threats – most of which include 

a cyber dimension.

Despite a growing awareness of cyber challenges, it is more accurate to view it as 

an already emerged challenge. In other words, cybersecurity challenges are not new.  

Malicious code such as computer viruses and worms existed already in the 1980s. Over 

time, they have become more sophisticated. For example, the computer worm Conficker 

– which affected millions of computers and still affects systems today – first appeared in 

2008. Stuxnet, the first computer worm to knowingly affect industrial control systems, 

was discovered in 2010.

Thus, when we speak of cybersecurity challenges, we should consider it as an emerged 

or even re-emerging issue. Why re-emerging? One reason is that the cyber domain is 

continually evolving, bringing with it new risks and opportunities. These require new 

tools to be found or leveraged. This chapter highlights three evolving cybersecurity 

challenges, focusing on their potential security ramifications.

3.1  Emerging cybersecurity challenges

by Gustav Lindstrom
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Managing the path towards the Internet of Things (IoT)

The Internet of Things is still a relatively unknown concept. It refers to the increase in 

the number of objects connected to the internet. Currently, around 10 billion things 

are connected to the internet, ranging from computers to critical infrastructures to 

home appliances. According to projections, this number will increase substantially over 

the coming years. CISCO projects that at least 50 billion things may be connected to  

the internet by 2020. Further down the line, the number may be in the trillions. Given this 

trend, some also refer to IoT as the ‘Internet of Everything’, as there is an expectation 

that almost all new products in the future will offer embedded connectivity options. 

While the IoT will contribute to new applications and economic growth, it also raises 

important security considerations.

First, since the majority of IoT devices do not include security features, they are 

vulnerable to outside tampering. The insecurity is mainly due to a combination of low 

computing power, complicating the introduction of authentication processes, and the 

need to facilitate customer use. Further exacerbating this vulnerability are challenges 

associated with regular patching or upgrading.

As a result, individuals or groups with malicious intent have a growing number of targets 

they can zero in on, many with little or no security. Vulnerable targets include items such 

as household appliances, cameras, printers, toys and DVR players. Once compromised, 

these can be ‘herded’ into a large botnet and used to execute a distributed denial of 

service (DDoS) attack. A telling example of this type of attack occurred in October 

2016, when Dyn was compromised by an outside group. Since Dyn controls a substantial  

portion of the domain name system infrastructure, the impact was felt across the 

internet as well as by multiple companies worldwide. The DDoS attack was executed 

by corralling tens of thousands of insecure IoT devices and foreshadows future types 

of such cyber-attacks.
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European Union figures:
•	 It is estimated that 50 billion devices and objects will be connected to the 

internet by 2020;

•	 The global smart cities market is estimated to be worth in the order of €1.5 trillion 

and growing by 17% each year, according to a recent Arup report;

•	 Over the next 10 years, cities will be the largest generators / users of IoT which 

will directly benefit citizens in their every day lives; 

Some examples: connected and sustainable mobility, healthcare systems and 

assisted living of ageing population, environmental monitoring and management  

of water, energy and other resources, and cultural life.
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Second, as the IoT takes hold, societies will increasingly gravitate towards so-called 

‘smart cities’, ‘smart grids’, and ‘smart healthcare systems’. IoT devices will play a key  

role in these environments, given their ability to monitor a situation and communicate 

rapidly with other devices. While these developments may help relieve issues such 

as urban congestion, or facilitate more efficient delivery of energy, they also open 

the door to new vulnerabilities. Again, the lack of embedded security systems in 

most of these sensors leads to the possibility of tampering and disruption. This may 

be particularly problematic for our critical infrastructures and services which are  

increasingly connected to the internet via commercial, off-the-shelf systems. Should one 

of these infrastructures – such as the energy grid – be compromised, it could result in 

effects that quickly ‘cascade’ to other critical systems. As a result, the move to ‘smart’ 

communities and services may in the future become an Achilles heel unless security 

systems are systematically introduced over the coming years.

Thirdly, and related to the previous point, the IoT revolution results in greater 

machine-to-machine (M2M) communications. Already in 2012, a report by IDC Digital 

Universe estimated that 40 % of data worldwide may be machine-generated by 2020, 

a substantial increase from approximately 11 % in 2005. While growth in M2M does not 

pose a direct security challenge, this may not be the case should M2M exchanges be 

tampered with. By way of illustration, imagine a bridge fitted with multiple sensors to 

identify early signs of cracking in the structure. What would happen if someone triggered 

these sensors falsely? Besides creating disruptive false alarms, it could undermine trust 

in an IoT world.

Graphic: BEREC report ‘Enabling the Internet of Things’, p 8.
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Managing the security impact of new cyber developments 

Reinforcing the ‘re-emerging’ nature of cybersecurity challenges are developments in 

evolving fields such as big data, cloud computing and machine learning. As is the case  

of IoT, advances in these fields will result in multiple benefits to society, including 

economic growth and innovation (see Table 1 below). Unfortunately, they may also 

contribute to new vulnerabilities and challenges.

Table 1: Estimated Potential Economic Impact of Select Technologies in 2025

Technology Lower Bound Estimate ($billion) Upper Bound Estimate ($billion)

The Internet of Things 2.7 6.2

Cloud technology 1.7 6.2

Autonomous and near-
autonomous vehicles

0.2 1.9

Concerning cloud computing, the benefits are already well-known. Companies world-

wide have experienced efficiency savings through less spending on IT infrastructure – 

especially on the software side – while facilitating employee mobility. Less well-known 

are some of the drawbacks of cloud services.

Graphic: Commission staff working document: Advancing the Internet of Things in Europe. SWD(2016) 110 final.

The Internet: From birth to the IoT era

Source: McKinsey Global Institute analysis, May 2013
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To illustrate, cloud service providers increasingly attract attention from individuals and 

groups with malicious intent. They are interested in leveraging the cloud to hide their 

tracks or stage their attacks. Others seek to target the clouds themselves to gain access 

to the companies relying on their services. Yet other groups are discovering the economic 

value of almost any kind of data, viewing it as a potential source of revenue. According 

to a recent Tech2 report citing an IBM study, cloud-related cyber-attacks increased 

by over 400 % in 2017 in comparison with 2016. In the future, as more activities are 

routed through cloud service providers, the greater is the likelihood that it will become 

a significant cybersecurity dilemma.

Within the field of big data, positive prospects range from more precise analytics 

to developments in areas such as artificial intelligence. A major challenge, however, 

is that big data poses an attractive target given the vast amount of data involved.  

Data breaches on big data sets can yield valuable information while undermining data 

protection efforts – indirectly affecting societal trust in such entities or structures. 

A little known but illustrative big data breach took place in June 2015. At that time, 

the US Office of Personnel Management discovered that millions of records from its 
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personnel files were  compromised. These included 18 million Standard Form 86 (SF-86) 

questionnaires for federal security clearances.1 The implications of such a breach are 

manifold and still being examined, from potentially revealing agents operating abroad 

to facilitating the blackmail of specific individuals.

Progress in machine learning – a cornerstone for artificial intelligence – is likely to impact 

society in multiple ways. Among the perceived positive benefits are driverless cars and 

autonomous platforms that can take on search and rescue operations in hazardous 

environments. On the more worrisome side are concerns over possible lethal autonomous 

weapons (LAWs), especially if these can be tampered with in any way. While the debate 

is still in the early phase – examined mainly under the auspices of the Convention on 

Certain Conventional Weapons – the diverging positions are maturing. Among many 

key issues of concern is whether autonomous weapons systems can be compromised 

or sabotaged via cyber means; and if so, to what types of unintended consequence 

might follow.

Managing the relationship between cyber defence and cyber offence 

A third emerging cybersecurity challenge concerns the balance between defensive and 

offensive cyber capabilities. The debate is not new but the boundaries between the 

two postures have become increasingly blurred. In a January 2017 Joint Statement to 

the Senate Armed Services Committee concerning cyber threats to the United States, 

senior US officials noted that over 30 countries are developing offensive cyber-attack 

capabilities. This is consistent with a 2011 UNIDIR report stating that 33 states include 

cyberwarfare in their military planning and organisation, with another close to 40 States 

having the ability to move in that direction quickly if needed.2

Looking to the future, it seems that interest in cyber offensive capabilities is likely 

to increase among states. Several already openly admit that they are pursuing such 

capabilities, providing also some indication as to the circumstances under which they 

might be used. This trend is likely to yield new cybersecurity challenges. One challenge 

is the risk of stolen state-created ‘cyber-weapons’. There is already one precedent. 

In the summer of 2016, a group known as the Shadow Brokers stole sophisticated 

malicious code from the US National Security Agency. Some of this code eventually 

1	 For more information, see Brendan Koerner, ‘Inside the Cyberattack that Shocked the US 
Government’, Wired Magazine, October 2016 (available at https://www.wired.com/2016/10/
inside-cyberattack-shocked-us-government/)

2	 James A. Lewis, Katrina Timlin, ‘Cybersecurity and Cyberwarfare’, UNIDIR Resources 2011 
(available at http://www.unidir.org/files/publications/pdfs/cybersecurity-and- 
cyberwarfare-preliminary-assessment-of-national-doctrine-and-organization-380.pdf)
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made its way into well-known cyber-attacks such as the Wannacry ransomware attack 

from 2017 – affecting hundreds of thousands of computers worldwide. The risk of this 

happening again would multiply should more countries move towards the stocking of 

offensive cyber code. 

Efforts to acquire offensive cyber capabilities may likewise lower the bar for usage. Early 

signs of such a trend are gradually becoming visible, with countries exploring how cyber 

means can be applied to advance security policy agendas without having to rely on 

kinetic means. Challenges associated with assigning attribution make it an appealing 

option for exercising influence without attracting undue attention. Should this trend 

eventually grow, it could fuel a cyber arms race, opening the door to new forms of hybrid 

threat – testing the resilience of society in unprecedented ways.

Key technologies that may facilitate future military capabilities in 2035+. 
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Sources: NATO, Reuters, Financial Times. June 2014

CYBERSECURITY AND CYBERWARFARE

WHAT’S NEXT? In 2013, the UK is the �rst state to admit to build 
cyberwarfare capabilities.

In 2013, the “Tallinn Manual on the International 
Law Applicable to Cyber Warfare” is published, 
evaluating how international law and “right to 
go to war” may apply to cyberspace.

In May 2014, the U.S. government indicted
�ve Chinese military of�cials for industrial 
cyber-espionage.
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CYBERWARFARE
Cyber-attacks authorized 
by national governments 
against other governments 
or non-state actors aimed 
at causing physical damage. 

APRIL
2007

OCTOBER
2007

OCTOBER
2012

AUGUST
2008

JANUARY
2009

JUNE
2010

JANUARY
2011

JULY
2011

Estonian government 
networks are attacked during 
disagreement with Russia 
over the relocation of a 
Soviet-war era memorial. 

China’s Ministry of State 
Security claims foreign hackers 
have been stealing information 

from key Chinese sources.

Canada reports major 
cyber-attack against 

government websites.

Computer networks in 
Georgia are attacked by 
hackers. Cyber-attack 
coordinated with 
conventional Russian military 
actions.

Stuxnet malware discovered 
in Iran. It ruined almost 
one-�fth of the country’s 
nuclear centrifuges. 
Suspected US involvement.

US reports hackers stole 
24,000 �les from the 
Department of Defence.

The virus “Red October” is 
discovered to have been 

infecting computers worldwide 
since 2007, stealing data 

from governments, research
institutes and businesses.

Israel’s internet infrastructure
 attacked by hackers,

executed by at least
5 million computers.

Estonia’s infrastructure was 
paralyzed: no phone service, 
online government services and 
banking temporarily blocked,  
no food to supermarkets, 
hospital services disrupted.

59%MALWARE
Software used to damage, disrupt, 

or gain access to computer systems. 

PHISHING
Acquiring sensitive information from 

a computer (passwords, bank account 
details, usernames) by pretending 

to be a trustworthy entity. 

57%

!
DATA 

Sensitive data that falls in the hands 
of third persons either by mistake 

or on purpose. 

44%LEAKAGE

HACKING
To get unauthorized access 

to a computer system. 

43%

SPAM
Electronic messages sent to a bulk 

of users aimed at advertising, 
phishing, or spreading malware. 

42%

*Data from US-CERT, 2013

TOP 5 CYBER THREATS 
REPORTED BY GOVERNMENTS

2011

42854

5503

2006

11911

2007

16843

2008

29999

2009

41776

2010

48562

2012

NUMBER OF REPORTED 
CYBERCRIME INCIDENTS 
Reported by federal agencies 
Data from US-CERT, 2013
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3.2  Cyber reservists: a flexible solution to address 
peaks in malicious cyber activities

by François Rivasseau and Elois Divol

Cyber threats to the European Union and its Member States are growing exponentially. 

As recalled in the Council conclusions of April 2018 on malicious cyber activities, the EU 

is concerned about the increased ability and willingness of third states and non-state 

actors to pursue their objectives by undertaking malicious cyber activities. The EU 

stresses that the use of information and communication technologies (ICTs) for malicious 

purposes is unacceptable as it undermines stability, security and the benefits provided 

by the internet and the use of ICTs.

In September 2017, the EU complemented its cybersecurity strategy with a Joint 

Communication of the EEAS and the Commission on building strong cybersecurity for 

the EU. The Joint Communication includes measures to boost our resilience to cyber 

threats, measures to increase our capabilities to catch cybercriminals and measures to 

strengthen international cooperation. It also stresses the need to build a strong EU cyber 

skills base, as skilled professionals are indeed central in implementing the new objectives.

The transposition of the Directive on security of network and information systems (the 

‘NIS Directive’) also played an important role in ensuring Member States’ preparedness, 

notably with regard to protecting the essential services which are vital for our economy 

and society, such as energy, transport, water, banking, financial market infrastructures, 

healthcare and digital infrastructure. The Directive requires Member States to be 

appropriately equipped, including via the establishment of a government Computer 

Security Incident Response Team (CSIRT) and a competent national NIS authority. 
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Protecting critical infrastructures and essential services 

The CSIRT and the competent national NIS authority form the basis for efficiently 

protecting critical infrastructures and essential services against malicious cyber activities. 

They should be appropriately staffed so as to be able to handle the day-to-day work 

with operators of essential services and support the response to several successful 

cyber-attacks in parallel when such events occur.

However, such national structures cannot mitigate all possible risks at one and the 

same time. In the unlikely, but still possible, event of a significant number of critical 

infrastructures and essential services being affected simultaneously, they would require 

additional human resources. 
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Cooperation and solidarity among Member States forms part of the answer. The CSIRT 

Network, which connects all the CSIRT of EU Member States and the CERT-EU, promotes 

swift and effective operational cooperation on specific cybersecurity incidents and 

sharing of information about risks. Under the framework of the PESCO, some Member 

States will create Cyber Rapid Response Teams to provide mutual assistance among 

participating Member States.

This would be effective if several critical infrastructures and essential services of one 

Member State were affected by malicious cyber activities, but would have limitations if 

several Member States were affected simultaneously.

In the latter case, the government agencies responsible for the protection of critical 

infrastructures and essential services should be able to draw on a workforce normally 

assigned to other tasks, such as cyber security in the private sector. Such a workforce 

would by definition be a ‘reserve’. It would offer the required flexibility of being able to 

rapidly mobilise a large additional number of cyber defence specialists in the event of a 

major cyber-attack putting national critical infrastructures and essential services at risk.

Cyber reserves in practice, and the EU’s added value

Some of the most forward-thinking Member States on cybersecurity and cyber defence, 

such as France, Germany, the Netherlands and Estonia, have started to structure part 

of their forces into such cyber reserves. It is worth noting that outside of the EU, other 

major cyber players (including the US, China and Russia) are developing such a capability 
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as well. NATO also promotes reserves, stating that specialised reservists are crucial, 

including in the cyber domain.

As every national context is different, a reserve can be managed by either military or 

civil chains of command. Reservists should be managed by their country of citizenship, 

in accordance with their respective reserves procedures. We can identify three phases: 

attracting and selecting good candidates, training them, and managing them.

The EU’s added value lies in the training, as the attraction and management of reserves 

is largely dependent on the national context. A certain degree of harmonisation of the 

training requirements would contribute to the development of a common strategic 

culture and would ensure complementarity between the reserves (internal operational 

mobility of resources) and the cooperative and solidarity initiatives (operational mobility 

of resources between Member States).

To that end, the EU could leverage the cyber training and education platform, which 

was established under the ESDC in February 2018, following the commitment made in 

the update of the EU cybersecurity strategy that ‘the Commission [would] work in close 

cooperation with Member States, the High Representative and other relevant EU bodies 

to establish a cyber training and education platform to address the current skills gap 

in cybersecurity and cyber defence by 2018’.

The main goal of the platform would therefore be to provide all EU Member States 

with the option of developing a cyber-defence reserve capability. The platform would 

in practice bring together all providers of cyber-defence training in a network, and 

actual training would be carried out by Member States’ national universities, academies, 

colleges and institutes certified as platform members. The certified institutions would 

receive funding for each trainee, with trainees being citizens of any Member State of 
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the European Union selected through the standard procedure of each institution. Direct 

funding should be provided by appropriate Commission funds to echo its commitment 

under the European Defence Action Plan and the Joint Communication, and should be 

at a level in line with our ambitions.

Potential to make a big difference

Such a platform has the potential to make a huge difference and confirm the unique 

added value of the EU in this field. Building as much as possible on training opportunities 

offered throughout the EU, the platform would finance the training of reservists and 

encourage exchanges between Member States. Among the numerous programmes 

implemented or planned by Member States to increase training and education – and 

which could be scaled up by the platform – we can cite the establishment of a cyber 

defence specialisation route under the Master’s in international security in Germany’s 

University of the Armed Forces in Munich, the postgraduate programme on cybersecurity 

for military staff in Portugal, and the creation of the Pôle d’excellence cyber in France.

Additionally, the platform could benefit from and strengthen EU-NATO cooperation, as 

the common set of proposals for the implementation of the Joint Declaration signed 

by the President of the European Council, the President of the European Commission 

and the Secretary-General of the North Atlantic Treaty Organisation in Warsaw on  

8 July 2016 includes proposals in the cyber domain, including on the harmonisation of 

training requirements, where applicable, and the opening of respective training courses 

for mutual staff participation.

It should also be noted that when there is no peak of malicious cyber activities for a 

long period of time, the cyber reservists could also be regularly mobilised for other 

missions leveraging their skills, such as promoting cyber awareness or strengthening 

the defence culture of citizens.

Graphic: Ecole nationale de la statistique et de l’analyse (ENSAI)
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3.3  Gender and cyberspace

by Charlotte Isaksson

When I mentioned that I had been asked to write a chapter on Gender and Cyberspace 

for this handbook, the immediate response from a colleague was to ask: what on earth 

does gender have to do with cyberspace?

Well, let‘s start by looking at the European Commission and the High Representative‘s 

2013 Cybersecurity Strategy. This was the first comprehensive EU policy document in 

the area, and it can provide us with some answers. The EU Cybersecurity Strategy  

clearly sets the priorities for EU international cyberspace policy:

1.	 freedom and openness: the strategy outlines the vision and principles for 

applying core EU values and fundamental rights in cyberspace;

2.	 ensuring that the EU‘s laws, norms and core values apply as much in cyberspace 

as in the physical world: responsibility for a more secure cyberspace lies with all 

players in the global information society, from citizens to governments;

3.	 developing cybersecurity capacity building: the EU should engage with 

international partners and organisations, the private sector and civil society to 

support global capacity building in third countries, including by improving access 

to information and an open internet and by preventing cyber threats;

4.	 fostering international cooperation in cyberspace: preserving open, free and 

secure cyberspace is a global challenge which the EU is addressing together 

with relevant international partners and organisations, the private sector and 

civil society.

‘Gender Equality is one 
of the fundamental values 
of the EU’ emphasises 
Ms. Helga Schmidt, 
Secretary General of the 
External Action Service 
(second from right). 
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Cyberspace and gender-based violence

With the increased availability of internet access and the expansion of social media, 

violence against women and girls (VAWG) in cyberspace has become a growing 

phenomenon. Evidence shows that 10 % of women aged 15 or older have experienced 

some form of cyber violence, and that men and women experience the resulting harm 

differently, highlighting the problem with taking a gender-blind approach to cyber 

violence. Other available research suggests that women are disproportionately targeted 

by certain forms of cyber violence, compared with men. In a recent survey of more than 

9 000 German internet users aged 10 to 50, women were found to be victims of online 

cyber stalking and sexual harassment1 significantly more frequently than men.

The expanding internet and the wide diffusion of social media present new opportunities 

for women to make their voices heard and raise awareness on several pressing issues 

– take, for example, the recent #metoo campaign. Moreover, the annual 16 Days of 

Activism campaign against violence against women uses the internet and social media 

as an instrument and asset to spread the message globally. While the internet may offer 

connectivity, empowerment and access to services, it can also cement and normalise 

gender roles and cultural customs. The online world, or cyberspace, is not just a mirror 

image of the real world, but a ‘hall of mirrors’ reflecting and amplifying both the positive 

and the negative. For women and girls, these reflections are all too often reflections of a 

culture of misogyny, marginalisation and violence. With 450 million new women expected 

online over the next three years, more and more women are relying on the internet for 

educational and professional resources. Cyberspace undoubtedly offers multitudes of 

possibilities and opportunities for women’s empowerment and, in the long run, even 

1	 Staude-Müller, F., Hansen, B. and Voss, M., ‘How stressful is online victimization? Effects 
of victim’s personality and properties of the incident’, European Journal of Developmental 
Psychology, Vol. 9(2), 2012. Available at: http://www.tandfonline.com/doi/abs/10.1080/ 
17405629.2011.643170

The campaign 
‘#WeSeeEqual’ was 

launched to advocate for 
gender equality ahead of 

International Women’s Day.
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gender equality, but there are two sides to the coin. The gender-based violence and 

discrimination present in our society is equally present online, if not more so.

Blurred border between online and offline violence

We need to understand that we must not try to address cyber violence separately from 

real-world manifestations of violence, since it is an inherent part of the continuum of 

sexual and gender-based violence (SGBV): VAWG, domestic violence, femicide, trafficking 

and female genital mutilation. It also targets men and boys, and it can take many forms. 

Research has shown that online abuse against women shares several features with offline 

abuse, so when someone suffers offline, they are likely to suffer online too.

Women and girls who have been victims of stalking, sexual harassment or violence offline 

by an intimate partner are also often victims of online violence by the same perpetrator. 

As with all types of violence, cyber violence deeply affects the lives of victims. Yet, 

most cyber VAWG goes unreported and law enforcement agencies are failing to take 

appropriate action2 against cyber VAWG in 74 % of the 86 countries surveyed. One 

in five female internet users live in countries where online abuse and harassment are 

unlikely to be punished.

2	 WWW Foundation
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However, cyber-related gender-based violence is not fully conceptualised or legislated 

against at EU level, while in the EU Member States where it is, the available data is not 

disaggregated by the gender of the victim and perpetrator and the relationship between 

them. This makes it impossible to conduct a gendered analysis of cyber violence and 

to compare online and offline VAWG. A recent and growing form of cyber VAWG is that 

linked to an intimate partner, e.g. stalking, harassment and non-consensual pornography. 

Research shows that up to 90 % of non-consensual pornography victims are women. 

Many women in these studies have experienced multiple types of abuse as a routine 

part of their online lives, meaning abuse is experienced as a course of behaviour rather 

than a set of individual acts. Indeed, women are often frustrated when law enforcement 

authorities treat each individual, harassing communication ‘as a discrete act, rather than 

grasping the harm caused by the accumulation of abuse’3.

We can therefore see that gender-related crimes and assaults in cyberspace impact, 

and are impacted by, the world outside. This means that cyberspace must be sufficiently 

factored in to any gender analysis and/or assessments if we want to be comprehensive 

in our approach.

Gendered cyber violence as a limitation of democracy

Fear of being targeted in cyberspace can reduce the likelihood of women’s rights 

activists and human rights defenders taking an active part in society, politics, democratic 

activities or actions promoting women’s rights. We know that the space for women’s 

rights activists and women’s human rights defenders is shrinking in many places around 

the globe. In this regard, violence and threats against them in cyberspace represent 

not only an individual problem but also a democratic problem limiting their freedom of 

movement and speech.

In Colombia, a woman journalist was given a warning message saying that she should 

take care of her children so that nothing would happen to them and that she should not 

be surprised if she was raped on her way home. Providing detailed information about 

the victim’s children and the location of their home is a common modus operandi when 

the victim is a woman, not when the victim is male.

Furthermore, the space for online activism is decreasing due to repression and intimi

dation through blackmail, slander, harassment and stalking – by both state and non-state 

3	 Lewis, R., Rowe, M. and Wiper, C., ‘Online Abuse of Feminists as An Emerging form of Vio-
lence Against Women and Girls’, The British Journal of Criminology, Vol. 57, No 6, 2017, pp. 
1462-1481.
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actors. In a report from 20154, human rights defenders were asked about harassment 

and attacks in an online survey. ‘More than half (55 %) of the respondents said that they 

had faced threats on the internet’5.

Da’esh, recruitment and gendered roles

A recent article argues that suspension is an integral part of the online lives of Da’esh 

supporters, a fact which is reproduced in online identities, and that Da’esh considers 

cyberspace to be the new frontline. The highly gendered roles of Da’esh males and 

females are ‘enforcing norms that benefit the group: the shaming of men into battle 

and policing of women into modesty’6. While women have long participated in violent 

extremist groups around the world, the proportion joining Da’esh from abroad is 

particularly high. Of the Da’esh members who have joined from Europe, approximately 

20% are women. Da’esh messages targeted specifically at women and girls are not 

simply about the nobility of becoming a ‘jihadi bride’7. Instead, the recruiters – often 

women themselves – use the narrative that Western societies do not respect Muslim 

women and assert that Muslim women are looked upon in the West solely as victims, 

oppressed or ridiculed by their own communities.

4	 Femdefenders report (2015) http://thekvinnatillkvinnafoundation.org/en/files/qbank/
f16ba6f00bce15507c766cd5e8057728.pdf

5	 https://kvinnatillkvinna.se/wp-content/uploads/2018/03/ 
kvinna-till-kvinna-suffocating-the-movement-report-eng-2018.pdf

6	 Pearson, E., ‘Online as the New Frontline: Affect, Gender, and ISIS-Take-Down on Social 
Media’, Studies in Conflict & Terrorism, 2017, DOI: 10.1080/1057610X.2017.1352280

7	 Heather Hurlburt and Jacqueline O’Neill (2017) https://www.vox.com/
the-big-idea/2017/6/1/15722746/terrorism-gender-women-manchester-isis-counterterrorism

See: http://www.consilium.europa.eu/uedocs/cms_data/docs/pressdata/EN/foraff/142549.pdf 
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A different version of these gendered narratives is related to men. Mercy Corps8 found 

that the most common justification offered by Jordanian fighters as to why they had 

joined the war in Syria was not poverty or compensation, but protecting Sunni women 

and children, particularly from rape.

Da’esh promises a future where women will hold a highly valued place of honour, playing a 

foundational role in building their caliphate, including as informants and enforcers of their 

rules. Lately, European observers have even noticed a slight increase in female Da’esh 

recruits using the language of women’s rights – dignity and autonomy – to talk about 

their role in carrying out terrorist plots. All of this amounts to highly gendered narratives 

entering cyberspace, with both direct and indirect consequences for EU security.

Cyberspace as a positive area for change

Not everything about cyberspace is negative in terms of gender. There are also examples 

of technology and social networking working as allies against gender-based violence. 

The most well-known by now is probably the #metoo campaign from autumn 2017, but 

there are many other similar examples. In Argentina, the hashtag #NiUnaMenos (or ‘not 

one less’) was established recently to reject femicides, which continue to go unpunished, 

and has become an ongoing slogan for cyber activism against domestic violence. In 

Pakistan, #Bytes for All (or ‘aware girls’) has been promoted as an effective campaign to 

combat gender-based violence. It uses storytelling to engage teenage girls and teach 

them about their rights. In the Democratic Republic of the Congo, the Medicapt app 

is being introduced, giving users the possibility to collect, share and preserve forensic 

evidence of sexual violence.

8	 A humanitarian organisation

There are several 
good examples of 

technology and social 
networking working 

as allies against 
gender-based violence. 
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A similar project exists in Nicaragua using video blogs, while ‘Take back the tech!’ was 

launched in 2006 by a group of young women in South-East Asia in response to the 

increasing use of mobile phones and geo-location software as means to physically 

violent ends.

Conclusion

To conclude, the importance of women’s access to technological empowerment as one of 

the core indicators for progress towards gender equality cannot be emphasised enough. 

However, to achieve this goal, we must make sure that the internet is a safe and secure 

place that allows all women and girls to fulfil their potential as equal members of society 

and live a life free from all forms of violence. Therefore, oversight and enforcement of 

laws and rules prohibiting cyber VAWG are of critical importance if the internet is to 

become a safe, respectful and empowering space for women and girls, as well as for 

men and boys.

There is still much to be done to address gendered aspects of cyberspace, including 

dealing with the shrinking space for actors working for women’s rights and gender 

equality. Social attitudes and norms must change if we are to shift the way online abuse 

is understood and address the lack of seriousness with which it is treated. There is a 

need for public education as well as education of enforcement agency staff, such as 

police. Policy responses should be formulated in recognition of the fact that gendered 

violence in cyberspace is a form of VAWG and needs to be addressed in the same way 

as any other form of sexual or gender-based violence. This highlights the need to engage 

not only with policymakers and institutions but also, increasingly, with internet actors 

and tech companies as they have a very big role to play, as does anyone working with 

issues related to gender equality, women’s empowerment and the implementation of 

the Women, Peace and Security agenda. We must all factor in what is happening in 

cyberspace in our decision-making processes and activities.
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3.4  The EU as a partner in cyber diplomacy and defence

The European institutions became involved in cyber-related issues in the 1990s. However, 

cyberspace only came to be conceived as a security space a decade later. As late as 

2003, cyber issues were not even mentioned in the European Security Strategy (ESS). 

That was to be progressively rectified with a number of non-binding communications 

from the European Commission, focusing mostly on the security of the EU’s cyberspace. 

More recently, the EU’s cyber agenda has broadened considerably to embrace more 

systematically the international dimension of cyber issues. In 2013 it adopted its first 

cybersecurity strategy, which included international priorities. It also adopted European 

Council conclusions specifically on ‘cyber diplomacy’ in 2015, marking the beginning of 

a more proactive role for the EU in international cyberspace policy-making. In 2017, the 

Council agreed to develop a full cyber-diplomacy ‘toolbox’, with the potential for approv-

ing retaliatory measures against cyber-attacks conducted or sponsored by other states.

The development of the EU’s global cyber agenda sits at the juncture of three key 

trends. First, the growing importance of cyber issues, which have progressively become 

core themes in Member States’ agendas. Second, beyond domestic priorities, cyber 

by Thomas Renard and Andre Barrinha
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issues have climbed the international agenda as well, becoming increasingly ‘politicised’. 

Indeed, cyberspace has become an immensely contested area, confronting distinct  

national interests and visions for the digital age. Cyber issues were treated first as purely  

technical issues, then as external aspects of domestic policies, before being recognised 

as a major foreign policy topic. Third, the EU’s own internal evolution, gradually developing 

itself as a diplomatic and security actor with global ambitions, is naturally leading to 

the development of global cyber ambitions and tools. This short contribution seeks  

to highlight key elements of that evolution.

The EU as a cybersecurity actor

The EU became interested in cybersecurity in the late 1990s, with a clear focus on  

cybercrime and its potential negative impact on the single market. Since the early 2000s, 

it has progressively expanded its interest and role in this domain, internally at first and 

subsequently externally. At the domestic level, the European Commission and the Council 

adopted a series of non-binding documents throughout the 2000s related to computer 

security, critical (information) infrastructure protection and even cyberterrorism. It 

was only at the turn of the first decade of the 21st century that cyberspace became a 

paramount political and strategic concern, leading the EU to agree on a number of key 

documents and legislation, such as:

•	 the 2005 Council Framework Decision on Attacks Against Information Systems;

•	 the 2010 EU Internal Security Strategy, which identified cybersecurity as one of 

its five strategic objectives;

•	 the 2013 EU Cybersecurity Strategy, which identified five strategic priorities: 

building resilience; fighting cybercrime; developing cyber defence policy; fostering 

industrial and technological resources; and embedding EU values in cyberspace;

•	 the 2015 Agenda on European Security, which defines cybercrime as one of its 

three priorities (together with serious organised crime and terrorism);

•	 the 2016 Network Information Security (NIS) Directive, which is the first EU-wide 

legislation on cybersecurity. It makes it mandatory for EU Member States:  

to be prepared and equipped to respond to cyber incidents (e.g. via a Computer 

Security Incident Response Team (CSIRT) and a competent national NIS authority); 

to cooperate swiftly and effectively among themselves in case of incidents,  

notably by sharing information; and to develop a ‘cybersecurity culture’ among 

critical sectors and businesses, with the obligation to notify security breaches.

•	 a revised EU Cybersecurity Strategy was adopted in September 2017, together 

with a package of new proposals. It focuses on the creation of new technological 

capabilities via research, innovation and skills development and on the  

improvement of cooperation at EU level.



Handbook on Cybersecurity184

At the external level, the EU’s activity is more recent and to some extent more modest. 

The 2003 European Security Strategy, a key document that listed the main security 

challenges to the EU, did not even mention cyberspace. It was only the 2008 Report 

on the Implementation of the European Security Strategy that mentioned cyber as 

a potential challenge with an external dimension. High-scale cyber-attacks in the 

preceding months in both Estonia (2007) and Georgia (2008) certainly contributed to  

the progressive prioritisation of cyber issues on the security agenda. Four EU documents 

are particularly relevant and illustrative of the EU’s growing focus on international 

aspects of cyber issues:

•	 the above-mentioned 2013 EU Cybersecurity Strategy called for a more active EU 

engagement at international level, notably by deepening the dialogue with third 

countries and international organisations and by stepping up capacity-building 

programmes in third countries;

•	 the 2015 Council conclusions on cyber diplomacy promote a number of objectives 

and principles related to the EU’s global cyber engagement: the promotion and 

protection of human rights in cyberspace; norms of behaviour and application 

of existing international law in the field of international security; internet 

governance; enhancing competitiveness and prosperity; capacity building and 

development; and strategic engagement with key partners and international 

organisations;

•	 the 2016 EU Global Strategy, the main guiding document for the EU’s foreign 

policy, considers ‘cyber’ as one of the key constituents of Europe’s security 

but also as a significant element in the EU’s foreign policy (e.g. to build cyber 

resilience in the neighbourhood or to shape the global cyberspace);

•	 the 2017 Council conclusions on a ‘cyber-diplomacy toolbox’ affirm the EU’s 

willingness to put to use the entire scope of CFSP measures, including restrictive 

ones (such as sanctions), in order to respond in a proportionate manner to cyber 

malicious activities by third parties, to protect the Union and to attain its foreign 

policy objectives.

In its pursuit of domestic and foreign cyber policies, the EU relies on a growing number 

of agencies that are particularly relevant. They include:

•	 the European Union Agency for Network and Information Security (ENISA), 

established in 2004, which strengthens EU Member States’ cyber resilience 

through advice and capacity building;

•	 the EU Computer Emergency Response Team (CERT-EU), set up in 2012, which is in 

charge of the response to cyber incidents within EU institutions;

•	 Europol’s European Cybercrime Centre (EC3), established in 2013 to strengthen 

the law enforcement response to cybercrime, notably through operational 

support;



185 Cyber challenges

•	 the European Defence Agency (EDA), which considers ‘cyber’ as one of its 

priorities and works on the cyber-defence capability development of its  

member states; 

•	 the European Security and Defence College (ESDC), which has been in charge 

of education, training, evaluation and exercise in the field of cybersecurity and 

defence (cyber ETEE platform) since 2018 and is therefore tasked with providing 

cyber-related training to civilian, police and military staff, in line with CSDP 

requirements.

Cyber diplomacy and cyber partnerships

Cooperation in cyberspace is a choice, not a given. In 2011, Barack Obama wrote in 

the introduction to the US International Strategy for Cyberspace that ‘by itself, the 

internet will not usher in a new era of international cooperation. That work is up to us.’ 

Indeed, cyberspace is a disputed domain. More than 30 countries worldwide are said 

to have developed offensive cyber capabilities, and that number is growing. Countries 

are also promoting very distinct models for internet governance. On the one hand, some 

countries, including most EU Member States, are promoting a vision of a free and open 

internet, whereas on the other hand, countries such as Russia and China seek to assert 

more government control over the internet.

In this context, and with a view ‘to promot[ing] openness and freedom of the internet’ and 

‘to encourag[ing] efforts to develop norms of behaviour and apply existing international 

laws in cyberspace’, as stated in the 2013 Cybersecurity Strategy, the EU has deepened 

its engagement with a number of strategic partners.

The EU has deepened its 
engagement in cyberspace 
with a number of strategic 
partners.
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It has formalised a number of partnerships with third countries by establishing regular 

policy dialogues on cyber issues and by adding a cyber chapter to the joint cooperation 

agenda, when there is one (such as the EU-China 2020 Strategic Agenda for Cooperation). 

Not all partnerships deliver equally, however. The EU-US cyber partnership is by far the 

oldest and most developed, with several annual dialogues covering various aspects of 

cyber policies. It is also the only partnership singled out in the EU Cybersecurity Strategy 

as well as in the EU Global Strategy. The partnerships with Japan and, to a lesser 

extent, Canada are less ambitious but still productive in a ‘like-minded’ context, as also 

illustrated by the 2017 G7 Lucca declaration on responsible state behaviour in cyberspace. 

Conversely, cyber partnerships with China and Russia are less straightforward. These 

two countries are perceived as major sources of cyber-attacks and cyber-espionage in 

Europe. As mutual trust is lacking, cooperation focuses mostly on confidence-building 

measures. This is one of the key aims of the EU-China cyber taskforce, as well as of 

the track 1.5 Sino-European Cyber Dialogue (SECD). Cooperation with other ‘strategic 

partners’, such as India or Brazil, remains largely under-delivering.

Such an observation would fundamentally challenge the notion of cyber partnership, were 

it not for the distinction between results-oriented and process-oriented partnerships. 

Whereas the transatlantic partnership aims for tangible deliverables, such as increasing 

cybersecurity in the transatlantic space and beyond, the partnerships with China and 

Russia mostly seek to keep the dialogue open on contentious issues, and possibly aim 

to build mutual confidence. Having said this, most cyber partnerships ultimately operate 

a balance between results and process. Even the EU-US partnership seeks to strike this 

balance, as it is still hampered by a serious trust deficit.
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Cyber defence and CSDP

When it comes to cyber defence, the EU’s evolution in the field is both more recent 

and also more limited, due to NATO’s activities and the greater reticence of Member 

States to cooperate in a field in which stakes are considerably higher. The first relevant 

incursion of the EU into the field came in late 2012 with the approval of the Concept for 

Cyber Defence for EU-led CSDP operations. This was followed soon afterwards by the 

EU defence ministers’ agreement to put cyber defence on the Pooling & Sharing agenda. 

The European Defence Agency (EDA) has had a leading role in this field, facilitating and 

supporting Members States’ related activities. 

In greater depth, and in line with the above-mentioned 2013 Cybersecurity Strategy, 

the Council approved the Cyber Defence Policy Framework in November 2014, defining 

the general guidelines for the EU’s activities in its external dimension, including CSDP, 

protection of the EEAS networks and relations with other partners, such as NATO. 

In 2016, the EU and NATO reached an agreement on the issue – the Cyber Defence 

Pledge. This document focuses on areas of common interest such as fostering joint 

training exercises and deepening cooperation between states and between the two 

organisations. The European Commission also included cyber defence as a top priority 

in its European Defence Action Plan (November 2016). That has also been reflected 

in two separate projects within the permanent structured cooperation (PESCO): one 

on the creation of a European Cyber Information Sharing Platform and another on the 

development of European Cyber Rapid Response Teams.

Despite the EU’s recent emphasis on resilience and deterrence – made clear by the 

2017 Joint Communication by the European Commission and the High Representative 

for Foreign Affairs and Security Policy – its own role in terms of cyber resilience and 

cyber deterrence remains limited. 
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Conclusion

The EU cannot be considered a major cybersecurity actor yet, but it has considerably 

raised its interest and role in cyberspace over the past two decades, establishing itself 

as a focal point and facilitator for its Members States and, to a lesser extent, as a partner 

for third countries. The EU’s future actorness in this field will be partly shaped by the 

more general developments of the EU as a diplomatic and security actor. However, in 

light of the strategic importance of the issue, it is unlikely that there will be a waning 

of interest or ambition in this domain.
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3.5  The human layer of cybersecurity – the art of 
social engineering

by Elisa Norvanto

When it comes to cyber security, any successful organisation must focus on people, 

processes and technology. Technology provides automated safeguards and processes to 

determine the series of actions to be taken to achieve a particular end. However, even 

organisations with strong security practices are vulnerable to human error.1 To ensure 

the strength of the human aspects in any information security plan, an organisation must 

first recognise and address the human aspect’s biggest threat, namely social engineering.

Cybersecurity has become a part of everyone’s life, and it can affect anyone using and 

anything related to the Internet. As the digital era develops, cyber security evolves  

and software vulnerabilities diminish. However, people, as individuals, are more exposed 

today than ever before. Cyber security is vitally important to public and private 

organisations. Effective information security comprises multiple layers of defence which 

work together to protect information, access to networks and information systems. 

The premise is that if one layer fails, other layers will fail too. Technical layers such as 

firewalls, software patches, intrusion detection systems, anti-virus programmes, and 

encryption are often the only areas that are considered in cyber security. However, 

effective penetration attacks are often social rather than technical and they account for 

the majority of cyber attacks. Indeed, the most significant vulnerability in information 
security relates to human error. If, as a result, an individual with malicious intent is 

able to bypass a system, that individual can bypass all of the other defensive layers 

designed to ensure information security.2

According to IBM’s Cyber Security Intelligence index3, 95% of all information security 

incidents involve human error. Many of these entail successful attacks by external 

1	 Fran Howarth, ‘The Role of Human Error in Successful Security Attacks’, 
SecurityIntelligence.com, 2.9.2014. Retrieved on: https://securityintelligence.com/
the-role-of-human-error-in-successful-security-attacks/

2	 Ugo Emekauwa, ‘The Human Layer of Information Security Defense’, 19.10.2007. Retrieved 
from http://securitynewswire.com/block/index.html.

3	 Fran Howarth, ‘The Role of Human Error in Successful Security Attacks’, 
SecurityIntelligence.com, 2.9.2014. Retrieved on: https://securityintelligence.com/
the-role-of-human-error-in-successful-security-attacks/
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attackers who exploit human vulnerabilities in order to trick insiders within organisations 

into unwittingly providing access to sensitive information. These mistakes can be costly 

since they involve privileged insiders, such as government employees, who often have 

access to the most sensitive information. The greatest impact of successful security 

attacks concerns disclosure of sensitive data, the introduction of malware, or the theft 

of intellectual property. While cyberattacks are generally considered to be technical, 

successful ransomware operations employ social engineering tactics to help identify, 

target and exploit vulnerabilities.

Social engineering

Cyber criminals use social engineering tactics in order to convince people to open 

email attachments infected with malware, persuade unsuspecting individuals to divulge 

sensitive information, or even scare people into installing and running malware.4

4	 Andy Mc, ‘Do your employees know they are being targeted?’, Security, 18.11.2017.  
Retrieved on: https://www.insta.digital/do-your-employees-know-they-are-being-targetted/.
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Social engineering is the art of exploiting human flaws to achieve a malicious objective.5 

They can be human-based and technology-based. ‘Human-based’ involves a person-to-

person interaction to obtain the desired action. ‘Technology-based’ involves a digital 

interface that attempts to achieve the desired outcome, such as pop-up windows 

and email attachments.6 In both cases, social engineering uses human interaction  
to psychologically manipulate targets through deception and persuasion in order to 

influence the target’s actions. Cyber threat actors use social engineering techniques  

to deceive, persuade, and influence targets to disclose information. It often involves 

tricking people into breaking standard security practices or giving away information, 

most often over the telephone or via email, but also through direct observation and 

unauthorised physical access. When successful, many social engineering attacks enable 

attackers to gain authorised access to confidential information. Social engineering 

attacks differ from traditional hacking in the sense that social engineering attacks 

can be non-technical and do not necessarily involve the compromise or exploitation of 

software or systems.7

5	 Mitnick, K. D. and Simon, W. L. ‘The art of deception: Controlling the human element of 
security.’ (Indianapolis, IN: Wiley, 2002).

6	 Thomas R. Peltier. ‘Social Engineering: Concepts and Solutions’, last modified 20.6.2018. 
Retrieved on: http://www.infosectoday.com/Norwich/GI532/Social_Engineering.htm#.
Wy-RU6YUk7M.

7	 Nate Lord, ‘What is Social Engineering? Defining and Avoiding Common Social Engineer-
ing Threats’, Digital Guardian, 27.7.2017. Retrieved on: https://digitalguardian.com/blog/
what-social-engineering-defining-and-avoiding-common-social-engineering-threats.
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Social engineering attacks

Social engineering is recognised as one of the greatest security threats facing 

organisations. Targeting employees of an organisation through social engineering  

tactics allows hackers to bypass advanced defences and technologies. Social  

engineering attacks that target companies or individuals are most easily and success-

fully launched through email. But malicious emails require two triggers to be effective. 

The first is a cleverly worded subject line that will engage the recipient’s curiosity and 

encourage them to open the email. Once the recipient opens an email, the message 

has to be compelling enough to encourage the recipient to click on a link or open an 

attached file in order to initiate or deliver the attack.

The success of a social engineering attack depends on how well the attacker can 

persuade the victim to perform some action on their behalf, and they may employ a 

number of influencing techniques (see text box 1). Cyber criminals can seek to provoke 

emotions such as fear, greed, hope and curiosity to make their attacks more effective. 

Social engineers use several avenues and techniques for attack. Here are examples of 

some of the common techniques.

The psychologist and author Robert Cialdini defines a number of influencing 
techniques through which social engineers can affect their targets:

1.	 Reciprocation:	 Manipulating somebody to feel grateful and thus 		

				    obligated to the social engineer. This often results in the 	

				    victim feeling that they owe the social engineer a favour.

2.	 Scarcity:		 Many social engineering attacks invoke scarcity of a 	

				    resource such as time or money to influence their 		

				    targets.

3.	 Consistency:	 Human nature means that people generally try to stick 	

				    to promises, so as not to appear untrustworthy.

4.	 Liking: 		  People are more likely to comply with someone they like. 

5.	 Authority: 	 People comply when a request comes from a figure of 	

				    authority.

6.	 Social Proof: 	 People comply if and when others are doing the same 	

				    thing. 

(Cialdini, R. B. Influence: Science and practice (5th ed.). 

(Boston: Allyn & Bacon, 2008).

Box 1. Influencing techniques
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Phishing

Phishing attacks are the most prevalent way of obtaining information or access to a 

network. The most effective technique is sending an email with a phishing link. Attackers 

usually send well-crafted emails with seemingly legitimate attachments and an individual 

will open the email, and either click on a link that leads to a malicious site or download 

an attachment which contains malicious code, thereby compromising the system.

Pretexting

Another common method is a technique called ‘pretexting’, where an invented scenario, 

or pretext, is established for the target to perform an action for the attacker. These 

attacks often involve scammers who pretend that they need certain information from 

their target in order to confirm the latter’s identity8. Subject lines are carefully chosen 

to inspire a response and emotional reactions can often be enough to make an employee 

forget about basic security measures. Pretexting attacks rely on building a false sense 

of trust. This requires the attacker to create a credible story that leaves little room for 

doubt in their target’s mind.9

A classical scenario in pretexting is that someone calls a company claiming to represent 

a phone company, an IT help desk, an internet provider, and starts asking questions. They 

claim to have a simple problem or know about a problem that can be fixed quickly but 

they just need a piece of information. It could be as innocuous as asking for a username 

8	 David Bisson, ‘Social Engineering Attacks to Watch Out For’, 
Tripwire, 23.3.2015. Retrieved on: https://www.tripwire.com/state-of-security/
security-awareness/5-social-engineering-attacks-to-watch-out-for/.

9	 Nachaat AbdElatif Mohamed, Aman Jantan and Oludare Isaac Abiodun, ‘An Improved Behav-
iour Specification to Stop Advanced Persistent Threat on Governments and Organizations 
Network’, Proceedings of the International Multi Conference of Engineers and Computer 
Scientists Vol I.  IMECS 2018, (March 2018), Hong Kong.

Social engineering comes in several forms such as:

•	 Phishing

•	 Pretexting

•	 Baiting

•	 Quid Pro Quo

•	 Typosquatting
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or someone’s schedule or as blatant as asking for a password. Once the attacker has 

this information, they call someone else in the organisation and use the information 

obtained to refine their attack. They may even combine this with information publicly 

available on the company’s website. After a few calls, they can often pass themselves 

off as an employee, working for instance in IT support or as the assistant of someone 

in the organisation’s hierarchy, and request access to information or more detailed 

information immediately. The unsuspecting employee, not wanting to annoy anyone in 

the hierarchy, then bypasses security protocols and complies with the request before 

they have had time to think10.

Baiting and Quid Pro Quo

In baiting the hacker deceives the victim by enticing the latter with the promise of 

a reward or good. There are two classic scenarios where baiting is used. In the first 

scenario, the attacker uses a malicious file disguised as a software update or as generic 

software. Baiters may also offer users free music or movie downloads if they surrender 

their login credentials to a certain site. In the second scenario the attacker leaves 

infected USB sticks on a table or even in a parking lot of a target organisation in the hope 

that staff will insert these devices into the organisation’s computers. This tactic takes 

advantage of an individual’s curiosity. The USB device might be labelled ‘confidential’, 

‘salary information’ or indicate the name of a person in the organisation’s hierarchy. The 

devices carry malicious software, resulting in the victim’s machine being compromised.

A quid pro quo technique differs from baiting. Instead of baiting a target with the promise 

of a good, this technique promises a service or a benefit based on the execution of a 

specific action. A quid pro quo attack occurs when an attacker requests private informa-

tion from someone in exchange for something desirable or some type of compensation. 

For instance, an attacker requests login credentials in exchange for a free gift.

Typosquatting

Typosquatting is when the attacker sets up a website with a similar domain name to a 

legitimate site. For example, instead of www.e-visa-usa.com, the attacker may register 

www.e-visa-usa.org. The fake site will match the look and feel of the original. The 

10	 Keith Casey, ‘What is Social Engineering? Defining and Avoiding Common 
Social Engineering Threats’, interview by Nate Lord, 
Digital Guardian, 27.7.2017. Retrieved on: https://digitalguardian.com/blog/
what-social-engineering-defining-and-avoiding-common-social-engineering-threats.
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idea is to trap users who mistype a URL in their web browser. They will often be prompted 

to enter information, such as passport information, which is then captured by the attacker. 

The victim is then forwarded to the legitimate site and logged in, but without realising 

that they were redirected and that their information is now compromised11.

How to combat social engineering?

The threat of social engineering is very real. This very profitable industry seeks 

unauthorised access to information or unlawfully extracts information for its customers. 

Social engineering is the hardest form of attack to defend against because it cannot 

be countered using hardware or software alone. Technology can be used, but not in 

isolation. A successful defence will require an effective information security architecture, 

starting with policies and standards and following through with vulnerability assessment 

processes. Technology provides automated safeguards and processes determine the 

series of actions to be taken to achieve a particular end. However, even organisations 

with strong security practices are still vulnerable to human error. Consequently, there are 

three categories that are considered to mitigate the risk of social engineering; people, 

processes and technology. 

11	 Curtis Peterson, ‘23 Social Engineering Attacks You Need To Shut Down: Device Left 
Behind’, Smartilife.com, 16.3.2016. Retrieved from: https://www.smartfile.com/blog/
social-engineering-attacks/.
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Cybersecurity training must 
start at a very early stage in 

order to reduce the human 
error in information security.

Traditional IT security activities such as patch management and system hardening are 

essential to prevent cyberattacks. However, awareness is crucial to the reduction of 

human error in information security. If users are made aware of the threats and risks they 

face, they can make decisions that are more informed and they will be less vulnerable to 

falling for well-known ruses. Therefore, the most important advice for organisations is  

to train their employees in cyber security. As a rule, organisations should put in place 

a security culture that comprises ongoing training which consistently informs employees 

about the latest security threats. Behavioural change is more effective than technological 

defence in countering attacks on the human mind. If employees learn how to protect 

their data and the organisation’s confidential data, they will be better able to identify 

an instance of social engineering and avoid its damaging consequences. They will then 

be more vigilant and so play a much-needed role in ensuring security.12 

12	 Lily Teplow, ‘Breaking Down the Dangers of Social Engineering’, 
Continuum IT management platform, 24.3.2017, Retrieved from: https://www.continuum.net/
blog/breaking-down-the-dangers-of-social-engineering.
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3.6  Social media: manipulating people

by Jochen Rehrl

In former days, newspapers published articles and commentaries, the vast majority of 

which were based on the principles of journalism – the obligation to the truth, verification 

of information and loyalty to citizens, among others. The newspapers, which actually 

provided ‘old’ news from the previous day, were read and discussed, at least by those 

parts of society who had the possibility of buying a paper. When something happened 

around the world, readers only learned about it in the days following the event.

The internet has changed society

Since the dawn of the internet, this picture has changed dramatically. More people 

read the ‘news’, more people get engaged (with likes, dislikes and emojis), more 

people are informed about everything happening on our globe – albeit with varying 

degrees of expertise. People can easily be influenced or even manipulated by incoming  

true/half-true/false information. Nowadays, anyone can be a journalist, without any 

specific education or training and without being bound by the principles of journalism. 

Everybody can share their thoughts, everybody else can read them in real time, and 

everything is for free. The time for reflection is short, tending to zero.
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Social media is the name of the game, be it Facebook, Twitter, YouTube, LinkedIn or 

others. All media outlets are accessible online 24/7, they have an outreach which no single 

newspaper has ever obtained and they are cost-free with a few minor exceptions. They 

can therefore reach, influence and manipulate the hearts and minds of their audience, 

which currently includes about 85 % of the European population (51 % worldwide). Being 

able to get people to change their minds is a valuable skill. The vast majority have good 

intentions and genuinely want to influence people, not manipulate them. 

We know you better than you do

The recognition factors of the various media outlets are that they are cost-free and 

accessible 24/7, their content is provided by ‘members’ and the media outlet seldom 

interferes. The content from members ranges from private to public, personal to political. 

Pictures and short videos are widely used and longer texts and commentaries often 

remain unread. All the information provided is stored on servers around the world forever. 

What goes on the net stays on the net, whether you like it or not.

The internet provides a variety of tools for influencing people. In the past couple of years, 

we have experienced two models: one uses ‘big data’ in order to microtarget people to 

get their support; the other tries to manipulate people’s behaviour by publishing fake 

news, commenting on blogs and providing advice to people under false identities.
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Model 1: Cambridge Analytica

The data on the net represent a valuable tool for some companies specialised in  

analysing big data. Big data means the full volume of data available on the internet. 

Information on the net can be structured, semi-structured or unstructured. 95 % of 

the information belongs to the latter category, i.e. ‘unstructured’. Such data cannot be 

handled by a human being, so advanced analytic techniques do the work when it comes 

to very large, diverse data sets.

The results of these analyses can be used for good, but they can also be used by the 

‘dark side’. Christopher Wylie, a former research director at Cambridge Analytica, became 

a whistleblower and gave some insights on the work of the company. On its website 

you can read: ‘Data drives all we do. Cambridge Analytica uses data to change audience 

behaviour.’ The company came to the public’s attention by using data from 50 million 

Facebook accounts, some say not necessarily in accordance with the law.

How does it work

Cambridge Analytica came into contact with Mr Aleksandr Kogan, a research fellow 

at the University of Cambridge, who had – via an application – access to a number of 

Facebook users. This access also included access to the ‘friends’ of those users and 

even to the ‘friends’ of their ‘friends’ (snowball effect). Cambridge Analytica used the 

app, paying USD 1 000 000 to about 170 000 users. Each user had an average of 300 

‘friends’, which added up to around 50 million users’ data. But there are also other  

ways of data mining/harvesting.

Christopher WYLIE, 
former employee at 
Cambridge Analytica, 
attended the hearing on 
the Facebook/Cambridge 
Analytica case in the 
European Parliament.
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What is done with big data

Example ‘Election Campaign’: Big data is analysed and potential supporters of a party 

are identified. Psychographic analyses of individuals are drafted in order to manipulate 

them for election day by sending them individualised messages at the right time. ‘We 

can get better than human-level accuracy in predicting your behaviour,’ said Christopher 

Wylie in an interview with British newspaper The Guardian. If individual analysis shows 

that a Facebook user is more cautious and uses Facebook more at night, then Facebook 

will show that user an advertisement at the right time of the day adapted to their profile 

– this technique is precise, accurate and targeted, and is known as ‘microtargeting’.

The manipulation of voters goes hand in hand with blackmailing, disinformation, 

conspiracies and staging scandals involving political opponents. ‘I mean, it sounds a 

dreadful thing to say but these are things that don’t necessarily need to be true as long as 

they’re believed’, said Alexander Nix, the former Chief Executive of Cambridge Analytica.

During the US presidential elections, Cambridge Analytica used the brand ‘Defeat 

Crooked Hillary’, which was distributed systematically via smaller platforms. Secrecy 

is one of the main factors for success; therefore self-destroying ProtonMail was used, 

which destroys each message after 24 hours. The slogan itself infiltrated the online 

community and expanded, but with no branding, making it unattributable, untraceable 

and unrecognisable as manipulation.
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There is nothing new in the fact that social media services such as Facebook provide 

data to third parties. There is nothing wrong with it, because the user agrees to these 

terms. The use of data from your friends and your friends’ friends, however, is another 

matter. It should be noted that almost all political parties are now using big data to 

gain an advantage during election campaigns. However, stricter rules must be applied 

in order to avoid the erosion of democracy. Otherwise we will see politicians winning 

election campaigns not on the facts, but purely on emotions.

Model 2: the troll factory

Another model for manipulating people without using big data is the troll factory. Some 

of these are located in Russia, but there are other ‘factories’ around the world as well. 

The main task of the staff employed there, known as ‘trolls’, is to craft fake characters 

and then spread false information under their names.

Lyudmila Savchuk, a Russian journalist who went undercover at a troll factory for two 

months in 2015, reported in an interview with NBC News that at the troll factory, mostly 

young people in their twenties work. They receive around USD 700, which is much higher 

than an academic at a university or a doctor at a hospital. The trolls are divided in teams 

such as social media, media commentary, blogging and YouTube. People with foreign 

languages received the highest wages and worked on a separate floor.’

Being believably human

The goal of a troll is to be believably ‘human’. Trolls do not write from a script, but  

rather are supposed to write like regular human beings, using their own words, just like 

the neighbour next door. Nevertheless, their message is similar to that of the leading 

political party, their employer or the parent organisation. There is not much news in 

troll-factory news – it is all propaganda. This propaganda is directed not only at foreign 

audiences, but also – even mainly – at the audience at home. The main goal is to reinforce 

readers’ own beliefs or to cause discomfort to others.

How does it work

The techniques deployed include aggressively re-sharing content, pushing clickbait, 

trolling and intimidating political ‘enemies’, copying/pasting fake news, producing 

templated sites en masse, creating divisive material, assembling audiences via selective 

postings and engaging in adversarial flagging. As is usual online, the real identity behind 
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an account cannot be easily uncovered, and the person/organisation and their location 

cannot be easily traced.

Besides troll factories, there are also other actors looking to manipulate the population 

in a similar way, such as commercially motivated individuals and foreign and domestic 

influence operators, as well as individual participants. Even in well-established political 

parties in Europe, and also in the NGO environment, you can find examples of troll 

factories ‘liking’ and ‘disliking’ content or commenting on fake or half-truth news with a 

single goal: to influence or manipulate human behaviour.

Falsehood spreads faster than the truth

Three researchers at the Massachusetts Institute of Technology (MIT) have concluded 

that fake news spreads significantly faster and more widely than news or information 

that is factually accurate. In their study, the researchers examined 4.5 million tweets 

sent between 2006 and 2017. In these, they found that 126,000 rumours were spread 

by approximately 3 million people and that fake news reached more people than news 
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that was factually correct. In order to differentiate between factually accurate and fake 

news, the researchers used six independent fact-checking organisations (snopes.com, 

politifact.com, factcheck.org, truthorfiction.com, hoax-slayer.com and urbanlegends.

about.com). The results elicited from the fact-checking had a match rate of between 

95 and 98 percent.

A Twitter-example: rumor cascade

‘A rumor cascade begins on Twitter when a user makes an assertion about a topic in a 

tweet, which could include written text, photos, or links to articles online. Others then 

propagate the rumor by retweeting it. A rumor’s diffusion process can be characterized 

as having one or more cascades, which we define as instances of a rumor-spreading 

pattern that exhibit an unbroken retweet chain with a common, singular origin.’1

1 000 vs 100 000 users

News that is factually correct will be read by only 1 000 users, whereas fake news will 

spread rapidly to 100 000 users. The likelihood that fake news will be retweeted is  

70 % higher than the rate for news that is factually correct. The speed at which fake 

news is disseminated is six times higher. Robots accelerated the spread of factually 

accurate and fake news at the same pace, which means that humans, and not robots, 

are to blame. 

1	 Soroush Vosoughi, Deb Roy, Sinan Aral: ‘The spread of true and false news online’.  
In: Science 09 March 2018. Vol. 359, Issue 6380, pp. 1146-1151.

The ‘EU versus 
Disinformation’ campaign is 
run by the European External 
Action Service East Stratcom 
Task Force and aims to 
better forecast, address 
and respond to pro-Kremlin 
disinformation.
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Why do people prefer fake news?

There are a number of reasons for this:

a.	 Fake news has a high degree of ‘novelty’. People who retweet such information gain 

social status. By retweeting this information, they are seen by others as insiders.

b.	 Fake news has a greater presence in the media than news that is factually accurate. 

As a result, fake news is often seen as being accurate, although it could easily be 

categorised as fake news (e.g. by doing some crosschecks).
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c.	 Human beings believe what they want to believe or whatever confirms a belief or 

bias they may have. If the information originates from a trusted source (e.g. family, 

a friend or a political party), this information will often be regarded as factually 

accurate or true.

Conclusion

The internet opens up a wealth of opportunities which can really bring about positive 

change for our whole society, and indeed for our whole globe. But we should not forget 

the other side of the coin. Manipulation of the population is just one aspect of that.

In my view, there are two ways forward. Firstly, politicians will have to create a legal 

system in which propaganda and manipulation are controlled, but which at the same 

time does not hinder the further development of an interconnected society. Secondly, 

education on internet behaviour must be strengthened. ‘There is no need for your coffee 

machine to be online’ and ‘there is no need for everyone to know when you are on 

holidays’ are just two examples which should remind people to apply their – sometimes 

forgotten – common sense in cyberspace.
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JOINT COMMUNICATION TO THE EUROPEAN PARLIAMENT, THE COUNCIL, 
THE EUROPEAN ECONOMIC AND SOCIAL COMMITTEE AND THE 

COMMITTEE OF THE REGIONS 

Cybersecurity Strategy of the European Union: 

An Open, Safe and Secure Cyberspace 

1. INTRODUCTION

1.1. Context  
Over the last two decades, the Internet and more broadly cyberspace has had a tremendous 
impact on all parts of society. Our daily life, fundamental rights, social interactions and 
economies depend on information and communication technology working seamlessly. An 
open and free cyberspace has promoted political and social inclusion worldwide; it has broken 
down barriers between countries, communities and citizens, allowing interaction and sharing 
of information and ideas across the globe; it has provided a forum for freedom of expression 
and exercise of fundamental rights, and empowered people in their quest for democratic and 
more just societies - most strikingly during the Arab Spring.

For cyberspace to remain open and free, the same norms, principles and values that the EU 
upholds offline, should also apply online. Fundamental rights, democracy and the rule of law 
need to be protected in cyberspace. Our freedom and prosperity increasingly depend on a 
robust and innovative Internet, which will continue to flourish if private sector innovation and 
civil society drive its growth. But freedom online requires safety and security too. Cyberspace 
should be protected from incidents, malicious activities and misuse; and governments have a 
significant role in ensuring a free and safe cyberspace. Governments have several tasks: to 
safeguard access and openness, to respect and protect fundamental rights online and to 
maintain the reliability and interoperability of the Internet. However, the private sector owns 
and operates significant parts of cyberspace, and so any initiative aiming to be successful in 
this area has to recognise its leading role. 

Information and communications technology has become the backbone of our economic 
growth and is a critical resource which all economic sectors rely on. It now underpins the 
complex systems which keep our economies running in key sectors such as finance, health, 
energy and transport; while many business models are built on the uninterrupted availability 
of the Internet and the smooth functioning of information systems.  

By completing the Digital Single Market, Europe could boost its GDP by almost €500 billion 
a year1; an average of €1000 per person. For new connected technologies to take off, 
including e-payments, cloud computing or machine-to-machine communication2, citizens will 
need trust and confidence. Unfortunately, a 2012 Eurobarometer survey3 showed that almost a 
third of Europeans are not confident in their ability to use the internet for banking or 
purchases. An overwhelming majority also said they avoid disclosing personal information 

1 http://www.epc.eu/dsm/2/Study_by_Copenhagen.pdf 
2 For example, plants embedded with sensors to communicate to the sprinkler system when it is time for 

them to be watered.  
3 2012 Special Eurobarometer 390 on Cybersecurity 
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online because of security concerns. Across the EU, more than one in ten Internet users has 
already become victim of online fraud. 

Recent years have seen that while the digital world brings enormous benefits, it is also 
vulnerable. Cybersecurity4 incidents, be it intentional or accidental, are increasing at an 
alarming pace and could disrupt the supply of essential services we take for granted such as 
water, healthcare, electricity or mobile services. Threats can have different origins —
including criminal, politically motivated, terrorist or state-sponsored attacks as well as natural 
disasters and unintentional mistakes.  

The EU economy is already affected by cybercrime5 activities against the private sector and 
individuals. Cybercriminals are using ever more sophisticated methods for intruding into 
information systems, stealing critical data or holding companies to ransom. The increase of 
economic espionage and state-sponsored activities in cyberspace poses a new category of 
threats for EU governments and companies.  

In countries outside the EU, governments may also misuse cyberspace for surveillance and 
control over their own citizens. The EU can counter this situation by promoting freedom 
online and ensuring respect of fundamental rights online.  

All these factors explain why governments across the world have started to develop cyber-
security strategies and to consider cyberspace as an increasingly important international issue. 
The time has come for the EU to step up its actions in this area. This proposal for a 
Cybersecurity strategy of the European Union, put forward by the Commission and the High 
Representative of the Union for Foreign Affairs and Security Policy (High Representative), 
outlines the EU's vision in this domain, clarifies roles and responsibilities and sets out the 
actions required based on strong and effective protection and promotion of citizens' rights to 
make the EU's online environment the safest in the world.  

1.2. Principles for cybersecurity  
The borderless and multi-layered Internet has become one of the most powerful instruments 
for global progress without governmental oversight or regulation. While the private sector 
should continue to play a leading role in the construction and day-to-day management of the 
Internet, the need for requirements for transparency, accountability and security is becoming 
more and more prominent. This strategy clarifies the principles that should guide 
cybersecurity policy in the EU and internationally.

The EU's core values apply as much in the digital as in the physical world  

The same laws and norms that apply in other areas of our day-to-day lives apply also in the 
cyber domain. 

4 Cyber-security commonly refers to the safeguards and actions that can be used to protect the cyber 
domain, both in the civilian and military fields, from those threats that are associated with or that may 
harm its interdependent networks and information infrastructure. Cyber-security strives to preserve the 
availability and integrity of the networks and infrastructure and the confidentiality of the information 
contained therein.  

5 Cybercrime commonly refers to a broad range of different criminal activities where computers and 
information systems are involved either as a primary tool or as a primary target. Cybercrime comprises 
traditional offences (e.g. fraud, forgery, and identity theft), content-related offences (e.g. on-line 
distribution of child pornography or incitement to racial hatred) and offences unique to computers and 
information systems (e.g. attacks against information systems, denial of service and malware).  
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Protecting fundamental rights, freedom of expression, personal data and privacy 

Cybersecurity can only be sound and effective if it is based on fundamental rights and 
freedoms as enshrined in the Charter of Fundamental Rights of the European Union and EU 
core values. Reciprocally, individuals' rights cannot be secured without safe networks and 
systems. Any information sharing for the purposes of cyber security, when personal data is at 
stake, should be compliant with EU data protection law and take full account of the 
individuals' rights in this field. 

Access for all 

Limited or no access to the Internet and digital illiteracy constitute a disadvantage to citizens, 
given how much the digital world pervades activity within society. Everyone should be able 
to access the Internet and to an unhindered flow of information. The Internet's integrity and 
security must be guaranteed to allow safe access for all. 

Democratic and efficient multi-stakeholder governance 

The digital world is not controlled by a single entity. There are currently several stakeholders, 
of which many are commercial and non-governmental entities, involved in the day-to-day 
management of Internet resources, protocols and standards and in the future development of 
the Internet. The EU reaffirms the importance of all stakeholders in the current Internet 
governance model and supports this multi-stakeholder governance approach6.

A shared responsibility to ensure security 

The growing dependency on information and communications technologies in all domains of 
human life has led to vulnerabilities which need to be properly defined, thoroughly analysed, 
remedied or reduced. All relevant actors, whether public authorities, the private sector or 
individual citizens, need to recognise this shared responsibility, take action to protect 
themselves and if necessary ensure a coordinated response to strengthen cybersecurity. 

2. STRATEGIC PRIORITIES AND ACTIONS

The EU should safeguard an online environment providing the highest possible freedom and 
security for the benefit of everyone. While acknowledging that it is predominantly the task of 
Member States to deal with security challenges in cyberspace, this strategy proposes specific 
actions that can enhance the EU's overall performance. These actions are both short and long 
term, they include a variety of policy tools7 and involve different types of actors, be it the EU 
institutions, Member States or industry.

The EU vision presented in this strategy is articulated in five strategic priorities, which 
address the challenges highlighted above:

Achieving cyber resilience 
Drastically reducing cybercrime 

6 See also COM(2009) 277, Communication from the Commission to the European Parliament and the 
Council on "Internet Governance: the next steps" 

7 The actions related to information sharing, when personal data is at stake, should be compliant with EU 
data protection law. 
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Developing cyberdefence policy and capabilities related to the Common Security and 
Defence Policy (CSDP)
Develop the industrial and technological resources for cybersecurity
Establish a coherent international cyberspace policy for the European Union and promote 
core EU values

2.1. Achieving cyber resilience 
To promote cyber resilience in the EU, both public authorities and the private sector must 
develop capabilities and cooperate effectively. Building on the positive results achieved via 
the activities carried out to date8 further EU action can help in particular to counter cyber risks 
and threats having a cross-border dimension, and contribute to a coordinated response in 
emergency situations. This will strongly support the good functioning of the internal market 
and boost the internal security of the EU. 

Europe will remain vulnerable without a substantial effort to enhance public and private 
capacities, resources and processes to prevent, detect and handle cyber security incidents. This 
is why the Commission has developed a policy on Network and Information Security (NIS)9.
The European Network and Information Security Agency ENISA was established in 
200410 and a new Regulation to strengthen ENISA and modernise its mandate is being 
negotiated by Council and Parliament11. In addition, the Framework Directive for electronic 
communications12 requires providers of electronic communications to appropriately manage 
the risks to their networks and to report significant security breaches. Also, the EU data 
protection legislation13 requires data controllers to ensure data protection requirements and 
safeguards, including measures related to security, and in the field of publicly available e-
communication services, data controllers have to notify incidents involving a breach of 
personal data to the competent national authorities.  

Despite progress based on voluntary commitments, there are still gaps across the EU, notably 
in terms of national capabilities, coordination in cases of incidents spanning across borders, 
and in terms of private sector involvement and preparedness:. This strategy is accompanied by 
a proposal for legislation to notably: 

establish common minimum requirements for NIS at national level which would oblige 
Member States to: designate national competent authorities for NIS; set up a well-
functioning CERT; and adopt a national NIS strategy and a national NIS cooperation plan. 
Capacity building and coordination also concern the EU institutions: a Computer 
Emergency Response Team responsible for the security of the IT systems of the EU 
institutions, agencies and bodies ("CERT-EU") was permanently established in 2012.  

8 See references in this Communication as well as in the Commission Staff Working Document Impact 
Assessment accompanying the Commission proposal for a Directive on network and information 
security, in particular sections 4.1.4, 5.2, Annex 2, Annex 6, Annex 8,  

9 In 2001, the Commission adopted a Communication on "Network and Information Security: Proposal 
for A European Policy Approach" (COM(2001)298); in 2006, it adopted a Strategy for a Secure 
Information Society (COM(2006)251). Since 2009, the Commission has also adopted an Action Plan 
and a Communication on Critical Information Infrastructure Protection (CIIP) (COM(2009)149, 
endorsed by Council Resolution 2009/C 321/01; and COM(2011)163, endorsed by Council Conclusions 
10299/11).

10 Regulation (EC) No 460/2004 
11 COM(2010)521. The actions proposed in this Strategy do not entail amending the existing or future 

mandate of ENISA.  
12 Article 13a&b of Directive 2002/21/EC  
13 Article 17 of Directive 95/46/EC; Article 4 of Directive 2002/58/EC  
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set up coordinated prevention, detection, mitigation and response mechanisms, enabling 
information sharing and mutual assistance amongst the national NIS competent 
authorities. National NIS competent authorities will be asked to ensure appropriate EU-
wide cooperation, notably on the basis of a Union NIS cooperation plan, designed to 
respond to cyber incidents with cross-border dimension. This cooperation will also build 
upon the progress made in the context of the "European Forum for Member States 
(EFMS)"14, which has held productive discussions and exchanges on NIS public policy 
and can be integrated in the cooperation mechanism once in place. 
improve preparedness and engagement of the private sector. Since the large majority of 
network and information systems are privately owned and operated, improving 
engagement with the private sector to foster cybersecurity is crucial. The private sector 
should develop, at technical level, its own cyber resilience capacities and share best 
practices across sectors. The tools developed by industry to respond to incidents, identify 
causes and conduct forensic investigations should also benefit the public sector.

However, private actors still lack effective incentives to provide reliable data on the existence 
or impact of NIS incidents, to embrace a risk management culture or to invest in security 
solutions. The proposed legislation therefore aims at making sure that players in a number of 
key areas (namely energy, transport, banking, stock exchanges, and enablers of key Internet 
services, as well as public administrations) assess the cybersecurity risks they face, ensure 
networks and information systems are reliable and resilient via appropriate risk management, 
and share the identified information with the national NIS competent authorities The take up 
of a cybersecurity culture could enhance business opportunities and competitiveness in the 
private sector, which could make cybersecurity a selling point.

Those entities would have to report, to the national NIS competent authorities, incidents with 
a significant impact on the continuity of core services and supply of goods relying on network 
and information systems.  

National NIS competent authorities should collaborate and exchange information with other 
regulatory bodies, and in particular personal data protection authorities. NIS competent 
authorities should in turn report incidents of a suspected serious criminal nature to law 
enforcement authorities. The national competent authorities should also regularly publish on a 
dedicated website unclassified information about on-going early warnings on incidents and 
risks and on coordinated responses. Legal obligations should neither substitute, nor prevent, 
developing informal and voluntary cooperation, including between public and private sectors, 
to boost security levels and exchange information and best practices. In particular, the 
European Public-Private Partnership for Resilience (EP3R15) is a sound and valid platform at 
EU level and should be further developed.

14 The European Forum for Member States was launched via COM(2009) 149 as a platform to foster 
discussions among Member States public authorities regarding good policy practises on security and 
resilience of Critical Information Infrastructure  

15 The European Public-Private Partnership for Resilience was launched via COM(2009) 149. This 
platform initiated work and fostered the cooperation between the public and the private sector on the 
identification of key assets, resources, functions and baseline requirements for resilience as well as 
cooperation needs and mechanisms to respond to large-scale disruptions affecting electronic 
communications.  
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The Connecting Europe Facility (CEF)16 would provide financial support for key 
infrastructure, linking up Member States' NIS capabilities and so making it easier to cooperate 
across the EU.  

Finally, cyber incident exercises at EU level are essential to simulate cooperation among the 
Member States and the private sector. The first exercise involving the Member States was 
carried out in 2010 ("Cyber Europe 2010") and a second exercise, involving also the private 
sector, took place in October 2012 ("Cyber Europe 2012"). An EU-US table top exercise was 
carried out in November 2011 ("Cyber Atlantic 2011"). Further exercises are planned for the 
coming years, including with international partners. 

The Commission will: 

Continue its activities, carried out by the Joint Research Centre in close 
coordination with Member States authorities and critical infrastructure owners and 
operators, on identifiying NIS vulnerabilities of European critical infrastructure and 
encouraging the development of resilient systems.  

Launch an EU-funded pilot project17 early in 2013 on fighting botnets and 
malware, to provide a framework for coordination and cooperation between EU 
Member States, private sector organisations such as Internet Service Providers, and 
international partners. 

The Commission asks ENISA to: 

Assist the Member States in developing strong national cyber resilience 
capabilities, notably by building expertise on security and resilience of industrial 
control systems, transport and energy infrastructure  

Examine in 2013 the feasibility of Computer Security Incident Response Team(s) 
for Industrial Control Systems (ICS-CSIRTs) for the EU. 

Continue supporting the Member States and the EU institutions in carrying out 
regular pan-European cyber incident exercises which will also constitute the 
operational basis for the EU participation in international cyber incident exercises.

The Commission invites the European Parliament and the Council to: 

Swiftly adopt the proposal for a Directive on a common high level of Network 
and Information Security (NIS) across the Union, addressing national capabilities 
and preparedness, EU-level cooperation, take up of risk management practices and 
information sharing on NIS.  

The Commission asks industry to: 

Take leadership in investing in a high level of cybersecurity and develop best 
practices and information sharing at sector level and with public authorities with 
the view of ensuring a strong and effective protection of assets and individuals, in 

16 https://ec.europa.eu/digital-agenda/en/connecting-europe-facility. CEF Budget line 09.03.02 – 
Telecommunications networks (to promote the interconnection and interoperability of national public 
services on-line as well as access to such networks).  

17 CIP-ICT PSP-2012-6, 325188. It has an overall budget of 15 Million Euro, with EU funding amounting 
to 7.7 Million Euro. 

18 http://www.trustindigitallife.eu/ 
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particular through public-private partnerships like EP3R and Trust in Digital Life 
(TDL)18.

Raising awareness

Ensuring cybersecurity is a common responsibility. End users play a crucial role in ensuring 
the security of networks and information systems: they need to be made aware of the risks 
they face online and be empowered to take simple steps to guard against them. 

Several initiatives have been developed in recent years and should be continued. In particular, 
ENISA has been involved in raising awareness through publishing reports, organising expert 
workshops and developing public-private partnerships. Europol, Eurojust and national data 
protection authorities are also active in raising awareness. In October 2012, ENISA, with 
some Member States, piloted the "European Cybersecurity Month". Raising awareness is one 
of the areas the EU-US Working Group on Cybersecurity and Cybercrime19 is taking forward, 
and is also essential in the context of the Safer Internet Programme20 (focused on the safety of 
children online).

The Commission asks ENISA to: 

Propose in 2013 a roadmap for a "Network and Information Security driving 
licence" as a voluntary certification programme to promote enhanced skills and 
competence of IT professionals (e.g. website administrators). 

The Commission will: 

Organise, with the support of ENISA, a cybersecurity championship in 2014, 
where university students will compete in proposing NIS solutions. 

The Commission invites the Member States21 to: 

Organise a yearly cybersecurity month with the support of ENISA and the 
involvement of the private sector from 2013 onwards, with the goal to raise 
awareness among end users. A synchronised EU-US cybersecurity month will be 
organised starting in 2014. 

Step up national efforts on NIS education and training, by introducing: 
training on NIS in schools by 2014; training on NIS and secure software 
development and personal data protection for computer science students; and NIS 
basic training for staff working in public administrations. 

The Commission invites industry to: 

Promote cybersecurity awareness at all levels, both in business practices and in 

19 This Working Group, established at the EU-US Summit in November 2010 (MEMO/10/597) is tasked 
with developing collaborative approaches on a wide range of cybersecurity and cybercrime issues.  

20 The Safer Internet Programme funds a network of NGOs active in the field of child welfare online, a 
network of law enforcement bodies who exchange information and best practices related to criminal 
exploitation of the Internet in dissemination of child sexual abuse material and a network of researchers 
who gather information about uses, risks and consequences of online technologies for children's lives.  

21 Also with the involvement of relevant national authorities, including NIS competent authorities and 
data protection authorities. 
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the interface with customers. In particular, industry should reflect on ways to 
make CEOs and Boards more accountable for ensuring cybersecurity. 

2.2. Drastically reducing cybercrime 
The more we live in a digital world, the more opportunities for cyber criminals to exploit. 
Cybercrime is one of the fastest growing forms of crime, with more than one million people 
worldwide becoming victims each day. Cybercriminals and cybercrime networks are 
becoming increasingly sophisticated and we need to have the right operational tools and 
capabilities to tackle them. Cybercrimes are high-profit and low-risk, and criminals often 
exploit the anonymity of website domains. Cybercrime knows no borders - the global reach of 
the Internet means that law enforcement must adopt a coordinated and collaborative cross-
border approach to respond to this growing threat. 

Strong and effective legislation

The EU and the Member States need strong and effective legislation to tackle cybercrime. The 
Council of Europe Convention on Cybercrime, also known as the Budapest Convention, is a 
binding international treaty that provides an effective framework for the adoption of national 
legislation.

The EU has already adopted legislation on cybercrime including a Directive on combating the 
sexual exploitation of children online and child pornography22. The EU is also about to agree 
on a Directive on attacks against information systems, especially through the use of botnets. 

The Commission will: 

Ensure swift transposition and implementation of the cybercrime related 
directives.

Urge those Member States that have not yet ratified the Council of Europe's 
Budapest Convention on Cybercrime to ratify and implement its provisions as 
early as possible. 

Enhanced operational capability to combat cybercrime 

The evolution of cybercrime techniques has accelerated rapidly: law enforcement agencies 
cannot combat cybercrime with outdated operational tools. Currently, not all EU Member 
States have the operational capability they need to effectively respond to cybercrime. All 
Member States need effective national cybercrime units. 

The Commission will: 

Through its funding programmes23, support the Member States to identify gaps 
and strengthen their capability to investigate and combat cybercrime. The 
Commission will furthermore support bodies that make the link between 

22 Directive 2011/93/EU replacing Council Framework decision 2004/68/JHA 
23 For 2013, under the Prevention and Fight against Crime Programme (ISEC). After 2013, under the 

Internal Security Fund (new Instrument under MFF).  
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research/academia, law enforcement practitioners and the private sector, similar to 
the on-going work carried out by the Commission-funded Cybercrime Centres of 
Excellence already set up in some Member States.  

Together with the Member States, coordinate efforts to identify best practices and 
best available techniques including with the support of JRC to fight cybercrime 
(e.g. with respect to the development and use of forensic tools or to threat 
analysis) 

Work closely with the recently launched European Cybercrime Centre (EC3),
within Europol and with Eurojust to align such policy approaches with best 
practices on the operational side.

Improved coordination at EU level  

The EU can complement the work of Member States by facilitating a coordinated and 
collaborative approach, bringing together law enforcement and judicial authorities and public 
and private stakeholders from the EU and beyond.  

The Commission will: 

Support the recently launched European Cybercrime Centre (EC3) as the 
European focal point in the fight against cybercrime. The EC3 will provide 
analysis and intelligence, support investigations, provide high level forensics, 
facilitate cooperation, create channels for information sharing between the 
competent authorities in the Member States, the private sector and other 
stakeholders, and gradually serve as a voice for the law enforcement 
community24.

Support efforts to increase accountability of registrars of domain names and 
ensure accuracy of information on website ownership notably on the basis of the 
Law Enforcement Recommendations for the Internet Corporation for Assigned 
Names and Numbers (ICANN), in compliance with Union law, including the rules 
on data protection.

Build on recent legislation to continue strengthening the EU's efforts to tackle 
child sexual abuse online. The Commission has adopted a European Strategy for a 
Better Internet for Children25 and has, together with EU and non-EU countries, , 
launched a Global Alliance against Child Sexual Abuse Online26. The Alliance 
is a vehicle for further actions from the Member States supported by the 
Commission and the EC3. 

The Commission asks Europol (EC3) to: 

Initially focus its analytical and operational support to Member States' cybercrime 
investigations, to help dismantle and disrupt cybercrime networks primarily in the 

24 On 28 March 2012, the European Commission adopted a Communication "Tackling Crime in a Digital 
Age: Establishing a European Cybercrime Centre"  

25 COM(2012) 196 final 
26 Council Conclusions on a Global Alliance against Child Sexual Abuse Online (EU-US Joint Statement) 

of 7th and 8th June 2012 and Declaration on the launch of the Global Alliance against Child Sexual 
Abuse Online (http://europa.eu/rapid/press-release_MEMO-12-944_en.htm)
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areas of child sexual abuse, payment fraud, botnets and intrusion. 

On a regular basis produce strategic and operational reports on trends and 
emerging threats to identify priorities and target investigative action by 
cybercrime teams in the Member States. 

The Commission asks the European Police College (CEPOL) in cooperation with 
Europol to: 

Coordinate the design and planning of training courses to equip law enforcement 
with the knowledge and expertise to effectively tackle cybercrime.  

The Commission asks Eurojust to: 

Identify the main obstacles to judicial cooperation on cybercrime investigations 
and to coordination between Member States and with third countries and support 
the investigation and prosecution of cybercrime both at the operational and 
strategic level as well as training activities in the field. 

The Commission asks Eurojust and Europol (EC3) to: 

Cooperate closely, inter alia through the exchange of information, in order to 
increase their effectiveness in combating cybercrime, in accordance with their 
respective mandates and competence.  

2.3. Developing cyberdefence policy and capabilities related to the framework of the 
Common Security and Defence Policy (CSDP)

Cybersecurity efforts in the EU also involve the cyber defence dimension. To increase the 
resilience of the communication and information systems supporting Member States' defence 
and national security interests, cyberdefence capability development should concentrate on 
detection, response and recovery from sophisticated cyber threats

Given that threats are multifaceted, synergies between civilian and military approaches in 
protecting critical cyber assets should be enhanced. These efforts should be supported by 
research and development, and closer cooperation between governments, private sector and 
academia in the EU. To avoid duplications, the EU will explore possibilities on how the EU 
and NATO can complement their efforts to heighten the resilience of critical governmental, 
defence and other information infrastructures on which the members of both organisations 
depend.

The High Representative will focus on the following key activities and invite the 
Member States and the European Defence Agency to collaborate:

Assess operational EU cyberdefence requirements and promote the development of EU 
cyberdefence capabilities and technologies to address all aspects of capability 
development - including doctrine, leadership, organisation, personnel, training, 
technology, infrastructure, logistics and interoperability; 

Develop the EU cyberdefence policy framework to protect networks within CSDP 
missions and operations, including dynamic risk management, improved threat analysis 
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and information sharing. Improve Cyber Defence Training & Exercise Opportunities for 
the military in the European and multinational context including the integration of Cyber 
Defence elements in existing exercise catalogues; 

Promote dialogue and coordination between civilian and military actors in the EU – with 
particular emphasis on the exchange of good practices, information exchange and early 
warning, incident response, risk assessment, awareness raising and establishing 
cybersecurity as a priority

Ensure dialogue with international partners, including NATO, other international 
organisations and multinational Centres of Excellence, to ensure effective defence 
capabilities, identify areas for cooperation and avoid duplication of efforts. 

2.4. Develop industrial and technological resources for cybersecurity
Europe has excellent research and development capacities, but many of the global leaders 
providing innovative ICT products and services are located outside the EU. There is a risk 
that Europe not only becomes excessively dependent on ICT produced elsewhere, but also on 
security solutions developed outside its frontiers. It is key to ensure that hardware and 
software components produced in the EU and in third countries that are used in critical 
services and infrastructure and increasingly in mobile devices are trustworthy, secure and 
guarantee the protection of personal data. 

Promoting a Single Market for cybersecurity products 

A high level of security can only be ensured if all in the value chain (e.g. equipment 
manufacturers, software developers, information society services providers) make security a 
priority. It seems27 however that many players still regard security as little more than an 
additional burden and there is limited demand for security solutions. There need to be 
appropriate cybersecurity performance requirements implemented across the whole value 
chain for ICT products used in Europe. The private sector needs incentives to ensure a high 
level of cybersecurity; for example, labels indicating adequate cybersecurity performance will 
enable companies with a good cybersecurity performance and track record to make it a selling 
point and get a competitive edge. Also, the obligations set out in the proposed NIS Directive 
would significantly contribute to step up business competitiveness in the sectors covered.  

A Europe-wide market demand for highly secure products should also be stimulated. First, 
this strategy aims to increase cooperation and transparency about security in ICT products. It 
calls for the establishment of a platform, bringing together relevant European public and 
private stakeholders, to identify good cybersecurity practices across the value chain and create 
the favourable market conditions for the development and adoption of secure ICT solutions. A 
prime focus should be to create incentives to carry out appropriate risk management and adopt 
security standards and solutions, as well as possibly establish voluntary EU-wide certification 
schemes building on existing schemes in the EU and internationally. The Commission will 
promote the adoption of coherent approaches among the Member States to avoid disparities 
causing locational disadvantages for businesses.

Second, the Commission will support the development of security standards and assist with 
EU-wide voluntary certification schemes in the area of cloud computing, while taking in due 

27 See the Commission Staff Working Document Impact Assessment accompanying the Commission 
proposal for a Directive on network and information security, Section 4.1.5.2
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account the need to ensure data protection. Work should focus on the security of the supply 
chain, in particular in critical economic sectors (Industrial Control Systems, energy and 
transport infrastructure). Such work should build on the on-going standardisation work of the 
European Standardisation Organisations (CEN, CENELEC and ETSI)28, of the Cybersecurity 
Coordination Group (CSCG) as well as on the expertise of ENISA, the Commission and other 
relevant players.

The Commission will:

Launch in 2013 a public-private platform on NIS solutions to develop incentives 
for the adoption of secure ICT solutions and the take-up of good cybersecurity 
performance to be applied to ICT products used in Europe.

Propose in 2014 recommendations to ensure cybersecurity across the ICT value 
chain, drawing on the work of this platform  

Examine how major providers of ICT hardware and software could inform 
national competent authorities on detected vulnerabilities that could have 
significant security-implications. 

The Commission asks ENISA to: 

Develop, in cooperation with relevant national competent authorities, relevant 
stakeholders, International and European standardisation bodies and the European 
Commission Joint Research Centre, technical guidelines and recommendations 
for the adoption of NIS standards and good practices in the public and private 
sectors.

The Commission invites public and private stakeholders to: 

Stimulate the development and adoption of industry-led security standards,
technical norms and security-by-design and privacy-by-design principles by ICT 
product manufacturers and service providers, including cloud providers; new 
generations of software and hardware should be equipped with stronger, 
embedded and user-friendly security features. 

Develop industry-led standards for companies' performance on cybersecurity and 
improve the information available to the public by developing security labels or 
kite marks helping the consumer navigate the market. 

Fostering R&D investments and innovation  

R&D can support a strong industrial policy, promote a trustworthy European ICT industry, 
boost the internal market and reduce European dependence on foreign technologies. R&D 
should fill the technology gaps in ICT security, prepare for the next generation of security 
challenges, take into account the constant evolution of user needs and reap the benefits of dual 
use technologies. It should also continue supporting the development of cryptography. This 
has to be complemented by efforts to translate R&D results into commercial solutions by 
providing the necessary incentives and putting in place the appropriate policy conditions.  

28 Particularly under the Smart Grids Standard M/490 for the first set of standards for a smart grid and 
reference architecture.  
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The EU should make the best of the Horizon 202029 Framework Programme for Research and 
Innovation, to be launched in 2014. The Commission's proposal contains specific objectives 
for trustworthy ICT as well as for combating cyber-crime, which are in line with this strategy. 
Horizon 2020 will support security research related to emerging ICT technologies; provide 
solutions for end-to-end secure ICT systems, services and applications; provide the incentives 
for the implementation and adoption of existing solutions; and address interoperability among 
network and information systems. Specific attention will be drawn at EU level to optimising 
and better coordinating various funding programmes (Horizon 2020, Internal Security Fund, 
EDA research including European Framework Cooperation).  

The Commission will: 

Use Horizon 2020 to address a range of areas in ICT privacy and security, from 
R&D to innovation and deployment. Horizon 2020 will also develop tools and 
instruments to fight criminal and terrorist activities targeting the cyber 
environment.  

Establish mechanisms for better coordination of the research agendas of the 
European Union institutions and the Member States, and incentivise the Member 
States to invest more in R&D. 

The Commission invites the Member States to: 

Develop, by the end of 2013, good practices to use the purchasing power of 
public administrations (such as via public procurement) to stimulate the 
development and deployment of security features in ICT products and services.

Promote early involvement of industry and academia in developing and 
coordinating solutions. This should be done by making the most of Europe’s 
Industrial Base and associated R&D technological innovations, and be 
coordinated between the research agendas of civilian and military organisations; 

The Commission asks Europol and ENISA to: 

Identify emerging trends and needs in view of evolving cybercrime and 
cybersecurity patterns so as to develop adequate digital forensic tools and 
technologies.

The Commission invites public and private stakeholders to: 

Develop, in cooperation with the insurance sector, harmonised metrics for 
calculating risk premiums, that would enable companies that have made 
investments in security to benefit from lower risk premiums. 

2.5. Establish a coherent international cyberspace policy for the European Union 
and promote EU core values

Preserving open, free and secure cyberspace is a global challenge, which the EU should 
address together with the relevant international partners and organisations, the private sector 
and civil society.

29 Horizon2020 is the financial instrument implementing the Innovation Union, a Europe 2020 flagship 
initiative aimed at securing Europe's global competitiveness. Running from 2014 to 2020, the EU’s new 
Framework Programme for research and innovation will be part of the drive to create new growth and 
jobs in Europe.  
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In its international cyberspace policy, the EU will seek to promote openness and freedom of 
the Internet, encourage efforts to develop norms of behaviour and apply existing international 
laws in cyberspace. The EU will also work towards closing the digital divide, and will 
actively participate in international efforts to build cybersecurity capacity. The EU 
international engagement in cyber issues will be guided by the EU's core values of human 
dignity, freedom, democracy, equality, the rule of law and the respect for fundamental rights. 

Mainstreaming cyberspace issues into EU external relations and Common Foreign and 
Security Policy  

The Commission, the High Representative and the Member States should articulate a coherent 
EU international cyberspace policy, which will be aimed at increased engagement and 
stronger relations with key international partners and organisations, as well as with civil 
society and private sector. EU consultations with international partners on cyber issues should 
be designed, coordinated and implemented to add value to existing bilateral dialogues 
between the EU's Member States and third countries. The EU will place a renewed emphasis 
on dialogue with third countries, with a special focus on like-minded partners that share EU 
values. It will promote achieving a high level of data protection, including for transfer to a 
third country of personal data. To address global challenges in cyberspace, the EU will seek 
closer cooperation with organisations that are active in this field such as the Council of 
Europe, OECD, UN, OSCE, NATO, AU, ASEAN and OAS. At bilateral level, cooperation 
with the United States is particularly important and will be further developed, notably in the 
context of the EU-US Working Group on Cyber-Security and Cyber-Crime. 

One of the major elements of the EU international cyber policy will be to promote cyberspace 
as an area of freedom and fundamental rights. Expanding access to the Internet should 
advance democratic reform and its promotion worldwide. Increased global connectivity 
should not be accompanied by censorship or mass surveillance. The EU should promote 
corporate social responsibility30, and launch international initiatives to improve global 
coordination in this field.

The responsibility for a more secure cyberspace lies with all players of the global information 
society, from citizens to governments. The EU supports the efforts to define norms of 
behaviour in cyberspace that all stakeholders should adhere to. Just as the EU expects citizens 
to respect civic duties, social responsibilities and laws online, so should states abide by norms 
and existing laws. On matters of international security, the EU encourages the development of 
confidence building measures in cybersecurity, to increase transparency and reduce the risk of 
misperceptions in state behaviour.  

The EU does not call for the creation of new international legal instruments for cyber issues.  

The legal obligations enshrined in the International Covenant on Civil and Political Rights, 
the European Convention on Human Rights and the EU Charter of Fundamental Rights 
should be also respected online. The EU will focus on how to ensure that these measures are 
enforced also in cyberspace.

To address cybercrime, the Budapest Convention is an instrument open for adoption by third 
countries. It provides a model for drafting national cybercrime legislation and a basis for 
international co-operation in this field.  

30 A renewed EU strategy 2011-14 for Corporate Social Responsibility; COM(2011) 681 final 
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If armed conflicts extend to cyberspace,  International Humanitarian Law and, as appropriate, 
Human Rights law will apply to the case at hand. Developing capacity building on 
cybersecurity and resilient information infrastructures in third countries  

The smooth functioning of the underlying infrastructures that provide and facilitate 
communication services will benefit from increased international cooperation. This includes 
exchanging best practices, sharing information, early warning joint incident management 
exercises, and so on. The EU will contribute towards this goal by intensifying the on-going 
international efforts to strengthen Critical Information Infrastructure Protection (CIIP) 
cooperation networks involving governments and the private sector.  

Not all parts of the world benefit from the positive effects of the Internet, due to a lack of 
open, secure, interoperable and reliable access. The European Union will therefore continue to 
support countries’ efforts in their quest to develop the access and use of the Internet for their 
people, to ensure its integrity and security and to effectively fight cybercrime.  

In cooperation with the Member States, the Commission and the High 
Representative will:

Work towards a coherent EU International cyberspace policy to increase 
engagement with key international partners and organisations, to mainstream 
cyber issues into CFSP, and to improve coordination of global cyber issues; 

Support the development of norms of behaviour and confidence building 
measures in cybersecurity. Facilitate dialogues on how to apply existing 
international law in cyberspace and promote the Budapest Convention to 
address cybercrime;  

Support the promotion and protection of fundamental rights, including access 
to information and freedom of expression, focusing on: a) developing new 
public guidelines on freedom of expression online and offline; b) monitoring 
the export of products or services that might be used for censorship or mass 
surveillance online; c) developing measures and tools to expand Internet 
access, openness and resilience to address censorship or mass surveillance by 
communication technology; d) empowering stakeholders to use 
communication technology to promote fundamental rights;  

Engage with international partners and organisations, the private sector and 
civil society to support global capacity-building in third countries to improve 
access to information and to an open Internet, to prevent and counter cyber 
threats, including accidental events, cybercrime and cyber terrorism, and to 
develop donor coordination for steering capacity-building efforts; 

Utilise different EU aid instruments for cybersecurity capacity building, 
including assisting the training of law enforcement, judicial and technical 
personnel to address cyber threats; as well as supporting the creation of 
relevant national policies, strategies and institutions in third countries; 

Increase policy coordination and information sharing through the international 
Critical Information Infrastructure Protection networks such as the Meridian 
network, cooperation among NIS competent authorities and others.
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3. ROLES AND RESPONSIBILITIES 

Cyber incidents do not stop at borders in the interconnected digital economy and society. All 
actors, from NIS competent authorities, CERTs and law enforcement to industry, must take 
responsibility both nationally and at EU-level and work together to strengthen cybersecurity. 
As different legal frameworks and jurisdictions may be involved, a key challenge for the EU 
is to clarify the roles and responsibilities of the many actors involved.

Given the complexity of the issue and the diverse range of actors involved, centralised, 
European supervision is not the answer. National governments are best placed to organise the 
prevention and response to cyber incidents and attacks and to establish contacts and networks 
with the private sector and the general public across their established policy streams and legal 
frameworks. At the same time, due to the potential or actual borderless nature of the risks, an 
effective national response would often require EU-level involvement. To address 
cybersecurity in a comprehensive fashion, activities should span across three key pillars—
NIS, law enforcement, and defence—which also operate within different legal frameworks: 

NATIONAL

EU

Network and 
Information

security

• Commission / ENISA
• CERT-EU
• Network of

competent authorities
• EP3R

• National CERTs

Law enforcement

• EC3/Europol
• CEPOL
• Eurojust

• National Cybercrime 
Units

Defence

• EEAS
• European Defence 

Agency

• National defence 
and security
authorities

Industry 

Academia

NIS competent
authorities 

•

3.1. Coordination between NIS competent authorities/CERTs, law enforcement and 
defence

National level 

Member States should have, either already today or as a result of this strategy, structures to 
deal with cyber resilience, cybercrime and defence; and they should reach the required level 
of capability to deal with cyber incidents. However, given that a number of entities may have 
operational responsibilities over different dimensions of cybersecurity, and given the 
importance of involving the private sector, coordination at national level should be optimised 
across ministries. Member States should set out in their national cybersecurity strategies the 
roles and responsibilities of their various national entities.

Information sharing between national entities and with the private sector should be 
encouraged, to enable the Member States and the private sector to maintain an overall view of 
different threats and get a better understanding of new trends and techniques used both to 
commit cyber-attacks and react to them more swiftly. By establishing national NIS 
cooperation plans to be activated in the case of cyber incidents, the Member States should be 
able to clearly allocate roles and responsibilities and optimise response actions. 
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EU level

Just as at national level, there are at EU level a number of actors dealing with cybersecurity. 
In particular, the ENISA, Europol/EC3 and the EDA are three agencies active from the 
perspective of NIS, law enforcement and defence respectively. These agencies have 
Management Boards where the Member States are represented, and offer platforms for 
coordination at EU level.

Coordination and collaboration will be encouraged among ENISA, Europol/EC3 and EDA in 
a number of areas where they are jointly involved, notably in terms of trends analysis, risk 
assessment, training and sharing of best practices. They should collaborate while preserving 
their specificities. These agencies together with CERT-EU, the Commission and the Member 
States should support the development of a trusted community of technical and policy experts 
in this field.  

Informal channels for coordination and collaboration will be complemented by more 
structural links. EU military staff and the EDA cyber defence project team can be used as the 
vector for coordination in defence. The Programme Board of Europol/EC3 will bring together 
among others the EUROJUST, CEPOL, the Member States31, ENISA and the Commission, 
and offer the chance to share their distinct know-how and to make sure EC3’s actions are 
carried out in partnership, recognising the added expertise and respecting the mandates of all 
stakeholders. The new mandate of ENISA should make it possible to increase its links with 
Europol and to reinforce links with industry stakeholders. Most importantly, the 
Commission’s legislative proposal on NIS) would establish a cooperation framework via a 
network of national NIS competent authorities and address information sharing between NIS 
and law enforcement authorities.  

International  

The Commission and the High Representative ensure, together with the Member States, 
coordinated international action in the field of cybersecurity. In so doing, the Commission and 
the High Representative will uphold EU core values and promote a peaceful, open and 
transparent use of cyber technologies. The Commission, the High Representative and the 
Member States engage in policy dialogue with international partners and with international 
organisations such as Council of Europe, OECD, OSCE, NATO and UN.

3.2. EU support in case of a major cyber incident or attack 
Major cyber incidents or attacks are likely to have an impact on EU governments, business 
and individuals. As a result of this strategy, and in particular the proposed directive on NIS, 
the prevention, detection and response to cyber incidents should improve and Member States 
and the Commission should keep each other more closely informed about major cyber 
incidents or attacks. However, the response mechanisms will differ depending on the nature, 
magnitude and cross-border implications of the incident.  

If the incident has a serious impact on the business continuity, the NIS directive proposes that 
national or Union NIS cooperation plans be triggered, depending on the cross-border nature of 
the incident. The network of NIS competent authorities would be used in that context to share 

31 via representation within the EU Cybercrime Task Force, which is made up of the heads of the EU 
cybercrime Units of the Member States 
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information and support. This would enable preservation and/or restoration of affected 
networks and services.

If the incident seems to relate to a crime, Europol/EC3 should be informed so that they - 
together with the law enforcement authorities from the affected countries – can launch an 
investigation, preserve the evidence, identify the perpetrators and ultimately make sure they 
are prosecuted.

If the incident seems to relate to cyber espionage or a state-sponsored attack, or has national 
security implications, national security and defence authorities will alert their relevant 
counterparts, so that they know they are under attack and can defend themselves. Early 
warning mechanisms will then be activated and, if required, so will crisis management or 
other procedures. A particularly serious cyber incident or attack could constitute sufficient 
ground for a Member State to invoke the EU Solidarity Clause (Article 222 of the Treaty on 
the Functioning of the European Union).

If the incident seems having compromised personal data, the national Data Protection 
Authorities or the national regulatory authority pursuant to Directive 2002/58/EC should be 
involved.

Finally, the handling of cyber incidents and attacks will benefit from contact networks and 
support from international partners. This may include technical mitigation, criminal 
investigation, or activation of crisis management response mechanisms. 

4. CONCLUSION AND FOLLOW-UP

This proposed cybersecurity strategy of the European Union, put forward by the Commission 
and the High Representative of the Union for Foreign Affairs and Security Policy, outlines the 
EU's vision and the actions required, based on strongly protecting and promoting citizens' 
rights, to make the EU's online environment the safest in the world.32

This vision can only be realised through a true partnership, between many actors, to take 
responsibility and meet the challenges ahead.  

The Commission and the High Representative therefore invite the Council and the European 
Parliament to endorse the strategy and to help deliver the outlined actions. Strong support and 
commitment is also needed from the private sector and civil society, who are key actors to 
enhance our level of security and safeguard citizens' rights.  

32 The financing of the Strategy will occur within the foreseen amounts for each of the relevant policy 
areas (CEF, Horizon 2020, Internal Security Fund, CFSP and External Cooperation, notably the 
Instrument for Stability) as set out in the Commission's proposal for the Multi-Annual Financial 
Framework 2014-2020 (subject to the approval of the Budget Authority and the final amounts of the 
adopted MFF for 2014-2020). With regard to the need to ensure overall compatibility with the number 
of posts available to decentralised agencies and the sub-ceiling for decentralised agencies in each 
expenditure heading in the next MFF, the agencies (CEPOL, EDA ENISA, EUROJUST and 
EUROPOL/EC3) which are requested by this Communication to take on new tasks will be encouraged 
to do so in so far as the actual capacity of the agency to absorb growing resources has been established 
and all possibilities for redeployment have been identified. 
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The time to act is now. The Commission and the High Representative are determined to work 
together with all actors to deliver the security needed for Europe. To ensure that the strategy is 
being implemented promptly and assessed in the face of possible developments, they will 
gather together all relevant parties in a high-level conference and assess progress in 12 
months.
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1. INTRODUCTION 

Cybersecurity is critical to both our prosperity and our security. As our daily lives and 
economies become increasingly dependent on digital technologies, we become more and 
more exposed. Cybersecurity incidents are diversifying both in terms of who is responsible 
and what they seek to achieve. Malicious cyber activities not only threaten our economies and 
the drive to the Digital Single Market, but also the very functioning of our democracies, our 
freedoms and our values. Our future security depends on transforming our ability to protect 
the EU against cyber threats: both civilian infrastructure and military capacity rely on secure 
digital systems. This has been recognised by the June 2017 European Council1, as well as in 
the Global Strategy on Foreign and Security Policy for the European Union.2 

The risks are increasing exponentially. Studies suggest that the economic impact of 
cybercrime rose fivefold from 2013 to 2017, and could further quadruple by 2019.3 
Ransomware4 has seen a particular increase, with the recent attacks5 reflecting a dramatic rise 
in cyber-criminal activity. However, ransomware is far from the only threat.  

Cyber threats come from both non-state and state actors: they are often criminal, motivated by 
profit, but they can also be political and strategic. The criminal threat is intensified by the 
blurring of the border between cybercrime and “traditional” crime, as criminals use the 
internet both as a way to scale up their activities, and also as a source to find new methods 
and tools to commit crime.6 Yet in the vast majority of cases, the chances of tracing the 
criminal are minimal, and the chances of prosecution smaller still.  

At the same time, state actors are increasingly meeting their geopolitical goals not only 
through traditional tools like military force, but also through more discreet cyber tools, 
including interfering in internal democratic processes. The use of cyberspace as a domain of 
warfare, either solely or as part of a hybrid approach, is now widely acknowledged. 
Disinformation campaigns, fake news and cyber operations targeted at critical infrastructure 
are increasingly common and demand a response. For this reason, in its Reflection Paper on 
the Future of European Defence7 the Commission stressed the importance of cyber defence 
cooperation. 

Unless we substantially improve our cybersecurity, the risk will increase in line with digital 
transformation. Tens of billions of "Internet of Things" devices are expected to be connected 
to the internet by 2020, but cybersecurity is not yet prioritised in their design.8 A failure to 
protect the devices which will control our power grids, cars and transport networks, factories, 
finances, hospitals and homes could have devastating consequences and cause huge damage 
to consumer trust in emerging technologies. The risk of politically-motivated attacks on 
civilian targets, and of shortcomings in military cyber defence, deepens the risk still further.  

The approach set out in this Joint Communication will make the EU better placed to face 
these threats. It would build greater resilience and strategic autonomy, boosting capabilities in 
                                                            
1 http://www.consilium.europa.eu/en/press/press-releases/2017/06/23-euco-conclusions/.  
2 http://europa.eu/globalstrategy/.  
3 See for example McAfee & Centre for Strategic and International Studies "Net losses: Estimating the Global 

Cost of Cybercrime" 2014.  
4 Ransomware is a type of malware that prevents or limits users accessing their system, either by locking the 

system's screen or by locking the users' files unless a ransom is paid. 
5 In May 2017 the WannaCry ransomware attack affected more than 400,000 computers in over 150 countries. 

A month later, the "Petya" ransomware attack hit Ukraine and several companies worldwide. 
6 EUROPOL's Serious and Organised Crime Threat Assessment 2017. 
7 https://ec.europa.eu/commission/sites/beta-political/files/reflection-paper-defence_en.pdf.  
8 IDC and TXT Solutions (2014), SMART 2013/0037 Cloud and IoT combination, study for the Commission. 
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terms of technology and skills, as well as helping to build a strong single market. This needs 
the right structures to be in place to build strong cybersecurity and to react when needed, with 
the full involvement of all key actors. The approach would also better deter cyber-attacks, by 
stepping up work to detect, trace and hold to account those responsible. It would also 
recognise the global dimension by developing international cooperation as a platform for EU 
leadership on cybersecurity. These steps build on the approaches of the Digital Single Market, 
the Global Strategy, the European Security Agenda9, the Joint Framework on countering 
hybrid threats10 and the Communication on Launching the European Defence Fund.1112 

The EU is already working on many of these issues: it is now time to draw the various work 
streams together. In 2013, the EU set out a Cybersecurity Strategy launching a series of key 
workstreams to improve cyber resilience.13 Its main goals and principles, to foster a reliable, 
safe and open cyber ecosystem, remain valid. But the continuously evolving and deepening 
threat landscape calls for more action to withstand and deter attacks in the future14.  

The EU is well placed to address cybersecurity, given the scope of its policies and the tools, 
structures and capabilities at its disposal. While Member States remain responsible for 
national security, the scale and cross-border nature of the threat make a powerful case for EU 
action providing incentives and support for Member States to develop and maintain more and 
better national cybersecurity capabilities, while at the same time building EU-level capacity. 
This approach is designed to galvanise all actors – the EU, Member States, industry and 
individuals – to give cybersecurity the priority it needs to build resilience and deliver a better 
EU response to cyber-attacks. It will bring concrete steps to help detect and investigate any 
form of cyber incidents against the EU and its Member States and to respond appropriately, 
including by prosecuting criminals. It will enable EU external action to effectively promote 
cybersecurity on the global stage. The result will be a shift for the EU from a reactive to a 
proactive approach to protecting European prosperity, society and values, as well as 
fundamental rights and freedoms, through responding to both existing and future threats.  

2. BUILDING EU RESILIENCE TO CYBER ATTACKS 

Strong cyber resilience needs a collective and wide-ranging approach. This calls for more 
robust and effective structures to promote cybersecurity and to respond to cyber-attacks in the 
Member States but also in the EU's own institutions, agencies and bodies. It also requires a 
more comprehensive, cross-policy approach to building cyber-resilience and strategic 
autonomy, with a strong Single Market, major advances in the EU's technological capability, 
and far greater numbers of skilled experts. At the heart of this is a broader acceptance that 
cybersecurity is a common societal challenge, so that multiple layers of government, economy 
and society should be involved.  

 

 
                                                            
9 COM(2015) 185 final. 
10 JOIN(2016) 18 final. 
11 COM(2017) 295. 
12 The approach is also substantiated by independent scientific advice provided by the European Commission’s 

Scientific Advice Mechanism High Level Group of scientific advisors (see references below). 
13 JOIN(2013) 1 final. An assessment of this strategy is available in SWD (2017) 295. 
14 Unless otherwise stated, proposals in this Communication are budgetary neutral. Any initiative having 

budgetary implications will duly follow the annual budget procedures and cannot prejudge the next Multi-
Annual Financial Framework post-2020. 
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2.1 Strengthening the European Union Agency for Network and Information Security 

The European Union Agency for Network and Information Security (ENISA) has a key 
role to play in strengthening EU cyber resilience and response but is constrained by its current 
mandate. The Commission is therefore presenting an ambitious reform proposal, including a 
permanent mandate for the agency.15 This will ensure that ENISA can provide support to 
Member States, EU institutions and businesses in key areas, including the implementation of 
the Directive on the Security of Network and Information Systems16 (the "NIS Directive") and 
the proposed cybersecurity certification Framework.  

The reformed ENISA will have a strong advisory role on policy development and 
implementation, including promoting coherence between sectoral initiatives and the NIS 
Directive and helping to set up Information Sharing and Analysis Centres in critical sectors. 
ENISA will raise the bar and enhance the European preparedness by organising yearly pan-
European cybersecurity exercises combining response across different levels. It will also 
support EU policy development on information and communications technology (ICT) 
cybersecurity certification and play an important role in stepping up both operational 
cooperation and crisis management across the EU. The agency will also serve as a focal point 
for information and knowledge in the cybersecurity community. 

A rapid and shared understanding of threats and incidents as they unfold is a prerequisite for 
deciding whether joint mitigation or response action supported by the EU is needed. Such 
information exchange requires the involvement of all relevant actors – EU bodies and 
agencies, as well as Member States – at technical, operational and strategic levels. ENISA, in 
cooperation with the relevant bodies at Member State and EU level, notably the network of 
Computer security incident response teams17, CERT-EU, Europol and the EU Intelligence and 
Situation Centre (INTCEN), will also contribute to EU-level situational awareness. This can 
be fed into threat intelligence and policy-making in the context of regular monitoring of the 
threat landscape and effective operational cooperation, as well as in response to large-scale 
cross-border incidents. 

2.2 Towards a Single Cybersecurity Market 

The growth of the cybersecurity market in the EU – in terms of products, services and 
processes – is held back in a number of ways. A key aspect is the lack of cybersecurity 
certification schemes recognised across the EU to build higher standards of resilience into 
products and to underpin EU-wide market confidence. The Commission is therefore putting 
forward a proposal to set up an EU cybersecurity certification framework.18 The 
Framework would lay down the procedure for the creation of EU-wide cybersecurity 
certification schemes, covering products, services and/or systems, which adapt the level of 
assurance to the use involved (be it critical infrastructures or consumer devices).19 It would 
bring clear benefits to businesses by avoiding the need to go through several certification 
processes when trading across borders, thereby limiting administrative and financial costs. 
The use of schemes developed under this Framework would also help build consumers' 

                                                            
15 COM(2017) 477.  
16 Directive 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning measures for a 

high common level of security of network and information systems across the Union. 
17 As provided for in article 9 of the NIS Directive. 
18 COM(2017) 477.  
19 A level of assurance indicates the degree of rigour of the security assessment and is usually commensurate to 

the level of risk associated with this application areas or functions (i.e. higher level of assurance required for 
ICT products or services used in high risk application areas or functions).  
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confidence, with a certificate of conformity to inform and reassure purchasers and users about 
the security properties of the products and services they buy and use. This would make high 
standards for cybersecurity a source of competitive advantage. The result would build 
increased resilience as ICT products and services would be formally evaluated against a 
defined set of cybersecurity standards, which could be developed in close connection with the 
broader ongoing work on ICT standards.20  

The Framework's schemes would be voluntary and would not create any immediate regulatory 
obligations on vendors or service providers. The schemes would not contradict any applicable 
legal requirements, such as the EU legislation on data protection. 

Once the Framework is established, the Commission will invite the relevant stakeholders to 
focus on three priority areas: 

 Security in critical or high-risk applications21: systems that we depend on in our daily 
activities, from our cars to the machinery in factories, from the largest of systems such as 
airplanes or power plants to the smallest such as medical devices, are becoming 
increasingly digital and interconnected. Therefore, core ICT components in such products 
and systems would require rigorous security assessments. 

 Cybersecurity in widely-deployed digital products, networks, systems and services used 
by private and public sector alike to defend against attacks and apply regulatory 
obligations22 – such as email encryption, firewalls and Virtual Private Networks; it is 
critical that the spreading use of such tools does not lead to new sources of risk or new 
vulnerabilities.  

 The use of "security by design" methods in low-cost, digital, interconnected mass 
consumer devices which make up the Internet of Things: schemes under the framework 
could be used to signal that the products are built using state of the art secure development 
methods, that they have undergone adequate security testing, and that the vendors have 
committed to update their software in the event of newly discovered vulnerabilities or 
threats.  

These priorities should take particular account of the evolving cybersecurity threat landscape, 
as well as the importance of essential services such as transport, energy, health care, banking, 
financial market infrastructures, drinking water or digital infrastructure.23   

While no ICT product, system or service can be guaranteed to be "100 %" secure, there are 
several well-known and well-documented defects in the design of ICT products that can be 
exploited for attacks. A "security by design" approach adopted by producers of connected 
devices, IT software and equipment would ensure that cybersecurity is addressed before 
putting new products on the market. This could be part of the "duty of care" principle, to be 
further developed together with the industry, which could reduce product/software 
vulnerabilities by applying a range of methods from design to testing and verification, 
including formal verification where applicable, long term maintenance, and the use of secure 

                                                            
20 COM(2016) 176. 
21 The exception would be where mandatory or voluntary certification is governed by other Union acts. 
22 For example Directive (EU) 2016/1148, Regulation (EU) 2016/679, Directive (EU) 2015/2366 and other 

proposed pieces of legislation such as the European Electronic Communications Code, each require that 
organisations put in place appropriate security measures to address relevant cybersecurity risks.   

23 The sectors within the scope of Directive 2016/1148 of the European Parliament and of the Council of 6 July 
2016 concerning measures for a high common level of security of network and information systems across 
the Union. 
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development lifecycle processes, as well as developing updates and patches to address 
previously undiscovered vulnerabilities and fast update and repair.24 This would also increase 
consumers' trust in digital products. 

Furthermore, the important role of third party security researchers in discovering 
vulnerabilities in existing products and services needs to be acknowledged and conditions to 
enable coordinated vulnerability disclosure25 should be created across Member States, 
building on best practices26 and relevant standards.27 

At the same time, specific sectors face specific issues and should be encouraged to develop 
their own approach. In this way, general cybersecurity strategies would be complemented by 
sector-specific cybersecurity strategies in areas like financial services28, energy, transport and 
health.29 

The Commission has already highlighted the specific issues concerning liability raised by 
new digital technologies30 and work is under way to analyse the implications; next steps will 
be concluded by June 2018. Cybersecurity raises issues around the attribution of damage for 
businesses and supply chains and failure to address these issues will hamper the development 
of a strong single market in cybersecurity products and services.   

Finally, the development of the EU single market is also dependent on factoring cybersecurity 
into policy on trade and investment. The effect of foreign acquisitions on critical technologies 
– of which cybersecurity is an important example – is a key aspect in the framework for the 
screening of foreign direct investment in the European Union31, which aims to enable the 
screening of investments from third countries on the grounds of security and public order.  By 
the same token, cybersecurity requirements have already created trade barriers for EU goods 
and services in important sectors in a number of third country economies. The EU 
cybersecurity certification framework will further strengthen Europe's international position, 
and should be complemented by continued efforts towards the development of high-security 
global standards and mutual recognition agreements. 

2.3 Implementing the Directive on the Security of Network and Information Systems 
in full 

With the main tools to combat cybersecurity today in national hands, the EU has recognised 
the need to drive standards higher. Large-scale cybersecurity incidents rarely affect only one 
Member State due to the increasingly globalised, digitally-reliant and interconnected nature of 
key sectors such as banking, energy or transport.  

                                                            
24 Cybersecurity in the European Digital Single Market, High level group of Scientific Advisors, March 2017 
25 Coordinated vulnerability disclosure is a form of cooperation which facilitates and enables security 

researchers to report vulnerabilities to the owner or vendor of the information system, allowing the 
organisation the opportunity to diagnose and remedy the vulnerability in a correct and timely fashion before 
detailed vulnerability information is disclosed to third parties or the public.  

26 For example Good Practice Guide on Vulnerability Disclosure. From challenges to recommendations, 
ENISA, 2016. 

27 ISO/IEC 29147:2014 Information technology -- Security techniques -- Vulnerability disclosure. 
28 The Commission's forthcoming work on financial technology will cover cybersecurity for the financial 

sector. 
29 In the energy sector for instance, combining very old and cutting edge information technologies, particularly 

with the real-time requirements of the power grid.  
30 COM(2017) 228. 
31 COM(2017) 478. 
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The Directive on the Security of Network and Information Systems (the "NIS Directive") is 
the first EU-wide cybersecurity law.32 It is designed to build resilience by improving national 
cybersecurity capabilities; fostering better cooperation between the Member States; and 
requiring undertakings in important economic sectors to adopt effective risk management 
practices and to report serious incidents to the national authorities. These obligations also 
apply to three types of providers of key internet services: cloud computing, search engines 
and online marketplaces. It aims for a stronger and more systematic approach and a better 
information flow.  

Full implementation of the Directive by all Member States by May 2018 is essential to EU 
cyber resilience. The process is being supported by collective work from Member States 
which will result, by autumn 2017, in guidelines to support a more harmonised 
implementation, notably in relation to operators of essential services. The Commission is also 
issuing a Communication33 as part of this cybersecurity package to support their efforts by 
providing best practice from the Member States relevant to the implementation of the 
Directive and guidance on how the Directive should be operating in practice.  

An area where the Directive will need to be supplemented is information flow. For example, 
the Directive only covers key strategic sectors – but logically a similar approach by all 
stakeholders hit by cyberattacks would be necessary to have a systematic assessment of 
vulnerabilities and entry points for cyber attackers. In addition, cooperation and information 
sharing between the public and private sectors faces a number of obstacles. Governments and 
public authorities are reluctant to share cybersecurity-relevant information for fear of 
compromising national security or competitiveness. Private undertakings are reluctant to share 
information on their cyber vulnerabilities and resulting losses for fear of compromising 
sensitive business information, risking their reputation or risking breaching data protection 
rules.34 Trust needs to be strengthened for public-private partnerships to underpin wider 
cooperation and sharing of information across a greater number of sectors. The role of 
Information Sharing and Analysis Centres is particularly important in creating the necessary 
trust for sharing information between private and public sector. Some first steps have been 
taken in respect of specific critical sectors such as aviation, through the creation of the 
European Center for Cybersecurity in Aviation,35 and energy, by developing Information 
Sharing and Analysis Centres.36 The Commission will contribute in full to this approach with 
support from ENISA, with an acceleration needed in particular with regard to sectors 
providing essential services as identified in the NIS Directive. 

2.4 Resilience through rapid emergency response 

When a cyber-attack takes place, a fast and effective response can mitigate its impact. This 
can also demonstrate that public authorities are not powerless in the face of cyber-attacks, and 
contribute to building trust. As regards the EU institutions' own response, in the first instance 
                                                            
32 Directive 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning measures for a 

high common level of security of network and information systems across the Union. 
33 COM(2017) 476. 
34 Cybersecurity in the European Digital Single Market, High level group of Scientific Advisors, March 2017. 

A specific issue concerns trade secrets, where the July 2016 Communication "Strengthening Europe's Cyber 
Resilience System" noted the reticence to report the cyber theft of trade secrets and the importance of trusted 
reporting channels ensuring confidentiality. 

35 https://www.easa.europa.eu/newsroom-and-events/news/implementation-european-centre-cyber-security-
aviationeccsa. 

36 These are non-profit, member-driven organisations formed by private and public entities to share information 
on cyber threats, risks, prevention, mitigation and response.  See e.g. the European Energy Information 
Sharing and Analysis Centres (http://www.ee-isac.eu). 
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the cyber aspects should be mainstreamed into existing EU crisis management mechanisms: 
the EU integrated political crisis response, coordinated by the Presidency of the Council37 and 
the EU's general rapid alert systems38. The need to respond to a particularly serious cyber 
incident or attack could constitute sufficient ground for a Member State to invoke the EU 
Solidarity Clause.39  

A fast and effective response also relies on a swift information exchange mechanism between 
all key players at national and EU level, which in turn requires clarity on their respective roles 
and responsibilities. The Commission has consulted institutions and Member States on a 
"Blueprint" to provide an effective process for an operational response at Union and Member 
State level to a large-scale cyber incident. The Blueprint presented in a Recommendation40 in 
this package explains how cybersecurity is mainstreamed to existing Crisis Management 
mechanisms at EU level and sets out the objectives and modes of cooperation between the 
Member States as well as between Member States and relevant EU Institutions, services, 
agencies and bodies41 when responding to large scale cybersecurity incidents and crises. The 
Recommendation also requests Member States and EU institutions to establish an EU 
Cybersecurity Crisis Response Framework to operationalise the Blueprint. The Blueprint will 
be regularly tested in cyber and other crisis management exercises42 and updated as necessary. 

Given that cybersecurity incidents might substantially impact the functioning of economies 
and the daily lives of people, an option would be to investigate the possibility of a 
Cybersecurity Emergency Response Fund, following the example of other such crisis 
mechanisms in other EU policy areas. This would allow Member States to seek help at the EU 
level during or following   a major incident, provided that the Member State had put in place a 
prudent system of cybersecurity prior to the incident, including full implementation of the 
NIS Directive, mature risk management and supervisory frameworks at national level. Such a 
Fund, complementing existing crisis management mechanisms at EU level, could deploy a 
rapid response capability in the interests of solidarity and finance specific emergency 
response actions such as replacing compromised equipment or deploying mitigation or 
response tools, drawing on national expertise along the lines of the EU Civil Protection 
Mechanism.  

2.5 A cybersecurity competence network with a European Cybersecurity Research 
and Competence Centre 

The technological tools of cybersecurity are strategic assets, as well as being key growth 
technologies for the future. It is in the EU's strategic interest to ensure that the EU retains and 
develops the essential capacities to secure its digital economy, society and democracy, to 
protect critical hardware and software and to provide key cybersecurity services.  

The Public-Private Partnership on Cybersecurity43 created in 2016 was an important first step, 
triggering up to EUR 1.8 billion of investment by 2020. However, the scale of the investment 

                                                            
37 This enables the coordination of responses to major cross-sectorial crises at the highest political level. 
38 These enable internal information sharing and coordination on emerging multi-sectoral crises or foreseeable 

or imminent threats requiring action at EU level. 
39 Under Article 222 of the Treaty on the Functioning of the European Union. 
40 C(2017) 6100. 
41 Including Europol, ENISA, the EU's Computer Emergency Response Team for the EU institutions, bodies 

and agencies (CERT-EU) and the EU Intelligence and Situation Centre (INTCEN). 
42 For example, those run by ENISA: https://www.enisa.europa.eu/topics/cyber-exercises/cyber-europe-

programme.  
43 C(2016) 4400 final. 
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under way in other parts of the world44 suggests that the EU needs to do more in terms of 
investment and to overcome the fragmentation of capacities spread across the EU. 

The EU has added value to provide, given the sophistication of cybersecurity technology, the 
large-scale investment required, and the need for solutions that work across the EU. Building 
on the work of Member States and the Public-Private Partnership, a further step would be to 
reinforce EU cybersecurity capability through a network of cybersecurity competence 
centres45 with a European Cybersecurity Research and Competence Centre at its heart. 
This network and its Centre would stimulate development and deployment of technology in 
cybersecurity and complement the capacity building efforts in this area at EU and national 
level. The Commission will launch an impact assessment to examine available options – 
including the possibility of setting up a Joint Undertaking – with a view to set up this structure 
in 2018. 

As a first step and to inform future thinking, the Commission will propose that a pilot phase is 
launched under Horizon 2020 to help bring national centres together into a network to create a 
new momentum in cybersecurity competence and technology development. It plans to 
propose a short-term injection of funding of EUR 50 million to this end. This activity will 
complement the ongoing implementation of the Public-Private Partnership on Cybersecurity. 

Pooling and shaping research efforts would be at the core of the network and the Centre's 
initial focus. To support the development of industrial capabilities, the Centre could act as a 
capability project manager able to handle multinational projects.  This would also give added 
impetus to innovation and competitiveness of the EU industry on the global scene in the 
development of next-generation digital technologies including artificial intelligence, quantum 
computing, blockchain and secure digital identities, as well as in ensuring access to mass data 
for EU based companies, all key to cybersecurity in the future. The Centre would also draw 
on the EU's work to scale up High Performance Computing infrastructure: this is essential for 
analysis of large quantities of data, rapid encryption and decryption of data, checking of 
identities, simulating cyber-attacks, and analysing video material.46  

The network of competence centres could also have capabilities to support industry through 
testing and simulation to underpin the cybersecurity certification described in section 2.2. Its 
involvement in the full range of EU cybersecurity activity would ensure a continual updating 
of its targeting according to need. The Centre would aim to drive high cybersecurity standards 
not only in technology and cybersecurity systems but also in high-end skills development for 
professionals, through providing solutions and templates for national efforts to roll out digital 
skills. To that extent, it would also enhance cybersecurity capabilities at EU level and build on 
synergies notably with ENISA, CERT-EU, Europol, the possible future Cybersecurity 
Emergency Response Fund and national CSIRTs. 

A particular focus of work by the competence network must be the lack of European capacity 
on assessing the encryption of products and services used by citizens, businesses and 
governments within the Digital Single Market. Strong encryption is the basis for secure digital 
identification systems that play a key role in effective cybersecurity47; it also keeps people’s 
                                                            
44 The US will invest 19 billion dollars in cybersecurity in 2017 alone, a 35 % increase compared to 2016. The 

White House, Office of the Press Secretary: ‘Fact Sheet: Cybersecurity National Action Plan’, 9 February 
2016. 

45 The network would include existing and future cybersecurity centres set up in the Member States, whose 
members would typically be public research organisations and laboratories. 

46 COM(2012) 45 final and COM(2016) 178 final.  
47 The Commission will already launch under Horizon 2020 a new Horizon Prize challenge that will award 

EUR 4 million to the best innovative solution for seamless online authentication methods. 
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intellectual property secure and enables protecting fundamental rights such as freedom of 
expression and the protection of personal data, and ensures safe online commerce.48  

As the EU civilian and defence cybersecurity markets share common challenges49 and dual-
use technology that call for close collaboration in critical areas, a second phase of the network 
and its Centre could be further developed with a cyber defence dimension, in full respect of 
the Treaty provisions related to the Common Security and Defence Policy. As well as its 
technological focus, the defence dimension could contribute to the cooperation between 
Member States in the area of cyber defence, including sharing of information, situational 
awareness, building expertise and coordinated reactions, and supporting Member States' 
development of common capabilities. It could also act as a platform, enabling Member States 
to identify the priorities for the EU's cyber defence, investigating common solutions, 
contributing to the development of common strategies, facilitating joint cyber defence 
training, exercises and testing at European level, and supporting work on cyber defence 
taxonomies and standards, with the Centre having a supporting and advisory role. To pursue 
the above activities, the Centre would need to work closely and in full complementarity with 
the European Defence Agency in the area of cyber defence, as well as with ENISA in the area 
of cyber resilience. This defence dimension would take into account the process launched by 
the Reflection paper on the future of European Defence. 

The high level of resilience required in cyber defence calls for specific targeting of research 
and technology efforts. The cyber defence projects or technologies developed by undertakings 
could benefit from European Defence Fund financing when it comes to both the research and 
development phase.50 Specific areas such as encryption systems based on quantum 
technologies, cyber situational awareness, biometric access control systems, Advanced 
Persistent Threats detection, or data mining could be particularly relevant in this context. The 
High Representative, the European Defence Agency and the Commission will support 
Member States in identifying areas where common cybersecurity projects could be considered 
for financing by the European Defence Fund. 

2.6 Building a strong EU cyber skills base 

There is a strong education dimension to cyber security. Effective cybersecurity relies heavily 
on the skills of the people concerned. But the cybersecurity skills gap for professionals 
working in the private sector in Europe is predicted to be 350,000 by 2022.51 Cybersecurity 
education should be developed at all levels, starting from regular training of a cyber 
workforce, additional cybersecurity training for all ICT specialists, and new specific 
cybersecurity curricula. Strong academic competence centres should be established to meet 
the demands for accelerated education and training, which could draw on guidance from a 
European Cybersecurity Research and Competence Centre and ENISA. The goal should be 
that it becomes natural to design ICT products and systems which incorporate security 
principles from the very beginning. Cybersecurity education should not be limited to IT 
professionals, but should be mainstreamed in curricula for other areas, such as engineering, 
business management or law, as well as for sector-specific education tracks. Finally, teachers 

                                                            
48 Cybersecurity in the European Digital Single Market, High level group of Scientific Advisors, March 2017. 
49 "Study on synergies between the civilian and the defence cybersecurity markets"(Optimity; SMART 2014-

0059). 
50 Already now the European Defence Industry Development Programme will give priority to cyber-defence 

projects and cyber defence will be one of the themes of the call for proposals that will be launched in 2018.  
51 Global Information Security Workforce Study 2017. The global shortfall is 1.8 million. 
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and pupils in primary and secondary education should be sensitised to cybercrime and cyber 
security when acquiring digital competences in schools.  

The EU, together with the Member States, should also make a contribution to this work by 
building on the work of the Digital Skills and Jobs Coalition52 and by putting in place, for 
example, apprenticeship schemes in cybersecurity for SMEs.  

2.7 Promoting cyber hygiene and awareness 

With some 95 % of incidents said to be enabled by "some type of human error – intentional or 
not",53 there is a strong human factor at play. So cybersecurity is everyone's responsibility. 
This means personal, corporate and public administration behaviour must change to ensure 
everybody understands the threat, and is equipped with the tools and skills necessary to 
quickly detect and actively protect themselves against attacks. People need to develop cyber 
hygiene habits and businesses and organisations must adopt appropriate risk-based 
cybersecurity programmes and update them regularly to reflect the evolving risk landscape.  

The NIS Directive not only sets out the responsibilities of Member States to exchange 
information on cyber-attacks at EU level but also to put in place mature national cybersecurity 
strategies and frameworks on the security of network and information systems. Public 
administrations at EU and national level should play a further leading role in driving these 
efforts forward.   

First, Member States should maximise the availability of cybersecurity tools for businesses 
and individuals. In particular, more should be done to prevent and mitigate the impacts of 
cybercrime on end-users. An example already exists in the work of Europol with the 
'NoMoreRansom' campaign54, built up through close cooperation between law enforcement 
and cybersecurity companies to help users prevent ransomware infections and decrypt data if 
they are victims of an attack. Such schemes should be rolled out for other types of malware, in 
other areas and the EU should develop a single portal to bring together all such tools in a 
one-stop-shop, offering advice to users on prevention and detection of malware and links to 
reporting mechanisms.  

Second, Member States should accelerate the use of more cyber-secure tools in the 
development of e-government and also draw full benefit from the competence network. The 
adoption of secure means of identification should be promoted, building on the EU 
framework of electronic identification and trust services for electronic transactions in the 
internal market, which has been in force since 2016 and provides a predictable regulatory 
environment to enable secure and seamless electronic interactions between businesses, 
individuals and public authorities.55 In addition, public institutions, especially those providing 
essential services, should ensure that their staff are trained in cybersecurity-related areas. 

Third, Member States should make cyber-awareness a priority in awareness campaigns, 
including those targeting schools, universities, the business community and research bodies. 
The Cybersecurity month that takes place every year in October under the coordination of 
ENISA will be scaled up to achieve a greater reach as a common communication effort at EU 
                                                            
52 https://ec.europa.eu/digital-single-market/en/digital-skills-jobs-coalition. 
53 IBM "The Cybersecurity Intelligence Index" 2014, referred to in Securitymagazine.com, 19 June 2014. 
54 https://www.nomoreransom.org/.  
55 The Regulation (EU) N°910/2014 on electronic identification and trust services for electronic transactions in 

the internal market (eIDAS Regulation) adopted on 23 July 2014. Also, the European Commission is 
providing building blocks and tools for eID and e-Signature interoperability (e.g. Trusted Lists Browsers) 
through the Connecting Europe Facility Programme. 
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and national level. Awareness-raising in relation to online disinformation campaigns and 
fake news on social media specifically aimed at undermining democratic processes and 
European values is equally important. While the primary responsibility remains at national 
level – including for European Parliament elections – the pooling of expertise and sharing of 
experience at the European level has proven to be of value-added in providing a focus for 
action.56  

There is also a strong role for industry in general, but with particular attention to digital 
services providers and manufacturers. It needs to support users (individuals, businesses and 
public administrations) with tools that allow them to take responsibility for their own actions 
online, making clear that maintaining cyber hygiene is an indispensable part of the offer to 
consumers57. To detect and remove vulnerabilities, industry should strive to have internal 
processes in place that deal with investigation, triage and resolution of vulnerabilities, 
regardless whether the source of potential vulnerability was external or inside the company 
concerned.  

Key actions 
 
 Full implementation of the Directive on the Security of Network and Information 

Systems; 
 Swift adoption by the European Parliament and the Council of the Regulation setting out a 

new mandate for ENISA and a European framework for certification58; 
 A joint Commission/industry initiative to define a "duty of care" principle for reducing 

product/software vulnerabilities and promoting "security by design"; 
 Swift implementation of the blueprint for cross-border major incident response;   
 Launch an impact assessment to study the possibility for a Commission proposal in 2018 

to set up a Network of Cybersecurity competence centres and a European Cybersecurity 
Research and Competence Centre, building on an immediate pilot phase; 

 Support Member States in identifying areas where common cybersecurity projects could 
be considered for support by the European Defence Fund; 

 An EU-wide one-stop-shop to help victims of cyber-attacks, providing information on 
latest threats and bringing together practical advice and cybersecurity tools; 

 Action by Member States to mainstream cybersecurity into skills programmes, e-
government and awareness campaigns; 

 Action by industry to step up cybersecurity-related training for their staff and adopt a 
"security by design" approach for their products, services and processes. 

 

3. CREATING EFFECTIVE EU CYBER DETERRENCE 

Effective deterrence means putting in place a framework of measures that are both credible 
and dissuasive for would-be cyber criminals and attackers. As long as the perpetrators of 
cyber-attacks – both non-state and state – have nothing to fear besides failure, they will have 
little incentive to stop trying. A more effective law enforcement response focusing on 
detection, traceability and prosecution of cyber criminals is central to building effective 

                                                            
56 An example is the East StratCom Task Force set up in 2015 by Member States and the High Representative 

to address Russia's ongoing disinformation campaigns. The team is engaged in developing communication 
products and campaigns focused on explaining EU policies in the Eastern Partnership region. 

57 Some manufactures are already used with this concept as some European product legislation (such as the 
Machinery Directive 2006/42/EC) prescribes principles for "safety by design". 

58 COM(2017) 477. 
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deterrence. Added to this is the need for the EU to support its Member States in the 
development of dual-use cybersecurity capabilities. We will only begin to turn the tide on 
cyber-attacks when we increase the chances of getting caught and sanctioned for committing 
them. Cyber-attacks should be promptly investigated and perpetrators brought to justice, or 
action taken to allow an appropriate political or diplomatic response. In case of a major crisis 
with an important international and defence dimension, the High Representative could present 
options for an appropriate response to the Council.  

One step towards improving the criminal law response to cyber-attacks was already taken 
with the adoption in 2013 of the Directive on attacks against information systems.59 This 
established minimum rules concerning the definition of criminal offences and sanctions in the 
area of attacks against information systems and provided for operational measures to improve 
cooperation amongst authorities. The Directive has led to substantive progress in 
criminalising cyber-attacks at a comparable level across the Member States, which facilitates 
the cross-border cooperation of law enforcement authorities investigating these types of 
offences. However, there is still scope for the Directive to reach its full potential if Member 
States were to implement all of its provisions fully.60 The Commission will continue to 
provide support to the Member States in their implementation of the Directive and currently 
sees no need to propose amendments to it.  

3.1 Identifying malicious actors 

In order to increase our chances of bringing perpetrators to justice, we need to urgently 
improve our capacity to identify those responsible for cyber-attacks. Finding useful 
information for cybercrime investigations, mostly in the form of digital traces, is a major 
challenge for law enforcement authorities. We therefore need to increase our technological 
capability to investigate effectively including by reinforcing Europol's cybercrime unit with 
cyber experts. Europol has become a key actor in supporting Member States' multi-
jurisdictional investigations. It should become a centre of expertise for Member States' law 
enforcement on online investigations and cyber forensics.    

The widespread practice of placing multiple of users – sometimes thousands of them – behind 
one IP address makes it technically very difficult to investigate malicious online behavior. It 
also makes it sometimes necessary, for example for serious crime such as child sexual abuse, 
to investigate large number of users in order to identify one malicious actor. The EU will 
therefore encourage the uptake of the new protocol (IPv6) as it allows the allocation of a 
single user per IP address, thus bringing clear benefits to law enforcement and cybersecurity 
investigations. As a first step to encourage uptake, the Commission will mainstream the 
requirement to move to IPv6 throughout its policies, including requirements in procurement, 
project and research funding as well as supporting the necessary training materials. In 
addition, Member States should consider voluntary agreements with Internet Service 
Providers to drive the take up of IPv6. 

 

 

                                                            
59 Directive 2013/40/EU of the European Parliament and of the Council of 12 August 2013 on attacks against 

information systems.  
60 COM(2017)474. 
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Belgium leads the world61 in the rate of IPv6 adoption also thanks to public-private 
cooperation: relevant stakeholders have considered limiting the use of one IP address to a 
maximum of 16 users as part of a voluntary self-regulatory measure, which incentivised IPv6 
transition.62 
 
More generally, online accountability should be further promoted. This means promoting 
measures to prevent the abuse of domain names for the distribution of unsolicited messages or 
phishing attacks. To this end, the Commission will work to improve the functioning of and the 
availability and accuracy of information in the Domain Name and IP WHOIS63 systems in 
line with the efforts of the Internet Corporation for Assigned Names and Numbers.64  

3.2 Stepping up the law enforcement response 

Effective investigation and prosecution of cyber-enabled crime is a key deterrent to cyber-
attacks. However, today's procedural framework needs to be better adapted to the internet 
age.65 The speed of cyber-attacks can overwhelm our procedures, as well as creating 
particular needs for swift cooperation across borders. To this end, as announced under the 
European Agenda on Security, the Commission will in early 2018 put forward proposals to 
facilitate cross-border access to electronic evidence. In parallel, the Commission is 
implementing practical measures to improve cross-border access to electronic evidence for 
criminal investigations, including funding for training on cross-border cooperation, the 
development of an electronic platform to exchange information within the EU, and the 
standardisation of judicial cooperation forms used between Member States.  

Another obstacle to effective prosecution is the different forensic procedures for the gathering 
of e-evidence in cybercrime investigations across Member States. This could be alleviated by 
working towards establishing common forensic standards. In addition, to support traceability 
and attribution, forensics capabilities need to be reinforced. One step would be to further 
develop forensic capability in Europol, adapting the existing budgetary and human resources 
at Europol's European Cybercrime Centre to meet the growing need for operational support in 
cross-border cybercrime investigations. Another would be to mirror the technological focus 
set out above for encryption by looking at how its abuse by criminals creates significant 
challenges in the fight against serious crime, including terrorism and cybercrime. The 
Commission will put forward the results of current reflections on the role of encryption in 
criminal investigations66 by October 2017.67  

Given the borderless nature of the internet, the framework for international cooperation 
provided by the Council of Europe Budapest Convention on Cybercrime68 offers the 
                                                            
61 https://www.google.com/intl/en/ipv6/statistics.html#tab=per-country-ipv6-adoption&tab=per-country-ipv6-

adoption.   
62 http://bipt.be/public/files/nl/22027/Raadpleging_ipv6.pdf.  
63 A query and response protocol that is widely used for querying databases that store the registered users or 

assignees of an internet resource. 
64 The Internet Corporation for Assigned Names and Numbers (ICANN) is a non-profit organization 

responsible for coordinating the maintenance and procedures of several databases related to the namespaces 
of the internet. 

65 To cite just one example, the (virtual) central command and control server of the Avalanche botnet moved 
physical servers and domains every five minutes. 

66 Presidency of the Council, "Outcome of the Justice and Home Affairs Council meeting of 8 and 9 December 
2016, No. 15391/16. 

67 Eighth progress report towards an effective and genuine Security Union of 29 June 2017, COM(2017) 354 
final. 

68 The Convention is the first international treaty on crimes committed via the internet and other computer 
networks, dealing particularly with infringements of copyright, computer-related fraud, child pornography 
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opportunity amongst a diverse group of countries to use an optimal legal standard for the 
different national legislation addressing cybercrime. A possible addition of a protocol to the 
Convention is now being explored69, which could also provide a useful opportunity to address 
the issue of cross-border access to electronic evidence in an international context. Rather than 
the creation of new international legal instruments for cybercrime issues, the EU calls for all 
countries to design appropriate national legislation and pursue cooperation within this existing 
international framework. 

The pervasive availability of anonymisation tools makes it easier for criminals to hide. The 
"darknet"70 has opened up new ways for criminals to access child sexual abuse materials, 
drugs or firearms, often with little risk of being caught.71 It is also now a key source of the 
tools used in cybercrime, such as malware and hacking tools. The Commission, together with 
relevant stakeholders, will analyse national approaches with a view to identifying new 
solutions. Europol should facilitate and support investigations on the darknet, assess threats 
and help to determine jurisdiction and prioritise high risk cases, and the EU can play a leading 
role in coordinating international action.72 

One growing area of cybercrime activity is the fraudulent use of credit card details or other 
electronic means of payment. Payment credentials obtained through cyber-attacks against 
online retailers or other legitimate businesses are then traded online and can be used by 
criminals to commit fraud73. The Commission is presenting a proposal to boost deterrence 
through a Directive on the combatting of fraud and counterfeiting of non-cash means of 
payment.74 This aims to update the existing rules in this area and to strengthen the ability of 
law enforcement to tackle this form of crime.  

The cybercrime investigative capabilities of Member States' law enforcement authorities also 
need to be improved, as well as the understanding of cyber-enabled crimes and investigative 
options by prosecutors and the judiciary. Eurojust and Europol contribute to this objective and 
to enhanced coordination, in close cooperation with specialised advisory groups within 
Europol's Cybercrime Center and with the networks of chiefs of cybercrime units and of 
prosecutors specialised in cybercrime. The Commission will dedicate EUR 10.5 million 
funding to fight cybercrime, primarily under its Internal Security Fund-Police Programme. 
Training is an important element and a number of useful materials have been developed by 
the European Cybercrime Training and Education Group. These should now be widely rolled 
out for law enforcement professionals with the support of the European Union Agency for 
Law Enforcement Training (CEPOL). 

                                                                                                                                                                                          
and violations of network security. https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/185 
In 2017, 55 governments had ratified or acceeded to the Council of Europe Convention on Cybercrime.  

69 Terms of Reference for the preparation of a draft 2nd Additional Protocol to the Budapest Convention on 
Cybercrime, T-CY (2017)3. 

70 The darknet consists of content in overlay networks which use the internet but require specific software, 
configurations or authorization to access. The darknet forms a small part of the deep web, the part of the Web 
not indexed by search engines. 

71 A notable exception is the recent takedown of two of the largest criminal Dark Web markets, AlphaBay and 
Hansa: https://www.europol.europa.eu/newsroom/news/massive-blow-to-criminal-dark-web-activities-after-
globally-coordinated-operation. 

72 Europol already plays an important role in this area. For a recent example see: 
https://www.europol.europa.eu/newsroom/news/massive-blow-to-criminal-dark-web-activities-after-
globally-coordinated-operation.  

73 The proceeds of fraud are an important source of income for organised crime and therefore an enabler for 
other criminal activities such as terrorism, drug trafficking and trafficking in human beings.  

74 COM(2017) 489. 
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3.3 Public-private cooperation against cybercrime 

The effectiveness of traditional law enforcement mechanisms is challenged by the features of 
the digital world, which consists mostly of privately-owned infrastructure and numerous 
different players across a variety of jurisdictions. As a result, cooperation with the private 
sector, including industry and civil society, is fundamental for public authorities to fight crime 
effectively. In this context, the financial sector is also key and cooperation should be stepped 
up. For example, the role of Financial Intelligence Units75 in the context of cybercrime should 
be strengthened. 

Some Member States have already taken key steps. In the Netherlands, financial institutions 
and law enforcement authorities work side-by-side to address online fraud and cybercrime in 
the Electronic Crime Task Force. The German Competence Centre against Cyber Crime 
provides the operational hub for its members to exchange information in close collaboration 
with the German Federal Police Office and develop measures aimed at ensuring protection 
against cybercrime. 16 Member States76 have created Cybercrime Centres of Excellence to 
facilitate cooperation between law enforcement authorities, academia and private partners 
for the development and exchange of best practices, training and capacity building. 
The Commission supports the establishment of public-private partnerships and cooperation 
mechanisms through dedicated projects such as the Online Fraud Cyber Centre and Experts 
Network,77 implementing information sharing model and standard in order to analyse and 
mitigate electronic crimes risks and online frauds.  
 
In the context of cybercrime, private undertakings need to be able to share information on 
concrete incidents with law enforcement – including personal data – in full respect of data 
protection rules. The EU data protection reform, which will enter into application in May 
2018, provides a common set of rules setting out the conditions under which law enforcement 
authorities and private entities can cooperate. The European Commission will work with the 
European Data Protection Board and relevant stakeholders to identify best practices in this 
area and, where appropriate, provide guidance.  

3.4 Stepping up the political response 

The recently adopted framework for a joint EU diplomatic response to malicious cyber 
activities78 (the “cyber diplomacy toolbox”) sets out the measures under the Common Foreign 
and Security Policy, including restrictive measures which can be used to strengthen the EU's 
response to activities that harm its political, security and economic interests. The framework 
constitutes an important step in the development of signaling and reactive capacities at EU 
and Member State level. It will increase our capacity to attribute malicious cyber activities, 
with the aim of influencing the behaviour of potential aggressors, while taking into account 
the need to ensure proportionate responses. Attribution to a State or a non-State actor remains 
a sovereign political decision based on all-source intelligence. Implementation work on the 
                                                            
75 Financial Intelligence Units serve as national centres for the receipt and analysis of suspicious transaction 

reports and other information relevant to money laundering, associated predicate offences and financing of 
terrorism, and for the dissemination of the results of that analysis.  

76 Austria, Belgium, Bulgaria, Cyprus, Czech Republic, Estonia, France, Germany, Greece, Ireland, Lithuania, 
Poland, Romania, Slovenia, Spain and the United Kingdom. 

77 The EU-OF2CEN initiative aims to enable the systematic, EU-wide sharing of internet fraud related 
information between banks and law enforcement services for the prevention of payments to fraudsters and 
money mules and for the investigation and prosecution of the perpetrators involved. It is co-funded by the EU 
(Internal Security Fund-Police Programme).  

78 http://www.consilium.europa.eu/en/press/press-releases/2017/06/19-cyber-diplomacy-toolbox/.  
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Framework is currently ongoing with Member States and would also be taken forward in 
close coordination with the Blueprint to respond to large scale cyber incidents79. Situational 
awareness necessary for the use of measures within the framework should be fused, analysed 
and shared by INTCEN,80 working closely together with the Member States and EU 
institutions.  

3.5 Building cybersecurity deterrence through the Member States' defence capability 

Member States are already developing cyber defence capabilities. In addition, given the 
blurring of lines between cyber defence and cybersecurity and the dual-use nature of cyber 
tools and technologies, as well as of the great variations between Member States’ approaches, 
the EU is well placed to help promote synergies between military and civilian efforts.81  
Those Member States with more advanced cybersecurity capabilities and willing to pull them 
together could consider, with support from the High Representative, the Commission and the 
European Defence Agency, to include cyber defence within the framework of a "Permanent 
Structured Cooperation" (PESCO). This could be underpinned by the work set out above to 
encourage EU industrial capacities and strategic autonomy. The EU can also promote 
interoperability, including by facilitating capability development, coordination of training and 
education and dual-use standardisation efforts. 
Full use should also be made of the joint framework to respond to hybrid threats, which often 
involve cyber-attacks, notably through the EU Hybrid Fusion Cell and the recently established 
European Centre for Countering Hybrid Threats in Helsinki, whose mission is to encourage 
strategic dialogue and conduct research and analysis.  
The EU will bring a renewed emphasis to the 2014 EU Cyber Defence Policy Framework82, 
as a tool to further integrate cybersecurity and defence into Common Security and Defence 
Policy (CSDP). The cyber-resilience of CSDP missions and operations themselves is 
essential: standardised procedures and technical capabilities will be developed that could 
support both deployed civilian and military missions and operations as well as their respective 
Planning and Conduct Capability structures and EEAS information technology service 
providers. In order to advance Member States' cooperation and better guide EU efforts in this 
field, the European Defence Agency and the EEAS, in cooperation with Commission services, 
will facilitate strategic level engagement between Member States’ cyber defence 
policymakers. The EU will also support the development of European cybersecurity solutions 
as part of its efforts in favor of a European Defence Technological and Industrial Base. This 
also includes the fostering of regional clusters of excellence in cybersecurity and defence.  

The Commission services, working in close cooperation the EEAS, Member States and other 
relevant EU bodies, will be put in place by 2018 a cyber defence training and education 
platform to address the current skills gap in cyber defence. This will complement the work of 
the European Defence Agency in this area, helping address the current skills gap in 
cybersecurity and cyber defence. 

Key actions 

 A Commission initiative for cross-border access to electronic evidence (early 2018); 

                                                            
79 C(2017) 6100. 
80 JOIN(2016) 018 final. 
81 The EU understands cyber space as a domain of operations like land, air and sea. Cyber defence efforts also 

include the protection and resilience of space assets and related ground infrastructures.  
82 www.consilium.europa.eu/en/workarea/downloadasset.aspx?id=40802190515. 
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 Swift adoption by the European Parliament and the Council of the proposed Directive on 
combatting fraud and counterfeiting of non-cash means of payment; 

 The introduction of requirements on IPv6 in EU procurement, research and project 
funding; voluntary agreements between Member States and Internet Service Providers to 
drive up the uptake of IPv6; 

 A renewed/expanded focus in Europol on cyber forensics and monitoring the darknet; 
 Implementation of the framework for a joint EU diplomatic response to malicious cyber 

activities; 
 Enhanced financial support to national and transnational projects improving criminal 

justice in cyberspace. 
 A cybersecurity-related education platform to address the current skills gap in 

cybersecurity and cyber defence in 2018. 
 
4. STRENGHTENING INTERNATIONAL COOPERATION ON 

CYBERSECURITY 

Guided by the EU core values and fundamental rights such as freedom of expression and the 
right to privacy and protection of personal data, and the promotion of the open, free and 
secure cyberspace, the EU's international cybersecurity policy is designed to address the 
continuously evolving challenge of promoting global cyber stability, as well as contributing to 
Europe’s strategic autonomy in cyberspace.  

4.1 Cybersecurity in external relations 

Evidence suggests that people from around the globe identify cyber attacks from other 
countries as among the leading threats to national security.83 Given the global nature of the 
threat, building and maintaining robust alliances and partnerships with third countries is 
fundamental to the prevention and deterrence of cyber-attacks – which are increasingly 
central to international stability and security. The EU will prioritise the establishment of a 
strategic framework for conflict prevention and stability in cyberspace in its bilateral, 
regional, multi-stakeholder and multilateral engagements.  

The EU strongly promotes the position that international law, and in particular the UN 
Charter, applies in cyberspace. As a complement to binding international law, the EU 
endorses the voluntary non-binding norms, rules and principles of responsible State behaviour 
that have been articulated by the UN Group of Governmental Experts84; it also encourages the 
development and implementation of regional confidence building measures, both in the 
Organisation for Security and Co-operation in Europe and other regions.  

On a bilateral level, cyber dialogues85 will be further developed and complemented by efforts 
to facilitate cooperation with third countries to reinforce principles of due diligence and state 
responsibility in cyberspace. The EU will prioritise international security issues in cyberspace 
in its international engagements, while also ensuring that cybersecurity does not become a 
pretext for market protection and the limitation of fundamental rights and freedoms, including 
the freedom of expression and access to information. A comprehensive approach to 
cybersecurity requires respect for human rights, and the EU will continue to uphold its core 
values globally, building on the EU's Human Rights Guidelines on online freedom.86 In that 
                                                            
83 Spring 2017 Global Attitudes Survey, Pew Research Centre. 
84 A/68/98 and A/70/174. 
85 In September 2017 EU had cyber dialogues with the US, China, Japan, the Republic of Korea and India. 
86 EU Human Rights Guidelines on Freedom of Expression Online and Offline. 
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regard the EU emphasises the importance of all stakeholders’ involvement in the governance 
of the internet. 

The Commission has also put forward a proposal87 to modernise EU export controls, 
including the introduction of controls on the export on critical cyber-surveillance technologies 
that could cause violations of human rights or be misused against the EU's own security and 
will step up dialogues with third countries to promote global convergence and responsible 
behaviour in this area.  

4.2 Cybersecurity capacity building 

Global cyber stability relies on the local and national ability of all countries to prevent and 
react to cyber incidents and investigate and prosecute cybercrime cases. Supporting efforts to 
build national resilience in third countries will increase the level of cybersecurity globally, 
with positive consequences for the EU. Countering fast-evolving cyber threats would suggest 
a need for training, policy and legislation development efforts, as well as efficiently 
functioning Computer Emergency Response Teams and cybercrime units in all countries 
worldwide.   

Since 2013, the EU has been leading on international cybersecurity capacity building and 
systematically linking these efforts with its development cooperation. The EU will continue to 
promote a rights-based capacity building model, in line with the Digital4Development 
approach.88 The priorities for capacity-building will be the EU’s neighborhood and 
developing countries experiencing fast growing connectivity and rapid development of 
threats. EU efforts will be complementary to the EU's development agenda in light of the 
2030 Agenda for Sustainable Development and overall efforts for institutional capacity 
building. 

In order to improve the EU’s ability to mobilise its collective expertise to support this 
capacity-building, a dedicated EU Cyber Capacity Building Network should be set up, 
bringing together the EEAS, Member States’ cyber authorities, EU agencies, Commission 
services, academia and civil society. EU Cyber Capacity Building guidelines will be 
developed to help offer better political guidance and prioritisation of EU efforts in assisting 
the third countries. 

The EU will also work together with other donors in this field to avoid duplication of effort 
and facilitate more targeted capacity building in different regions. 

4.3 EU-NATO cooperation 

Building on the substantial progress already achieved, the EU will deepen EU and NATO 
cooperation on cybersecurity, hybrid threats and defence, as foreseen in the Joint Declaration 
of 8 July 2016.89 Priorities include fostering interoperability through coherent cyber defence 
requirements and standards, strengthening cooperation on training and exercises, harmonising 
training requirements.  

The EU and NATO will also foster cyber defence research and innovation cooperation, and 
build on the current technical arrangement on cybersecurity information sharing between their 
respective cybersecurity bodies90. Recent joint efforts on countering hybrid threats, in 
                                                            
87  COM(2016) 616. 
88 SWD(2017) 157. 
89 http://www.consilium.europa.eu/en/press/press-releases/2016/07/08-eu-nato-joint-declaration/.  
90 CERT-EU and NATO Computer Incident Response Capability (NCIRC).  



253Annexes

 

20 
 

particular the cooperation between the EU Hybrid Fusion Cell and the NATO Hybrid 
Analysis Branch should be further leveraged to strengthen resilience and response to cyber 
crises. Further cooperation between the EU and NATO will be fostered through cyber defence 
exercises, with the involvement of the EEAS and other EU entities and relevant NATO 
counterparts, including the NATO Cooperative Cyber Defence Centre of Excellence in 
Tallinn. For the first time, NATO and the EU will carry out parallel and coordinated exercises 
in response to a hybrid scenario with NATO taking the lead in 2017 and the EU reciprocating 
in a similar fashion in 2018. The next report on EU-NATO cooperation, to be submitted to the 
respective Councils in December 2017, will offer an opportunity to consider possibilities to 
further expand cooperation, notably by ensuring common, secure and robust means of 
communication between all relevant institutions and bodies involved, including ENISA.  

Key actions 

 Advance the strategic framework for conflict prevention and stability in cyberspace; 
 Develop a new Capacity Building Network to support third countries’ ability to address 

cyber threats and EU Cybersecurity Capacity Building Guidelines to better prioritise EU 
efforts;  

 Further cooperation between EU and NATO, including participation in parallel and 
coordinated exercises and enhanced interoperability of cybersecurity standards.  

 
5. CONCLUSION 

EU cyber preparedness is central to both the Digital Single Market and our Security and 
Defence Union. Enhancing European cybersecurity and addressing threats to both civilian and 
military targets is a must.  

The upcoming Digital Summit organised by the Estonian Presidency on 29 September 2017 
provides an opportunity to show a common determination to put cybersecurity at the heart of 
the EU as a digital society. As part of this common commitment, the Commission calls on the 
Member States to pledge how they intend to act in areas where they have the primary 
responsibility. This should include strengthening cybersecurity by:   

 Ensuring full and effective implementation of the NIS Directive by 9 May 2018, as well 
as the resources necessary for public authorities responsible for cybersecurity to 
effectively carry out their tasks; 

 Applying the same rules to public administrations, given the role they play in society and 
the economy as a whole; 

 Providing cybersecurity-related training in public administration; 
 Prioritising cyber-awareness in information campaigns and including cybersecurity as part 

of academic and vocational training curricula; 
 Using initiatives on the "Permanent Structured Cooperation" (PESCO) and the European 

Defence Fund to support the development of cyber defence projects. 

This Joint Communication has set out the scale of the challenge, and the range of measures 
that the EU can take. We need a Europe that is resilient, which can protect its people 
effectively by anticipating possible cybersecurity incidents, by building strong protection in 
its structures and behaviour, by recovering quickly from any cyber-attacks, and by deterring 
those responsible. This Communication puts forward targeted measures that will further 
strengthen the EU's cybersecurity structures and capabilities in a coordinated manner, with the 
full cooperation of the Member States and the different EU structures concerned and 
respecting their competencies and responsibilities. Its implementation will provide a clear 
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demonstration that the EU and the Member States will work together to put in place a 
standard of cybersecurity equal to the ever-growing challenges faced by Europe today.  
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